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Understanding the Internet of Things: definition,
potentials, and societal role of a fast evolving
paradigm
Luigi Atzori, Antonio Iera, Giacomo Morabito

Abstract—The high penetration rate of new technologies in all
the activities of everyday life is fostering the belief that for any
new societal challenge there is always an ICT solution able to
successfully deal with it. Recently, the solution that is proposed
almost anytime is the “Internet of Things” (IoT). This apparent
panacea of the ICT world takes different aspects on and, actually,
is identified with different (often very different) technological
solutions. As a result, many think that IoT is just RFIDs, others
think that it is sensor networks, and yet others that it is machineto-machine communications. In the meanwhile, industrial players
are taking advantage of the popularity of IoT to use it as a very
trendy brand for technology solutions oriented to the consumer
market. The scientific literature sometimes does not help much
in clarifying, as it is rich in definitions of IoT often discordant
between them.
Objective of this paper is to present the evolutionary stages,
i.e., generations, that have characterized the development of IoT,
along with the motivations of their triggering. Besides, it analyzes
the role that IoT can play in addressing the main societal
challenges and the set of features expected from the relevant
solutions. The final objective is to give a modern definition
of the phenomenon, which de facto shows a strong pervasive
nature, and, if not well understood in its theories, technologies,
methodologies, and real potentials, then runs the risk of being
regarded with suspicion and, thus, rejected by users.

I. I NTRODUCTION
Years have passed since the Internet of Things (IoT) has
appeared on the scene becoming one of the major research
and industrial subjects in the Information and Communications
Technology (ICT) arena. The IoT term appears so frequently
in so many contexts as rarely happened in the past to other
ICT themes, so as to raise the doubt whether it is more a
“trendy” name, speculatively ridden to increase the attention
on studies and products around mature technologies, rather
than a real element of technological discontinuity. This doubt
comes also from the fact that, in spite of its huge success,
what IoT really represents is not completely clear. This is
mostly due to the fact that several works in the literature
associate the idea of IoT to some of its building blocks only
rather than to a complete combination of all the necessary
elements. This is the case, for instance, of platforms that
just use RFID for global traceability of goods, algorithms for
new intelligence and pervasive computing solutions, network
architectures based on IP protocols (especially IPV6) enhanced
to support resource constrained devices, and proposals for
novel application protocols to collect sensed data from wireless
sensor networks. Indeed, the numerous proposals that just
touch some of these disparate issues do not offer a complete

picture of IoT, as it will be elaborated in Section VII. All this
noise around the phenomenon has increased the confusion so
that it has become necessary to shed light on it and come to
a definition, shared by the whole community, of what IoT is
and what is not.
Some researchers [1] [2] are inclined to think that the idea
of IoT has its roots back in the late nineteenth century, when
Nikolas Tesla theorized that
“When wireless is perfectly applied the whole earth will
be converted into a huge brain, which in fact it is, [...]
and the instruments through which we shall be able to do
this will be amazingly simple compared with our present
telephone”
(Nikola Tesla, Teleautomation).
Maybe it is a little excessive to assume that the undoubted
genius and visionary nature of Tesla allowed him to imagine
the Internet of Things so many years ago, but certainly, from
that date on, he and many others helped forming the idea of
IoT by starting from a clear knowledge of current technologies
and making a leap into the future. To name a few, it is the
case of Mark Weiser who defined Pervasive Computing and
stated that “The most profound technologies are those that
disappear. They weave themselves into the fabrics of everyday
life until they are indistinguishable from it” [3], of Bruce
Sterling who coined the SPIME neologism referring to an
object “by definition, the protagonist of a documented process
[...] an historical entity with an accessible, precise trajectory
through space and time” [4], of Kevin Ashton who first used
the term “Internet of Things” at that time focusing mainly on
the RFID technologies.
The idea of IoT has, therefore, evolved over time and has
undergone succeeding transformations that will predictably
still continue over the next years with the advent of new
enabling technologies. For instance, the advent of the new
concepts, such as cloud computing, information centric networking, big data, social networking, have already partially
impacted and still are impacting the IoT idea and novel
futuristic paradigms are already in the horizon (see [5], [6]).
This paper is motivated by the above considerations and
aims at providing a careful analysis of the technologies that
have contributed to the birth of the IoT and to its growth over
the time.
The approach we follow to conduct the analysis of the
Internet of Things paradigm is evolutionary in nature. Accordingly, we identify three main stages of evolution of the
paradigm, each one characterized by key enabling technolo-

gies, major reference architectural solutions, and available
products. The transition from one generation to the next is not
only characterized by the introduction of new technologies
and architectures complementary to those of the previous
generation, but also by a distinctive approach to the design of
the IoT. Notwithstanding, what is IoT today and what it will
be in the future is, undoubtedly, the result of the convergence
into the primary evolutionary path of all R&D experiences in
several ICT domains, as shown in Figure 1 and described in
the remainder of the paper.
To ease the reading, in Table I we summarize all the
acronyms that are used throughout the paper. Additionally, in
order to have a comprehensive view of all the technological
fields involved in the evolution of the IoT over the three
generations, in Table II we summarize the major objective for
each addressed technological field, the key standards, and the
representative scientific works.
The remainder of the paper is organized as follows. In
Section II we describe how the IoT had the potential to
play a key role in the solutions of most societal challenges.
In the following Sections III, IV, and V we provide details
of the major technical concepts and solutions proposed for
each generation of the IoT. In Section VI we overview the
technologies that will impact the evolution of the IoT in the
next few years. In light of such upcoming evolutions, we
elaborate on the concept of the IoT itself to reach a correct
definition of the IoT paradigm in Section VII. Finally, in
Section VIII we draw our final conclusions.
II. ROLE OF I OT FOR S OCIETAL CHALLENGES
Our societies are facing many challenges and ICT can
assume a pivotal role, with the raise of IoT systems taking
a momentous responsibility in this process. An effective
classification of the societal challenges is provided by the
Horizon 2020 framework, which is the main program funding
research and innovation activities in Europe [7]: health, demographic change and wellbeing; food security and sustainable
agriculture; secure, clean and efficient energy; smart, green and
integrated transport; climate action, environment, resource efficiency and raw materials; inclusive, innovative and reflective
societies; secure societies.
In the following Section II-A we describe how IoT can
play a key role in addressing the above societal challenges.
Then, in Section II-B we describe how public authorities
can support the adoption of IoT for the above purposes and
discuss technical and non-technical barriers that still exist to
the adoption of the IoT technologies.
A. IoT and societal challenges
The aging process of the working population puts the health
and wellbeing issues among the top priorities in our society.
Advancements in this area require the introduction of systems
and technologies able to continuously monitor the status of the
environment where people live, work, travel, and to acquire
data about conditions of people themselves. The resulting
information should be available everywhere to doctors, nurses,
and relatives so that proper actions can be taken when needed.

Automatic context-aware processes will be also activated, for
instance to guide the patient in taking the right medicines. The
IoT can play a key role in this context. However, this implies
that its components should be ubiquitously embeddable in
the environment, wearable so to constantly monitor human
conditions, transparent as much as possible, and trustful in
handling personal data in a secure way.
Food security and sustainable agriculture is aimed at making
the best use of our biological resources. The smart farms
built by exploiting the IoT paradigm represent major means
to reach these goals. In a smart farm the status of the crop
and terrain is always under control, many of the production
procedures can be activated remotely by the farmer, sales can
be synchronized with the production (as the time schedule of
the crop can be shared with external systems), and the usage of
resources matches the actual needs (thus, wastage are avoided).
However, it is extremely important that the relevant systems
are easy to deploy and use. Otherwise, the configuration and
the maintenance costs may overcome the benefits.
Most countries have agreed on ambitious plans to reduce
greenhouse gas emissions, increase the share of renewable energies, and improve energy efficiency. Achieving these objectives would advance our society along the path to sustainability. IoT technologies will take a major role in this context with
the intent of delivering systems for automatic management of
production and distribution of energy by means of sensors and
actuators distributed across the whole chain, with the smart
grid as one of the major application scenarios. Stringent QoS
(quality of service) requirements characterize the management
of power grids as immediate actions have to be taken upon
failure detections. Additionally, the resulting network should
be highly adaptive to match the time varying behaviour, which
characterize both the renewable energy production systems and
the energy consumption.
The challenge of a smart, green and integrated mobility
is enabling a transportation system that is resource-efficient,
environment-friendly, safe and seamless for the benefit of all
citizens and of the economy. This is the area where IoT has
taken its first steps, since RFID tags have been massively used
to track goods and improve the efficiency of transport and
logistics procedures. Indeed, real-time information processing
technology based on RFID and NFC can implement real-time
monitoring of almost every segment of the supply chain. By
obtaining information related to products promptly, timely, and
accurately, either a single enterprise or even the whole supply
chain can respond to intricate and changeable markets in the
shortest time. It is a matter of fact that the era of seemingly
plentiful and low cost natural resources is coming to an end:
sources of raw materials, water and air, as well as terrestrial,
aquatic and marine ecosystems are all under pressure. As a
consequence, there is a need for decoupling economic growth
from resource usage. An IoT challenge in this direction is to
support green economy activities. An exemplary application
is the automatic management of the energy consumption in
smart cities so that the waste of energy resources is limited if
not completely avoided. To this end, IoT systems should be
able to become aware of the environment through a sort of
distributed intelligence and take appropriate local decision on

TABLE I
L IST OF ACRONYMS USED THROUGH ALL THE PAPER .

Fig. 1. Evolution of the IoT.

TABLE II
T HE THREE I OT GENERATIONS : MAJOR OBJECTIVE FOR EACH ADDRESSED TECHNOLOGICAL FIELD , KEY STANDARDS AND REPRESENTATIVE SCIENTIFIC
WORKS .

TABLE III
E XPECTED MAJOR CONTRIBUTIONS OF THE I OT SYSTEMS IN ADDRESSING THE SOCIETAL CHALLENGES AND DESIRED FEATURES .

the energy usage.
Our society is also facing a number of important economic
and political challenges posed by global interdependencies
and unprecedented transformations. These strongly affect its
capacity to ensure economic growth, high employment levels, and social stability. However, it suffers from sluggish
growth, difficulties to effectively implement structural reforms
in favour of innovation and employment, and increasing scepticism among citizens, especially young people. The revolution
of having our physical world at our hands through the network, introduces huge opportunities for innovators and new
entrepreneurs for the benefit of the whole society. However, the
relevant technologies should be available to anybody, should
be easy to understand. Thus, schools will assume a fundamental role, as they will be the places where innovations are
taught to everybody. Additionally, the data generated by these
systems have to be available to everybody; also the process
should be open to foster the interoperability and reutilization
of the services, especially those deployed by public authorities.
Security is one of the major concerns in our society, and
in this respect IoT systems are involved from two different
points of view. First, pervasiveness of the IoT deployments
will imply that trillions of objects will be observing us in our
daily activities; these must be designed so that the collected
data is used in the most reliable and secure way. Second, IoT
systems themselves will be used as an effective tool in support
of the security of our society as the connected smart things
should be able to collect data about malicious behaviours in
both the digital and physical worlds. Additionally, IoT systems
should be trustable, i.e., they should provide the requested
services at the needed quality of service. Even more important,
they should be perceived as trustable, i.e., it is necessary that
people feel that IoT systems handle their data by preserving
freedom and security, like it is happening with cloud services
that almost everybody uses without caring about security.
Table III summarizes the described challenges and the

corresponding required IoT features and possible contributions
to their overcoming.
B. Role of public authorities and barriers to the adoption of
IoT solutions
In the contexts we have described above, public authorities
must play a key role in actively driving innovation. This may
happen in different ways:
• Forcing the diffusion of open IoT data and processes:
as already mentioned, produced data and relevant services
should be available to the external world, for other public
or private activities. There are already rules that obligate
public authorities to provide some data in an open way.
However, incentives to make available data produced by
private companies should be introduced as well, at least
for the data relevant to the status of public environments.
• Fostering the utilization of the IoT infrastructure in
the city management: for instance, multiple distributed
sources available in the context of the open data, the
big data and the smart city activities, can be managed,
analyzed and visualized to understand urban development
patterns [8];
• Introducing regulatory changes: the way the data is
exchanged must be well-regulated to prevent any abuse.
IoT has still to face several challenges to be ready to play
the pivotal role we expect.
First of all, it has to gain the trust of people. In fact, the
idea of a smart world all around us, which observes our habits
and modifies its behavior according to what we do, what we
say, and (soon maybe) what we think, may scare people for
several reasons:
• What if an IoT system controlling personal health related
processes makes a mistake? We are accustomed to computers and smartphones malfunctioning (due to software
or hardware failures). What if the above computers or
smartphones are key players in ensuring our healthy life?

In other words, the IoT, with all relevant technologies,
must prove to be robust and resilient.
• What if some hackers violate IoT systems to compromise
the correct functioning of the processes governing our
daily life? What if they steel our private data? There are
many people worldwide who avoid any form of electronic
payments for this type of fear. Are we sure that those
people will consciously accept the risks associated to a
violation of a pervasive IoT systems? Again, IoT must
prove to guarantee security and privacy.
• How can an obscure technology be trusted by people who
do not have a clue about its internal operations? This is a
typical problem that technology faces: to be accepted they
need people to build a mental model of their operations
[9]. This can be done in two ways: by educating people or
by deceiving them, that is by hiding the real operations
behind the interfaces people are used to. Recall: many
electronic digital appliances still have a knob to control
their behavior.
Only when the IoT will be much more resilient, robust,
secure, and easy to understand, people will trust it.
Additionally, IoT solutions must be practical. A smart
environment enriched with a large number of sensors and
actuators is an attractive prospect as long as people will not
be required to periodically change the batteries on each of
them. A lot of work has been done in this context, however,
energetically autonomous smart sensors and actuators have not
reached the maturity level required to fulfil the real needs of
IoT applications. In other words,
advances are required in both the domains of energy
efficiency and energy harvesting.
As a last remark,
people will accept the IoT if there are applications
justifying the presence of such an intrusive system
around them.
However, applications need developers and developers need
clearly defined, easily programmable, hopefully extensible,
and rarely changing APIs. Here, the diffusion of the RESTful
model in the Web of Things domain is helping a lot although,
like we have seen, the IoT keeps evolving and nobody can
safely say that the APIs typical of a RESTful model are at the
end of such an evolution. In this context, public bodies can
play a fundamental role by at least taking clear and shared
decisions on the open APIs to be used to access those data
collected by sensors deployed with the taxpayers money and,
thus, belonging to the collectivity.
Furthermore, a naming scheme must be decided. In fact,
APIs allow interactions with IoT resources (objects, services,
data servers, etc.) and, to this end, it is necessary to identify
these resources. A lot of work on naming is being carried
within the context of Information-Centric Networking (ICN)
and even if there are very different opinions [10], the most
accepted approach is the one proposed in [11] and derived
by the Universal Resource Locator [12]. As discussed in the
following Section V-D, an ICN network would be able to route
messages to interact with a resource by using only the name
of such a resource. Nevertheless, this cannot be given for
granted (at least in the short and medium term). Therefore,

a function is needed which is able to locate a resource and
provide information on how to reach it. This is the function
of the DNS in traditional IP networks and of the ONS in the
EPC platforms as we will discuss in the next section.
III. T HE FIRST GENERATION OF THE I OT: THE TAGGED
THINGS

In this section we focus on the First Generation of IoT
solutions. More specifically, we begin in Section III-A by
providing a general overview of motivations and solutions considered within such a generation. Then we provide more details
about the EPCGlobal Network (Section III-B), machine-tomachine communications (Section III-C) and the technologies
provided to integrate RIFD systems and wireless sensor networks (Section III-D).
A. Overview
Unquestionably,
the Radio-Frequency IDentification (RFID) technology
played the role of founding technology for the Internet
of Things.
The first definition of this paradigm, given by Ashton at
the end of last century, directly referred to RFID [13]. The
remarkable contributions by the Auto-ID Labs [14], a worldwide network of academic research laboratories, have also put
the concept of Internet of objects into strong relationship with
the idea of networked RFIDs.
Consequently, the earliest steps towards the IoT have been
led by efforts to create an industry-driven global standard
to support the spread use of the Electronic Product CodeTM
(EPC) and of RFID tagging solutions at a world-wide scale
[15]. The idea was to overcome the limitations of the Barcode
approach and achieve a global item identification through
unique worldwide identifiers, represented by the EPC codes
stored in tags directly attached to objects.
The idea that RFID solutions could have been the fundaments of the IoT is recurrent in early IoT related research
[16] [17] [18]. Great emphasis has been given to the potential
to provide, through this technology, a cost-effective way to
tag objects and give them an identity. Interesting examples
of relevant applications based on RFID have been given, and
new regulatory approaches to ensure privacy and security in
their fruition have been suggested. Accordingly, IoT was seen
as an emerging global Internet based information architecture
facilitating the exchange of goods and services in global
supply chain networks [18].
While the work on an RFID-based IoT was ongoing, remote
sensing solutions based on Wireless Sensor Networks (WSN),
Telemetry, and Supervisory Control and Data Acquisition
(SCADA) [19] technologies had already reached a mature
stage. It was, therefore, quite clear that these
technologies for remote sensing would have played the
same key role in the IoT as RFID.
This is confirmed, for example, in [20], wherein Near Field
Communications (NFC) and Wireless Sensor and Actuator
Networks (WSAN) together with RFID are recognized as the

As it can be seen in Figure 2, the EPCglobal Network
includes six components (some physical, some logical):
•

•

•
•

Fig. 2. The EPCglobal Network architecture.

atomic components that will link the real world with the digital
world.
Within the Pervasive Computing and the RFID communities, the idea of building a global standard infrastructure for
WSN and RFID, based on the framework proposed for EPC,
soon began to take shape [21] [22]. However, despite the few
trials performed, it was immediately evident that integrating
WSNs, as they were, into the EPC framework would have
been a very tough task to accomplish.
At the same time, a complementary approach was being considered by the Sensor Network community to make
data generated by sensors, SCADA and other telemetry systems available in the Internet (the most relevant carried out
within the context of the Machine-to-Machine Communication
(M2M) group of ETSI). The great body of research carried
out in this domain, summarized and commented in [23],
has contributed significantly to the understanding of sensor
virtualization techniques. It must be said that none of the
aforementioned attempts succeeded in reaching the critical
mass necessary for a real take off.
It was clear since the beginning that the proposed solutions
could not incorporate the RFID technology in a simple way.
Therefore, only a few research activities tried to integrate
RFID systems and WSNs into a unique comprehensive picture.
B. Technologies for interconnecting RFIDs: the EPCglobal
Network
Objective of the EPCglobal Network is to link information
with objects, equipped with a tag identified by a unique EPC,
and people. This is mainly done by defining and supporting
primitives that allow applications to query specific objects
about their status.
The EPCglobal Network architecture is based on a layered service oriented architecture (SOA) with an emphasis
on defining the interfaces between the different components
[24]. When defining the interfaces, modularity becomes a key
feature with several technical and economic advantages.

•

•

RFID tags: these represent the tags attached to the objects. They are characterized by a unique ID and may
have some processing capabilities.
RFID readers: these are responsible to query the RFID
tags in their proximity and communicate the information
gathered to some backend server.
Electronic Product Code: this represents the scheme utilized to assign and interpret the unique tag identifier. 1
Filtering middleware: this is responsible of receiving the
requests from the applications (opportunely translated by
the EPC Information Service as described later), processing the data from the RFID reader(s), and returning data
to the requesting element (or another system specified
in the request). The data reported in the form of EPC
identifier is captured by a reader, and this has happened.
Object Name Service (ONS): this is responsible for
transforming an EPC identifier into an URL and vice
versa. Its function is similar to that of Domain Name
Systems in the Internet.
EPC Information Service (EPCIS): this is responsible for
storing the events (as described above) and responding to
the queries generated by the applications.

Interactions with the above components occur through standard interfaces as discussed below. According to EPCglobal,
tags with different complexity level and functionalities can be
read by RFID readers: class 1 refers to Identity-tags, which
store an identifying code only; class 2 includes tags with
additional memory storage and, optionally, with sensing capability, such as Wireless Identification and Sensing Platforms
(WISPs) [25]; class 3 specifies battery-assisted tags which
use an on-board power source to empower sensors but not to
generate the communicate signal; and class 4 tags, which use
batteries to also empower the communicate module. The radio
communication between RFID readers and tags is regulated
by the Air Interface standards, EPC Gen-2 protocol [26],
and ISO 18000-63 [27]. These standards are aligned on the
core functionalities and define modulations, encoding, medium
access schemes, and a set of basic commands for Selection,
Inventory and Access to tags.
To foster widespread adoption of these technologies, specific protocols define the message structure and the modalities
for applications interacting with RFID readers. To overcome
interoperability problems and to facilitate the development
of applications, communications can happen at different abstraction levels. The Application Level Events (ALE) protocol [28] specifies a software interface through which client
applications may interact with filtered and consolidated EPC
data. Typically, the Filtering middleware implements the ALE
interface, but also smart RFID readers can provide it. This
1 In this perspective, it is worth mentioning the IEEE 1451 standard
(standard for Networked Smart Transducer Interface), whose major component
is the TEDS (Transducer Electronic Data Sheets). TEDS is a sort of identification card carried by a person. It stores manufacture-related information
for the transducer(s), such as manufacturer identification, measurement range,
accuracy, and calibration data, similar to the information contained in the
transducer data sheets normally provided by the manufacturer.

Fig. 3. High level architecture for M2M Communications according to ETSI.

interface can be used by applications or the EPCIS. By means
of ALE, an application generates a high-level description of,
for example, the data to be read from or to be written to
tags, the period of time, and the filters to select particular
tags. Alternatively, Low Level Reader Protocol (LLRP) [29]
provides specific parameters and controls to set the command
and timing parameters of the RFID air protocol. Obviously,
the ONS and the EPCIS implement interfaces that can be used
by applications to retrieve the EPC identifier associated to a
logical name (a URI for example) or to query the system about
some events.
An interesting project aiming at creating a microcosm
for the IoT spanning applications, systems, and social issues, that are likely to emerge in a realistic day-to-day setting, has been carried out at the University of Washington.
There, the involved researchers have developed a buildingscale, community-oriented research infrastructure called RFID
Ecosystem (http://rfid.cs.washington.edu).
C. Technologies for machine-to-machine communication
The European Telecommunication Standards Institute
(ETSI) has focused on the definition of a standard for cellular
M2M communications. In fact, cellular network operators
see in the spreading of M2M technologies the opportunities
to include machines in their user basin, so as to increase
their revenues despite the continuous decrease in the per-user
revenues.
The high level architecture envisioned by ETSI is depicted
in Figure 3 and is based on a RESTful service approach [30].
As shown in the picture, two domains can be distinguished:
the Network Domain and the Device & Gateway Domain.
Major components of the Device and Gateway Domain are
the M2M Applications and the M2M Service Capabilities layers. In some cases, these layers will be executed by the M2M
Device. In other cases, the M2M Devices have not enough
resources to run them and therefore, the above components run
in appropriate gateways (M2M Gateways) acting as a proxy
between the Network Domain and a few M2M Devices. Such
M2M Devices are connected to the M2M Gateway through a

M2M Area Network that can be based on any LAN standard
such as IEEE 802.15.4.
The M2M Service Capabilities layer has the objective to
abstract the resources of the M2M Device and to establish a
secure communication between the application running in the
Network Domain and that running in the M2M Device. The
idea is to allow different applications to run over the same
M2M Device.
The M2M Application layer, instead, defines the application
logic. Instances of the M2M Application layer (as well as of
the M2M Service Capability layer) run in both the Device &
Gateway and the Network Domains.
It is important to note that in the ETSI view, which is
strongly influenced by the perspective of cellular network
operators, M2M Devices or their M2M Gateway must be
equipped with a cellular wireless interface.
In the Network Domain the Access Networks provide
M2M Devices with access to the Core Network: these are
independent, in general, from the M2M technologies, and
include most of the available data access standards. The Core
Network instead offers (at least) IP connectivity, service and
network control functions, interconnection with other networks
and roaming functionality.
D. Technologies to integrate RFIDs and WSNs in the IoT
In this context, two approaches can be considered: (i)
integration at the object level, i.e., any type of objects can be
integrated in the IoT; (ii) Integration at the system level, i.e.,
a unique abstraction of object is defined which can represent
any type of device.
Integration at the object level: This integration is fostered
by technological advances in miniaturization, energy harvesting, and energy efficiency that make it possible to integrate
passive (in terms of energy usage) hardware platforms, like
some RFID tags, with some environmental sensors and memory banks needed to store data. Relevant examples include the
WISP as well as the proposals in [31] and [32].
Two families of architectures can be distinguished that
support integration at the object level: some solutions consider
the resulting nodes as RFID tags equipped with sensors,
while others consider the resulting nodes as wireless sensor
nodes with a unique ID. In the first case, the EPCglobal
network architecture is the starting point and extensions are
introduced to support the new formats of messages (which
can accommodate the values measured by sensors). However,
solutions based on such an approach cannot integrate the data
generated by traditional sensor networks (already deployed in
the environment) and do not support direct communications
between nodes; i.e., a reader is needed in the proximity of the
node to collect the measured data.
In the second case, instead, nodes can communicate with
each other according to the multi-hop wireless communication
paradigm supported by the WSN solutions. A remarkable
example of such an approach is proposed in [33], where a
Smart Object (wireless node with sensing capabilities and
unique ID) is defined, which is able to directly communicate
with its peers. Differently from RFID tags equipped with

Fig. 4. Possible integration of RFID and WSN at the system level.

Fig. 5. IoT-A architecture.

sensors, Smart Objects are characterized by high communication and interaction capabilities as well as higher management
autonomy.
Furthermore, in the solution proposed in [33] nodes are clustered and a cluster head is identified. This collects information
generated by other nodes in its cluster and is responsible to
transfer this information towards the network infrastructure.
The use of a cluster head is common to improve efficiency in
the WSN literature [34]–[36].
As a general consideration, solutions that envision the
integration at the object layer are unpractical in that they
cannot integrate objects already deployed in the environment.
Integration at the system level: The basic idea of the
solutions envisioning the integration at the system level is to
introduce a component at the edge of the network infrastructure which hides the differences and heterogeneities among
nodes.
For example, as shown in Figure 4, the authors of [21]
introduce a sort of gateway between wireless sensor networks
and the EPCglobal network infrastructure to translate events
generated by the wireless sensor network into the appropriate
formats. Major advantage of such a solution is that it does not
require changes in the EPCglobal network infrastructure which
has strong industrial support. Nevertheless, it has two major
drawbacks: it is not tailored to handle information generated
by sensors and it leaves the management of the WSN external
to the management of the rest of the system, which may result
in inefficiencies.
A more holistic approach has been considered within the

IoT-Architecture (IoT-A) project, which was funded by the
European Commission to define an architecture for the IoT
[37].
Central in the IoT-A architecture, shown in Figure 5, is
the clear separation between the physical entities and the
services associated to the IoT devices. For example, a room
in a building is a physical entity whereas the temperature
sensor deployed in that room provides a service associated
to it. In IoT-A physical entities have representations in the
digital world called Virtual Entities (VEs). Virtual Entities
are associated to services offered by the IoT devices providing information about VEs. Such services are called IoT
Services. Examples of IoT Services are the measure of some
environmental parameter achieved through some sensor or the
positioning of some object achieved thanks to RFID systems.
Processes concerning a single VE are managed by the IoT
Process Management component.
In the IoT-A architecture a very important role is played by
the Service Organization component which is a sort of hub that
orchestrates the processes triggered by the Applications to implement a meaningful business logic. Obviously, all the above
components exploit the service offered by a Communication
component. Finally, there will be a Management and a Security
component which will span all layers of the architecture.
While the holistic approach followed by IoT-A project
delivers an architecture which is able to fully integrate RFID
tags and wireless sensor nodes, the implementation of relevant
modules is still at the prototype stage and most solutions are
still based on the EPCglobal network architecture.
In the view of the RFID and sensor integration, it is worth
citing SARIF [38] and MoCoSo [39] as examples of projects
that, together with the EPC Sensor Network of the Auto-ID
Lab Korea, represents efforts to combine concepts of object
identification, sensor data and the Internet.
IV. T HE SECOND GENERATION OF THE I OT: FULL
INTERCONNECTION OF T HINGS AND THE ( SOCIAL ) W EB
OF T HINGS
In this section we focus on the Second Generation of IoT
solutions. More specifically, we begin in Section III-A by
providing a general overview of motivations and solutions
considered within such a generation. Then we provide more
details about the solutions proposed to integrate constrained
devices into IP networks (Section IV-B), the Web of Things
technologies (Section IV-C), and the earliest attempts to exploit social networking in the IoT (Section IV-D).
A. Overview
The second generation is characterized by a continuous reduction in the interest around tag-centric solutions.
In fact, in the second stage of the IoT evolution, the major
focus was on giving the simple objects the capabilities to
be directly connected to the Internet like any other host.
Undoubtedly, the driving force in this direction has been
the consensus gathered around the work conducted by Working Groups of the Internet Engineering Task Force (IETF)
finalized to the deployment of IoT by leveraging on the IP

protocol. This latter is light, already connects a huge number
of communicating devices, and can run on tiny and battery
operated embedded devices. Therefore, it can support IoT
through a wise adaptation of its basic functionalities and
the incorporation of the reference standard for Personal Area
Networks (short range networks with a radius of a few meters)
into its architecture; this was exactly the task of the cited
working groups. The encouraging results in this context have
soon inspired several interesting attempts of integrating RFID
devices into the IP-based IoT vision of the IETF [40] [41],
[42], [43], [44], [45].
During the same years the new approach of designing
applications in the Internet as web applications (i.e. able
to run in a web browser, because created in a browsersupported programming language) was rapidly emerging. This
also brought IoT into a sort of generational leap to enter the
Web of Things era [46], [47]. According to this paradigm Web
standards are reused to connect and integrate everyday-life
objects, which contain an embedded device or computer, into
the Web.
In parallel with the depicted activities, also social networking concepts began to penetrate several ICT technological
domains, which span from delay-tolerant to peer-to-peer networking, from content searching to content recommendation.
IoT was not immune to this phenomenon. Several research
efforts appeared in the literature intended for exploiting social
concepts in the IoT domain [48]. These were just the first
signs of a new approach to design social IoT solutions that
will emerge in its full disruptive nature during the subsequent
generation of IoT.
B. Technologies for integrating constrained devices into IP
networks
Towards the creation of a full IoT, Internet technologies
and protocols are expected to be extended to seamlessly
and efficiently integrate objects (mostly moving) into the
broad internetworking community. Such extensions have been
studied for more than a decade, by following two main
axioms: i) Things are wirelessly connected to the rest of the
world and ii) IP will continue to be the core protocol of
the Internet. Accordingly, major amendments to the running
Internet architectures have been proposed, which are mostly
finalized to enable Things to use the IP protocol and related
facilities exactly the same as it happened for other hosts.
In this framework, in 2005 the Internet Engineering Task
Force (IETF) started the activities around the IPv6 over Low
power Wireless Personal Area Networks (6LoWPAN [49])
working group with the major objective of an adaptation of
IPv6 and the incorporation of IEEE 802.15.4, i.e. the reference
standard for Low Rate Wireless Personal Area Networks (LRWPAN, short range networks with a radius of a few meters),
into the IP architecture. Accordingly, 6LoWPAN specifies
a lightweight IPv6 version which can be run by resource
constrained devices. One of the addressed issues is related to
the size of the packet headers; indeed, appropriate strategies
have been defined for their compression to the purpose of
making the IP header (mostly IPv6) conveyable into low rate

LR-WPANs, characterized by short frames whose payload can
almost be completely filled by the combination of IPv6 and
TCP headers.
Another topic addressed is related to the bootstrap phase,
during which objects need to acquire their network addresses.
This may happen in two ways: either statelessly by combining
a EUI-64 unique identifier with an IPv6 address prefix or
through a dynamic address assignment mechanism like in
DHCPv6. Network discovery protocols have been also defined
to support neighbour nodes to discover each other, manage
the other presence, determine link-layer addresses, discover
neighbour routers, and maintain information about the active
neighbours.
The actual integration of 6LoWPAN networks into the Internet requires the functions of a gateway translating 6LoWPAN
packets into standard IPv4 (or IPv6) packets. By deploying
6LoWPAN it is possible to consider a node of a WSN as a
node of the Internet. 6LoWPAN also provides the functionality
to transform each device into a web server. Additionally,
sensor virtualization techniques allow for creating abstractions
of sensors which could be queried without the need of
knowing the specific features of the sensor node. Since its
introduction, several 6LoWPAN protocol stacks have been proposed. Contiki is one of the major efforts (http://www.contikios.org), which is anopen sourceoperating systemfor networked,
memory-constrained systems with a particular focus on lowpower wirelessInternet of Things devices.
C. Web of Things technologies
Making low power sensing devices capable of communicating in an IP network is not sufficient, as explained in
[50]. Integration of wireless sensor nodes into the IoT requires
the support of HTTP-based services so that sensor nodes can
become devices of the World Wide Web. Indeed, HTTP-based
applications are the leading traffic sources of the Internet [51].
Thus, the HTTP-based interaction model is extremely popular
and most software developers have developed a thorough
knowhow in web technologies and programming.
It would therefore be desirable, from the point of view
of software developers, to deal with all devices connected
to the Internet by exploiting web services. To satisfy
such a compelling request, technologies have been introduced in the market that embed Web server functionalities
even in the tiniest communication devices. Examples include the ttpd (http://www.acme.com/software/thttpd/), Busybox (http://www.busybox.net), Boa (http://www.boa.org), and
lighttpd (http://www.lighttpd.net).
The introduction of the Web of Things concept is a natural
result of the above trend. In the Web of Things, IoT devices
are considered as resources of the World Wide Web [46], [47].
Devices are modelled as web services, which are uniquely
identified by a Universal Resource Identifier (URI) such as
web pages in the Internet.
For example [46], the Sun SPOT platform is a Javaprogrammable embedded system equipped with a few sensors
(light, temperature, and accelerometer) and actuators besides
the internal components such as the radio transceiver and the

Fig. 7. Architecture of the Web of Things.
Fig. 6. Architecture envisioned by CoRE.

battery. Each of the above elements can be modelled as a
Web resource and assigned a unique URI. Interactions with
such a resource is then executed using the RESTful approach
which exploits the classical HTTP methods. Therefore, the
GET method is used to obtain the value measured by a given
sensor or the setting of some components, whereas the SET
method will be used for configuration purposes.
The format of the messages exchanged in the Web of Things
must be simple and interpretable by humans. Accordingly,
most solution propose to use HTML, i.e. the same language
used to build web pages, or, more recently, JSON [52].
However, implementing web technologies for device communications may be inefficient in terms of both complexity
and generated traffic, which are issues addressed by the
Constrained RESTful Environment (CoRE) working group of
the IETF [53]. The Constrained Application Protocol (CoAP)
protocol is the result of the relevant standardization activities.
It is designed to provide a HTTP-like application protocol that
can be easily translated into HTTP and is characterized by
simplicity, low overhead, and support of multicast communications; thus, it results optimal for resource-constrained devices.
It provides a request/response interaction model between application endpoints, and supports built-in service and resource
discovery.
In order to obtain low overhead, CoAP is usually executed
over UDP (differently from HTTP that runs on top of TCP).
According to CoRE, a Gateway is needed to interconnect
CoAP/UDP/6LoWPAN devices with the rest of the Internet.
The above Gateway is responsible for translating the message
formats from the one specified in CoAP/UDP/6LoWPAN to
the one used in the Internet, and vice versa, as it is shown in
Figure 6.
WoT solutions have pushed also the RFID research community to approach the same issue and to propose solutions
that use RESTful services in RFID platforms. As an example,
the authors of [54] propose to seamlessly integrate an EPCglobal network into the Web. In this way, through the HTTP
protocol, tagged objects can be directly searched for, indexed,
bookmarked, exchanged and feeds can be created by end-users
for their future Internet/Web of Things or Mobile prototypes

and products. Further relevant research activities which focus
on the same issue are reported in [55] [56] [57].
A further step towards the integration of RFID technology
and platforms in IoT systems is represented by the achievements of studies (still ongoing) focusing on inclusion of
the RFID technology in CoAP [53]. The RESTful paradigm
implemented by CoAP could ensure the seamless and effective
integration of RFID resources in the Web, by using specific
proxy functionalities, like in [58]. The approach proposed
in [40] is a major breakthrough towards RFID applications
no longer considered as stand-alone solutions. In fact, the
proposal is the access to a common set of RFID resources
through standardized IETF IoT protocols, similarly to the way
resources of other smart things are accessed. The ultimate aim
is to facilitate and foster the deployment of interoperable RFID
applications in the IoT domain.
Devices which do not offer web server functionalities can
be connected to the Web of Things by exploiting appropriate
proxies, as shown in Figure 7. In this case, the communication
between such proxies, called Smart Gateways in [46], and the
devices can be based on ZigBee, Bluetooth or any standard (as
well as proprietary) technology. The Smart Gateway offers a
RESTful API for the sake of devices energy usage. Another
feature of the Smart Gateway is represented by the Syndicate
module which offers an API for interacting with a collection
of devices (instead of single devices). This is useful in several application scenarios and can be used to support object
localization [59].
D. Social Networking technologies
Significant efforts have been put to exploit social networking
concepts in the IoT domain [48]to facilitate the integration
of objects in the existing IoT services. The major motivation
is the improvement of the potentialities of the owners to
share data generated by their smart objects with people they
know and trust (e.g., relatives, friends, colleagues, and fellow
researchers), leveraging the existing human Social Networks
Services (SNS) platforms.
Table IV lists the different possible objectives in using social
technologies in the IoT arena during the second generation. As
previously said, the major value, in general, is represented by

TABLE IV
P OSSIBLE SCENARIOS OF INTEGRATING OBJECTS DATA INTO SOCIAL NETWORKS WITH RELEVANT TYPE OF COMMUNICATION AND PAPERS .

the fact that data sensed by things is made available to the
humans through their major social communication platforms.
However, this major objective can be further classified according to the specific intended use of the data produced by the
objects.
Some implementations are aimed at enabling the owners to
have an easy way to access her own objects data though the object capability of posting messages on the owner social board
with limited visibility. In this way, users are continuously
connected to and updated about their social things while also
connected to their friends. This is the case of the socialFarm
experimented in [60], in which farmers check the status of the
animals, crops and greenhouses by making relevant sensors
capable of publishing their data on Facebook.
Other implementations are instead specifically focused on
making this information available to the community of either
current friends or potential friends, i.e. unknown people but
with high level of homophily discovered though the social
things. One of the first proposals along this line is in [61].
The main idea proposed in that article is that a user who
wishes to share data sensed by her own objects can do this by
posting such data on Facebook and allowing selected people
to view them. A similar approach is proposed in the CenceMe
application [62], which focuses on combining information
on the presence of individuals obtained through off-the-shelf
sensor-enabled mobile phones, with the user profile in social
networking platforms such as Facebook and MySpace.
Slightly different from the previous scenario are those of
benchmarking and crowdsourcing. According to the former,
data gathered from the IoT systems is used to benchmark
the activity of humans in a given domain with respect to
the average behaviour of communities of interest. This is the
case, for instance, of the SocialElectricity prototype, which is
a Facebook application that allows people to compare their
electricity footprint with their friends in a wide-scale. [60].
Some works have proposed the use of the human social
networking platforms to manage things. This is the case of
the Paraimpu project, where the humans can connect sensing devices to either actuating devices or web services by
accessing her own social networking account [63]. A more
complete framework in this sense is the one presented in [64],
where the authors design a social networking service as the
converging point for people, web services, and devices and the
SN is considered as a meaningful opportunity to finally bring
the Semantic Web and the IoT to users. Another interesting

solution is the Toyota Friend Network, which has been conceived as one of the earliest platforms in which data generated
by objects, in this case automobiles, are made available in a
social network of humans for marketing purposes.
In all the mentioned scenarios, objects interact with humans
through their SNS. In parallel there have been studies that
augmented the objects with social capabilities to improve their
aptitude in exchanging data with the external world without
the use of human SNS. Indeed, one of the first ideas of
pseudo-socialization between objects can be found in [65],
which proposes the Smart-Its Friends procedure that allows
users to have a very easy-to-use interface to impose temporary
relationships / connections among smart wireless on the basis
of the devices context. Other approaches had the objective
of facilitating human social communications. Finally, some
researchers focused on tools for the analysis of IoT data [66].
The tools to compose and build personalized and social
applications that process data from different sources are in
continuous evolution. Among these tools are: Ninja Blocks
[67], IFTTT [68] and the already mentioned Paraimpu [63].
Ninja Blocks controls devices that can sense their environment
and can act by controlling lights, power sockets, and other
actuators. The system provides a tool to drive the composition
of actions and sensing tasks with common social web sites
such as Twitter, Facebook, Instagram. IFTTT is aweb-based
service that allows users to create chains of simple conditional
statements involving any type of objects and through many social network sites. Accordingly, when some events monitored
by objects make some statements becoming true, other objects
are triggered to perform specific actions.
A further remarkable project to mention is under development at the Ericsson Research laboratories, where researchers
of the Usability Laboratory are implementing their vision
of Social Web of Things [9]. Accordingly, objects become
capable of more autonomy and the interactions between objects of the IoT are presented in analogy to the interactions
people usually experience in Facebook or Twitter or other
social networks. This helps people to master the complexity
introduced by the IoT networking paradigm.
V. T HE THIRD GENERATION OF THE I OT: AGE OF SOCIAL
OBJECTS , CLOUD COMPUTING , AND F UTURE I NTERNET
In this section we focus on the Third Generation of IoT
solutions. More specifically, in Section V-A we provide an
overview of the motivation and solutions considered within

this generation. In the following sections we then present the
major characteristics of Social Internet of Things solutions
(Section V-B), the use of semantic technologies and ICN
paradigm in the IoT domain (Sections V-C and V-D), the
integration of IoT and cloud computing solutions (Section
V-E), and the evolved RFID solutions in the IoT (Section V-F).
A. Overview
The Internet world is rapidly evolving under the pressure
of a new wave, which is changing the way of building Internet services and enabling ubiquitous, convenient, on-demand
access to them: cloud computing. At the same time, a new
generation of social objects is raising and is pushing towards
new disruptive paradigms for social networks of things. Last,
the Internet, as we have been knowing it, is about to undergo
profound transformations which put content and services at
the very center of the network operations.
All these aspects are causing a further generational leap
which is taking the IoT in what is often referred to as
the Future Internet which will exploit cloud computing
technologies and will be people-, content-, and servicecentric.
The reasons for an extension of cloud computing technologies and solutions to the IoT domain are various. Things
generate great amounts of data that need to be stored. Being
local device memory usually limited and costly, the best
solution is to send data to the cloud, where functionalities
such as encryption, authentication, duplication, annotation [69]
can be implemented easily. Also the things need for ondemand use of IT resources (e. g., computer, storage, and
network) in a scalable and cost efficient way matches the cloud
computing paradigm very well. Besides, IoT devices are highly
heterogeneous in terms of interfaces, achievable performance,
and capabilities. The cloud may help in managing this heterogeneity by providing a common IoT application development
layer wherein the different hardware devices are virtualized.
At the same time, services from different providers can be
merged (mashup process) in the cloud to provide complex
services [70].
As already mentioned, during the third stage disruptive
novel approaches to exploiting social networking concepts and
technologies in the IoT domain are fast arising. The driving
idea is to allow objects to autonomously establish social
relationships and create their own social network separated
from the one of the humans. The motivation is that a socialoriented approach is expected to boost the deployment of
effective solutions to discover, select, and compose services
and data provided by distributed objects. It allows objects to
create a network, which manifests interesting properties in
terms of navigability, trustworthiness in data exchange and,
scalability in a community of billions of devices.
At the network layer, the Information Centric Networking
(ICN) paradigm, recently proposed to replace the host-centric
networking paradigm of the Internet with a solution centred
around the exchanged data units, is gaining ground [71]. It
represents a solution to the difficulties in matching the stringent performance requirements of IoT systems (scalability,

robustness, energy efficiency, to mention some) by relying
on IP-based solutions. ICN features such as the effective
content naming schemes, the associated data retrieval and data
sharing approaches, the native mobility support, the in-network
caching, and the content-based security are very appealing to
IoT designers. Therefore, the strong commitment of several
research groups towards the application of ICN principles in
IoT contexts opens new opportunities [72].
As a further point, it is worth highlighting the central role
played by knowledge representation solutions in this stage of
the IoT evolution. Currently, IoT systems and applications
cannot be effective without a complete knowledge about
their components, characteristics and features, which must be,
somehow, formalized and disseminated. To this end, ontology
can be used to introduce a formal, explicit specification of a
shared conceptualization so as to represent knowledge within
a domain as a set of concepts related to each other. Ontology
is then used by semantic engines for different purposes, such
as: search, composition, and translation.
To conclude the description of this new era of the IoT, it is
also worth pointing out what happened to its funding technology, i.e. RFID. Actually the interest on it has not completely
disappeared, but surely its centrality in third generation IoT
solutions is severely reduced.
B. Social Internet of Things
A keen attention to the social potential of the IoT building
blocks characterizes this generation. In fact, one finds papers,
such as [73], which describe architectures where objects are
clearly identified as potentially able to participate in communities of objects, create groups of interest, and take collaborative
actions. This kind of researches, however, theorize the Social
Internet of Things but do not indicate how to build the
envisioned social network of objects and how to implement the
needed architecture and protocols. This is provided by [74],
where the authors propose mechanisms that can be used by
objects to build friendship relationships. Besides, they suggest
an architectural model for the resulting social IoT with the
major building blocks to create and manage the objects social
network. By relying on this architecture, [75] analyses the
problem of evaluating the trustworthiness of each node in the
network and propose a method to allow objects mimicking the
behavior of the humans when evaluating the trustworthiness
of friends. Motivated by the considerable amount of work in
this field, a recent review of related researches appeared in
the literature [76]. Herein, the use of the social networking
technologies are seen as means to increase the pervasiveness
and ubiquity of the computing systems as (social) interactions
among objects in our living places are necessary to improve
the ICT system performance.
C. Semantic in the Internet of Things
One of the most notable efforts in this area is the Semantic Sensor Network Ontology (SSN) [77], which is not
application-dependent and is frequently adopted in different
IoT domains to describe the sensor and context properties.
SSN is natively able to model the most common context

properties and the set of properties can also be extended
unlimitedly. An important characteristic of SSN is that sensors
are not constrained to physical sensing devices; rather a sensor
is anything that can estimate or calculate the value of a
phenomenon. Therefore, either a device or a computational
process or combination of these can play the role of a sensor,
while a sensing device is a device that implements sensing
and belongs to the sensor class [78].
The main drawback of SSN lies in the limitations of the
adopted semantic web approach, which is unable to describe
and perform reasoning over the system dynamics. In the IoT,
this precludes any object representation that can evolve over
time (e.g., having their access policy, availability, geo-location,
etc. changing over time). The highlighted issue is clearly identified in the recent literature. Proposals are appearing, which
propose to combine semantic web technologies with temporal
and spatial reasoning in order to accurately reflect the behavior
of the considered IoT systems. The contribution in [79] is
noteworthy in that it also demonstrate that the effectiveness of
proposed solutions can be increased by adopting distributed
models.
D. The Information Centric Networking paradigm in the IoT
The “prehistory” of ICN approaches for the IoT is probably
represented by the ideas proposed by Ivan Stojmenovic and
Stephan Olariu in their work [80], which dates back to 2005,
when the idea of IoT had not received yet the attention it is
receiving now. Although the authors actually review a number
of emerging topics pertaining to a data-centric view of wireless
sensor networks (such as data-driven routing for example),
their work already includes some interesting ideas that have
been later recovered to handle data in ICN-based solutions for
the IoT. Scenarios for information centric wireless sensor and
actuator networks are also the subject of later works, such as
[81], [82], [83], and [84].
More recently, several research activities have been devoted
to the integration of the ICN concepts specifically into the
IoT. Research in this area is still at an early stage, although
the advantages and opportunities that ICN offers and the
related challenges in a perspective of ICN-IoT integration have
already emerged. Also, solutions to the problems of service
discovery and naming for IoT have already been proposed as
part of the main platforms of ICN developed.
Recent IETF Drafts [85], [86] address the issue of building
a unified IoT platform based on the Information Centric Network architecture. The authors clearly highlight the limitations
of IP in serving as an internetworking layer for the different
intranets of things developed without any form of coordination.
They also illustrate the potential of the main features of ICN
to achieve seamless mobility support, scalability, and efficient
content and service delivery in an Internet of Things.
Most of the work concerning the integration of ICN in
the IoT has the Content-Centric Networking (CCN) [11]
architectures at its very basis. CCN provides a core network for
the future Internet characterized by in-network memory and
composed of Super Routers (SRs) with large content stores,
high computing capabilities, and relatively reliable communication performance. Devices with constrained resources,

typical of the IoT, greatly differ from the SRs in the core
networks. Therefore, a content-centric internetworking scheme
and relevant specific strategies to adapt to the needs of weak
devices, playing the role of producers and consumers of IoT
data and applications, are studied in [87]. Similarly, the work
in [88] combines CCN with the concept of IoT and investigates
different ways to make use of the hierarchical CCN content
naming, in-network caching, and other information-centric
networking characteristics in a sensor environment.
Differently, with reference to the Named Data Networking
(NDN) architecture, a high-level architecture for IoT systems
has been described in [89]. On top of the Thing layer, that
accounts for the multitude of devices of the IoT ecosystem,
NDN acts as a networking layer, which hides to applications
the complexity and diversity of the underlying things by
adapting its modules to their features. Besides, in [90], the
authors propose an NDN-based framework for the support of
multi-source data retrieval (e.g., environmental monitoring),
which is a typical IoT traffic pattern not natively supported by
NDN.
An overview of possible naming schemes for the IoT is also
described in [91] as part of a study conducted by referring
to the MobilityFirst architecture 2 . This report is interesting
in that it lists the different naming scheme applicable to IoT
and compares them with naming schemes available in ICN
solutions.
Differently, in [92] the authors propose a service discovery architecture for IoT which enables multi-ownership and
flexible management of information that is associated with
an object during its entire supply chain (clearly they refer to
objects tagged by RFID technology). The authors claim that a
prototype will be implemented, based on the information centric Publish-Subscribe Internet (PSI) architectures, originally
created by the FP7 project PSIRP3 .
E. The IoT moves to the Cloud
The need to migrate to the cloud typical features of IoT
is rooted in the specific nature of the objects that populate
it. Due to the energy-constrained nature of wireless sensor
devices, several solutions in the relevant literature envision the
alternation of duty-periods [93] and periods in which the RF
interface of these devices is switched off. Similarly, RFID tags
spend most of their time outside the radio coverage of an RFID
reader. It can be concluded that IoT things are unreachable
during most of their lifetime. Oppositely, IoT applications
usually require things to be always reachable.
Hence, the need has been identified for a digital counterpart
of any IoT devices always on and running in some Internet
servers [94] and to design solutions in which applications
interact with such digital representatives of physical entities.
According to the current technological trends in the ICT
community, the straightforward next step is to move these
entities into the cloud. Therefore, solutions have been proposed
that envision a Cloud of Things [95], [96], [97].
2 http://mobilityfirst.winlab.rutgers.edu/
3 http://www.psirp.org/

position in database management. Nimbits (www.nimbits.com)
is already providing cloud services to record and process
time and geo stamped sensor data on the cloud. All the used
software is open source and can be freely used to develop the
desired applications. The access to the cloud services relies on
RESTful API web interfaces.
F. Evolved RFID-based solutions in IoT

Fig. 8. Architecture for the Cloud of Things (taken from [95]).

The reference architecture for a Cloud of Things is shown
in Figure 8 [95]. IntraNode is the bottom layer of the protocol
stack, which deals with the virtualization of the resources
provided by devices. At this layer, the Sensing and Actuation
as a Service (SAaaS) module runs all functions to virtualize
the services offered by a sensor or an actuator node.
The IntraCloud/InterNode layer is responsible for the interactions between the virtualizations of different nodes run
by the same cloud. At this layer, a key role is played by the
SAaaS Provider which offers the APIs to manage and use the
services offered by the virtualizations of the nodes running in
the same cloud.
The InterCloud/Platform as a Service (PaaS) layer handles
the interactions between entities running in different clouds
and executes the Thing as a Service (TaaS) module, which
supports the meshup between heterogeneous resources in
different clouds. Through the APIs offered by this layer it is
possible to virtualize the resources of physical objects running
in different clouds.
Finally, the Software as a Service (SaaS) gives the potentiality to run instances of IoT software used by different
applications.
The great interest in the development of cloud based IoT
solutions is also witnessed by the worldwide funded researches
for this purpose. Among the others, the EU is currently funding ClouT (http://clout-project.eu), a major project aimed at
defining APIs and reference infrastructures for Cloud IoT and
at developing relevant tools. This is an EU-Japan collaboration
project leveraging the Cloud Computing as an enabler to
bridge the Internet of Things with Internet of People via
Internet of Services, to establish an efficient communication
and collaboration platform exploiting all possible information
sources to make the cities smarter.
Interestingly, several real IoT platforms are already developed on the cloud.This is the case of Xively (xively.com),
which makes use of the LogMeIn cloud platform. Similarly,
Oracle is taking a significant position in providing IoT PaaS
(Platform as a Service) services from its leading market

Still, in this generation, the process of integration between
IoT concepts and solutions based on RFID technology continued still following two parallel paths of integration at the
system- and device level. A sample solution of system level
integration is available in [98], where the authors focus on
the EPC Network and explain how a wider adoption of its
standards and tools will go through the inclusion of virtualization, cloud computing, and Web related concepts. The
continuous momentum towards a tighter integration of RFID
into IoT platforms is also testified by the researches in [99],
[100] and [101]. Authors of [99] propose a system architecture
based on EPC-RFID technologies for what they call smart
awareness system. It can be seen as a specific application
of a smart IoT, whose architecture foresees intelligent agent,
awareness servers, and a middleware system. Instead, the
objective of [100] is to develop cognitive robots based on
RFID technology within the Internet of Things and giving a
social perspective to the interactions of things. Last, the work
in [101] presents a software framework architecture for mobile
devices that aims at facilitating the development process of
embedded RFID applications and the integration process of
business applications and EPC Network instances.
At the same time, we are witnessing the design of novel
devices and HW platforms integrating the RFID technology to
cope with the needs of IoT applications in several everydaylife scenarios. [102] and [103] address the mentioned design
challenge in environments where e-health application are made
available. In [102] a personal device called Movital, i.e. mobile
solution for vital sign monitoring is introduced. It combines
reference technologies for the IoT, such as a module for
contactless identification (RFID and NFC) with a module for
6LoWPAN networking. [103], instead, gives a survey on the
state-of-the-art of RFID for application to body centric systems
and for environmental sensing. Passive sensors based on RFID
are introduced for environmental sensing, as well as wearable
and implantable RFID tags with capabilities of monitoring
vital signs.
VI. E NABLING T ECHNOLOGIES FOR N EXT G ENERATION
I OT
The current generation of IoT is definitely not the culmination of the evolutionary process depicted, thanks to emerging
technological trends that will keep on shaping the IoT of
the future. In fact, in several technological areas, solutions
are being specifically designed to fit the peculiarities of IoT
devices and applications. These solutions, in our opinion, will
boost the IoT diffusion and provide new impetus to the IoT
evolution.

What is happening in the Cloud Computing area is a
remarkable example. Cyber counterparts of objects virtualized
in the Cloud offers to IoT important advantages that many
research and industrial players are currently trying to exploit:
supporting the discovery and the mash up of services involving etherogeneous devices, fostering the creation of complex
applications, improving the objects energy management efficiency, as well as addressing heterogeneity and scalability
issues. Notwithstanding, it is manifest that cyber counterparts
of physical things running in remote servers can cause long
delays, due to the distance between physical objects and their
virtual counterparts, and large consumption of communication
resources. This problem has to be quickly addressed by
bringing closer the IoT objects (sensors, actuators, etc.) to the
cyber counterpart devoted to its management. Next generation
solutions shall thus move the cyber counterparts of the things
to the extreme edge of the network.
At the same time, what is needed is to implement a kind
of personal networks interconnecting all (physical and virtual)
IoT devices belonging to a given user in the same broadcast
domain. This is an unavoidable way to simplify the discovery
of relevant nodes/services, and to isolate personal IoT devices
from the rest of the world, which will allow for achieving a
high degree of privacy and security.
The mentioned activities are witnessing a great interest from
big actors, such as Cisco, actively promoting the Fog Computing paradigm [104], mainly with a focus on latency as required
to support interactive and locally-relevant IoT applications.
Similarly, across Europe, several funded projects are paving
the way to this further evolution in the IoT platforms for things
and data management.
Software Defined Networking (SDN) [105] is a further
technology originally conceived to foster network programmability, by decoupling the control and data planes, which can
play a relevant role in facing the main hurdle to the takeoff of IoT networks represented by the poor flexibility and
adaptability of the network infrastructure. Early efforts to
bring SDN in IoT can be found in [106], where the usage
of heterogeneous wireless networks are orchestrated by the
centralized control plane. The next challenge is to include
in this picture IoT nodes inherently able to sense the real
world, take actions but also to store, manipulate and forward
data, through in-network processing, cross-layering, security
and privacy issues covered by design through SDN.
Recently, also cellular networks are being considered as
enabling internetworking solutions for IoT devices, as witnessed by the novel features introduced by the Third Generation Partnership Project (3GPP) [107] to support IoT (also
named machine-type communications MTC in this context)
characterized by intrinsic battery-constrained capabilities and
challenging traffic patterns.
Still, a significant amount of research is necessary to improve the access procedures of LTE/LTE-A systems to prevent
IoT traffic load from adversely affecting Human-to-Human
(H2H) traffic. The research community is hardly working on
this issue, as witnessed by the research achievements and
standardized solutions [108], [109]. Besides, it is our view,
widely shared by the scientific community [110], [111], that

the next-to-come fifth generation (5G) wireless systems will
play a key role in fulfilling the IoT requirements. In fact, these
represent a revolution in the wireless ICT scenario thanks to
the innovative network features they will provide [112], among
which are: native support of MTC, small-cell deployments,
interoperability, optimized access/core segments also through
network virtualization techniques.
In this evolutionary scenario, the device-to-device (D2D)
paradigm, according to which devices communicate directly
with each other without routing the data paths through a
network infrastructure, will contribute to the IoT evolution
in future 5G scenarios [113]. Nonetheless, when considering
the possibility of D2D-based interconnection of IoT devices
in cellular environment, severe challenges still need to be
faced, such as efficient device discovery in heterogeneous
environment, optimized link selection for highly dynamic
multi-tenant networks, security issues, and so on [113].
VII. D EFINING THE I NTERNET OF THINGS OF YEAR 2020!
From the picture given in previous sections, it clearly
appears that the term Internet of Things (or IoT) has been
associated to very different concepts, technologies, and solutions during its first appearance in the scientific community.
The oddity of a term so abused and associated to many
different meanings in such a short timeframe suggests that,
maybe, there is a basic misunderstanding in its use. Such
misunderstanding has been amplified by the fact that there are
significant overlappings between the IoT and other important
research areas such as smart objects, cyber physical systems,
and ambient intelligence, for example.
Then, we believe it is worth trying to shed light on what
IoT actually is. The approach we choose is to start from
highlighting the substantial differences between IoT and terms
and technologies often confused with it, rather than merely
proposing a further definition that might add further chaos.
The task is not simple, because at first glance it is clearly
evident that each definition of IoT is a result of two biasing
elements:
1) The historical period, with all the relevant evolutionary
history of ICT technologies adopted by IoT, in which
the definition is conceived. The rapid evolution of ICT
technologies observed in these last few years has inevitably influenced the definition of a term that aspires
to identify something related both to connectivity (as
the word Internet implies) and to computing devices of
various kind (hence the presence of the word Things).
2) The different points of view of the IoT stakeholders
which have proposed the definition [114]. Differences,
sometimes substantial, in the IoT visions raised from
the fact that stakeholders, business alliances, research
and standardization bodies started approaching the issue
from either an Internet oriented or a Things oriented
perspective, depending on their specific interests, finalities and backgrounds. Besides, the attention to the
representation and storing of the exchanged information
became brought directly to a third, Semantic oriented,
perspective.

The definitions available from the literature or originated by
the main research projects [115] are wide-ranging and vary
from some that are more minimalist, i.e., expressed by simple
formulas (such as Services + Data + Networks + Sensors =
Internet of Things, given by Nick Wainwright, HP Labs and
Chair of the UK Future Internet Strategy Group) or simple
concepts, to those so complex to make an excess of technology
converge into the IoT. The problem with the former kind of
definitions is twofold. These either oversimplify the meaning
of IoT, by reducing the scope to a few technologies and
solutions, or just represent mere repetitions, in more structured
ways, of nothing than the concept of “generic network that
connects generic objects to provide generic services,” which
could be true (we are talking about an Internet of Things), but
does not contribute to the understanding of the phenomenon.
The latter approach suffers from a main drawback: if one
brings into the Internet of Things many concepts derived
from different architectures and technologies, such as ubiquitous/pervasive computing, Internet Protocol (IP), Machineto-Machine and embedded devices, Internet of People, then
eventually this makes IoT synonymous with everything and,
therefore, denies to IoT the specific connotation it deserves.
Fortunately, there are common features that occur in many
of the definitions given for IoT:
•

•

•

•

•

A widely accepted feature is the presence of a global
network infrastructure or network connectivity, which
allows the interoperability of the elements of an IoT, their
seamless integration and a unique addressing scheme.
This infrastructure shall be a whatever global infrastructure (not necessarily IP-based) allowing to overcome the
idea of separate Intranet of Things [116].
Everyday objects, not only ICT devices, are the main
players of the IoT. These have to be readable, recognizable, locatable, addressable, and/or controllable. As
a consequence, it is widely accepted that there is a
need for solutions that allow for linking physical and
virtual objects. The meaning is that sensors and actuators
shall be embedded into physical objects to enable them
to operate through their virtual representations within a
digital overlay information system that is built over the
physical world. The interesting definition4 of IoT as an
“intersection of people (meatspace), systems (cyberspace)
and physical world (atomspace)” goes in this direction as
well.
Autonomy and autonomicity are two recurrent features
which are claimed to characterize the objects that populate the IoT. This has not to surprise, as it clearly emerges
from the literature [117] that system complexity can be
controlled through the achievement of self-governance
(autonomy) and self-management (autonomicity).
Particular attention has to be paid to the design of
effective (better if “intelligent”) interfaces both between
humans and things and between things.
Heterogeneity of the technologies involved is another
feature often emphasized. This also requires the design of

4 The definition has been given by Rick Bullotta in a Linkedin IoT group
discussion in April 2010.

appropriate solutions that enable the coexistence of these
technologies within the interconnection platform chosen
for the implementation of IoT (via ad-hoc gateways or
other solutions).
• Services need to be associated to the objects. These
services may be complex or elementary and are built upon
the information (sensing, identification, multimedia, etc.)
associated to each object [118].
Reasonably, if we assume that all these elements must be
present in a platform so that it can be classified as an Internet
of Things, then, paradoxically, very few of the solutions
available from various experiences focusing on IoT can be
considered true IoT solutions. To support the above claim in
Table V we provide which IoT features can be found and
which cannot be found in relevant technological frameworks
that are currently presented as IoT solutions.
Accordingly, there is the clear impression that, often, technological solutions, which have been already available in the
scientific community and in the market for years, are enhanced
with some minor features and re-proposed under the IoT hat;
this would make IoT a mere rebranding for marketing purposes
of already existing technologies.
It is our convincement that IoT deserves a higher dignity
than this. It can rather be seen as a conceptual framework
with a disruptive potential, which is fast gaining ground and
is carrying along with it a new enthusiasm and a wider
attention on the enhancement of already pre-existing enabling
technologies and systems. We can analyse this framework from
three different perspectives.
From a technological point of view, definitely IoT is not a
new technology that has recently appeared on the ICT scenario
and promises to get rid of all the competing technologies by
2020 when the target of billions (the collective imagination is
constantly pushing up on a monthly basis this number, as if all
had been hit by a sort of “IoT rush”) of interconnected objects
will participate to the IoT world. Contrarily, it is inclusive in
the sense that it encompasses existing technologies (and those
to come) with their own peculiarities, compliantly with the
basic features listed above.
From the point of view of the approach to service design,
IoT integrates several technologies to convey information from
sources that are not only people (through their traditional
devices: laptop, desktop, cell-phones, and similar) but also
real and virtualized objects that are part of the environment
in which the service is delivered to users. A further aspect
is that such data should not only be available to a particular
application, but should become a sort of common informative
base, so that different applications can share freely and on a
global scale the sources of that information (i.e. the Things, in
the IoT acronym) properly organized in the form of a generic
network (i.e., the Internet, in the IoT acronym). In this view,
IoT becomes the potential service-oriented architectural model
of the Future Internet.
From the point of view of its finalization, IoT is a new way
of addressing issues with remarkable social impact, relevant
to new ways of educating (IoT for education), new ways of
conceiving homes and cities on a human scale and responsive
to the human needs (IoT for smart home and smart city),

Technology

IoT features

Missing features

RFID pla)orms

Pervasiveness; o4en integrated with Eﬀec?ve object virtualiza?on; autonomy
sensors/actuators
and autonomicity; interac?on between
objects

Pervasive
compu?ng
pla)orms

Pervasiveness, autonomy and
autonomicity; heterogeneity of
technologies; associa?on of services
with objects

Global network infrastructure; interfaces
for thing to thing interac?ons

Cyber-physical
systems

Pervasiveness; autonomy and
autonomicity;
interfaces between humans and
things as well as between things;
heterogeneity of technologies;
associa?on of services with objects

Global network infrastructure

Sensor networks

Autonomy and autonomicity;
associa?on between services and
physical resources

Global network infrastructure;
pervasiveness; heterogeneity of the
technologies;

M2M systems

Connec?vity and global network
infrastructure; Interfaces between
humans and things as well as
between things; heterogeneity of
the technologies

Pervasiveness; autonomy and
autonomicity

TABLE V
C URRENT TECHNOLOGICAL FRAMEWORKS : EXISTING AND MISSING I OT FEATURES .

new ways of addressing energy management issues (IoT for
energy), new approaches to handling people health and wellbeing (IoT for e-health). The novelty is that not only human
beings, using objects enhanced by pervasive technologies in
innovative way, are involved in the process. Rather people and
objects interact with each-other, as peers. Such an inclusion of
everyday objects (or better their virtual representations) in the
process allows to create applications with a higher penetration
rate into everyday life.
If one does not accept the definition of IoT as a new
“conceptual framework” that includes these three points of
views, which might seem a little too inclusive, then, for intellectual honesty, the risk is having to define IoT a “big hoax”
because the greatest part of the self-styled IoT technological
solutions, which nowadays are inflating the ICT market, would
discover to be nothing more than solutions belonging to the
old domains of pervasive computing, wireless sensor networks,
M2M, RFID based tracking, and social sharing of devices.
It is indisputable that today the attention on the use of these
technologies under the new name of IoT has grown at an
incredible pace, never observed before, and has brought great
results. In this view, “the Internet of Things panacea” is welcome; but unfortunately, at least for now, it is hardly possible
to speak about any new real emerging IoT technology in the
current ICT scene. Rather, we are persuaded that the best definition that can be given, in our humble opinion, for the Internet
of Things as it appears today and is sketched in Figure 9 is:
a conceptual framework that leverages on the
availability of heterogeneous devices and
interconnection solutions, as well as augmented
physical objects providing a shared information base on
global scale, to support the design of applications
involving at the same virtual level both people and
representations of objects.
In accordance with the above definition, we envision that

in the next future IoT platforms will evolve towards the
architecture shown in Figure 10, as explained in the following.
Appropriate software drivers will create abstractions of the
IoT physical resources. Note that drivers can run either in the
IoT devices or in some server. Such abstractions will hide
the specific hardware/software features of the IoT resources.
The abstractions of the IoT resources will be used by the IoT
Operating System which is organized in three layers:
•

•

•

Southbound API: This is a common layer of modern Network Operating Systems, e.g., [119], and is responsible
of creating internal representations of the IoT resources
and their services which are used by the Core layer. One
of the most important operations executed by the Southbound API layers are the mapping between a unique,
platform-independent identifier of a specific IoT resource
and the platform-dependent address of such a resource.
Another fundamental operation of the Southbound API
layer is the implementation of the specific communication/interoperation protocol of the physical resource.
Core layer: This is responsible of the most critical
operations executed by the IoT Operating System. In
the Core layer the Social IoT will play a key role as
it allows to create an overlay network spanning different and even heterogeneous IoT platforms [74]. Other
important operations performed by the Core layer are
related to the management of the resources and include
Scheduling, the management of Security and Trust, and
the Resource/Service Discovery. Note that Security and
Trust Management as well as Resource/Service Discovery
will strongly rely on-the SIoT.
Northbound API: Finally, we have the Northbound API,
which is responsible of creating an abstraction of the
services offered by the physical resources. A good
starting point for the Northbound API is the work
carried out within the Open Connectivity Foundation

Fig. 9. A high level representation of the IoT conceptual framework.
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(https://openconnectivity.org). By leveraging the Northbound API, it will be possible to implement applications
according to the SAaaS as presented in Section V-E.
VIII. C ONCLUSIONS
This article has analyzed the Internet of Things phenomenon
from an evolutionary point of view, by emphasizing that the
IoT has undergone several transformations in its characterizing
technologies and principles since its introduction. As a result
of this analysis, three generations of IoT have been identified:
the first one of tagged objects; the second one of things

interconnection through web technologies; the third one of
social objects, semantic data representation, and cloud of
things.
It is obvious that the IoT will continue to evolve as new
computing and communication paradigm will arrive at a
mature stage, consider the seminal work in [5], [6] on the
Internet of Nano Things, for example, and therefore we have
provided a definition of the IoT as conceptual framework
which is independent of the specific technologies involved.
Indeed, we believe that at the present time finding an answer to
the question “what IoT is and what it is not” avoids confusions

that could lead to the rejection of such a paradigm, which
instead has the potentials to impact significantly on most of
our current societal challenges.
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