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The use of peer-to-peer (P2P) networks for multimedia distribution has spread out globally in recent
years. The mass popularity is primarily driven by efficient distribution of content, also giving rise to
piracy. An end user (buyer) of a P2P content distribution system does not want to reveal his/her identity
during a transaction with a content owner (merchant), whereas the merchant does not want the buyer to
further distribute the content illegally. Therefore, there is a strong need for a content distribution mech-
anism over P2P networks that do not pose security and privacy threats to the copyright holders and end
users, respectively. The existent systems for copyright and privacy protection employ cryptographic
mechanisms at a cost of high computational burden which makes these systems impractical to distribute
large sized files, such as music albums or movies. In this paper, we propose and analyze a P2P content
distribution system which allows efficient distribution of large-sized content while preserving the secu-
rity and privacy of merchants and buyers, respectively. Our proposed framework is able to resolve the
problems of piracy tracing, buyer frameproofness, collusion resistance, dispute resolution and buyer’s
anonymity. We have carried out simulations to evaluate the performance of our framework in terms
of imperceptibility, robustness, throughput and content delivery costs. The experimental results confirm
that the proposed framework provides an efficient solution to copyright infringement issues over P2P
networks, reducing the multimedia file sizes as much as five times on average, while protecting the
end users’ privacy and anonymity.

� 2014 Elsevier Ltd. All rights reserved.
1. Introduction

P2P systems are attractive because they do not require any spe-
cial administrative arrangements, unlike centralized facilities, and
their decentralized and distributed nature make them scalable,
bandwidth efficient and fault-tolerant. P2P applications account
for approximately 60% of Internet’s traffic (García-Dorado,
Finamore, Mellia, Meo, & Munafó, 2012). In particular, P2P content
distribution applications (eDonkey2000, 2000; gtk-Gnutella, 2000)
are extremely popular among millions of users. These applications
allow users to contribute, search and obtain a digital content in a
distributed manner. Content distribution in P2P has also received
considerable attention in the research community (Passarella,
2012; Theotokis & Spinellis, 2004). The P2P technology for content
distribution systems is beneficial to both content providers and
end users. From the media companies point-of view, the P2P
technology enables them to make valuable content available to a
large number of people at minimal cost and better performance.
These benefits are the attractive features for media companies
towards the adoption of P2P systems, e.g. BitTorrent (BitTorrent,
2001) is one of the most popular P2P distribution systems used
on the Internet and it accounts for a significant amount of traffic
on the Internet. Similarly, Internap (Internap, 1996), a managed
P2P content distribution application, enables content owners and
media companies to publish, distribute and track their games,
video and software at reduced delivery costs. Besides, from the
end users perspective, audio, video and software files can easily
be accessed and downloaded within a short time.

Despite the potential of P2P content distribution technology to
revolutionize the Internet in numerous respects, it has often
been surrounded with the copyright controversy. The copyright
holders argue that they provide copyright content to the end
users of the systems and that these end users are involved in illegal
re-distributions. They apparently fear losing control of content
ownership and worry about the illegal activity promotion.
Moreover, tracing (Chor, Fiat, Naor, & Pinkas, 2000) a copyright
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violator is an immense task which requires content providers to
work in conjunction with watermarking (Bianchi & Piva, 2013;
Cox, Miller, Bloom, Fridrich, & Kalker, 2007; Hartung & Kutter,
1999) and fingerprinting (Barg, Blakley, & Kabatiansky, 2003;
Voloshynovskiy, Farhadzadeh, Koval, & Holotyak, 2012) providers
as well as P2P content distribution service developers. However,
this illegal re-distribution (Von-Lohmann, 2003) act is not only
onerous to content providers but also to the end users. The major
concern among end users is whether the presence of copyright
protection mechanisms (Lian, Kanellopoulos, & Ruffo, 2009) in
P2P distribution systems can violate their privacy interests. The
fact that a tracing mechanism makes use of a record which details
what multimedia files are shared through a specific IP address, or a
list of the peers with whom a user has interacted, disrespects the
privacy of the user. Therefore, there is an inherent conflict of
interest between copyright protection supporters and privacy
advocates and thus there is a need to balance security and privacy
needs when developing P2P content distribution systems.
Similarly, the conflict between privacy and security within P2P
content distribution system manifests itself in a debate between
anonymity and accountability, i.e. decreased anonymity (less user
privacy) is proportional to increased accountability (more security
to provider). Currently, security and privacy in P2P systems is a hot
research area among researchers who are focusing on the preserva-
tion of content providers ownership properties, content receivers’
privacy and accountability. However, most of the existing P2P
content distribution systems provide security and privacy at a
cost of high computational burden at the merchant’s and/or at
the user’s end.

In this paper, we propose a P2P content distribution system that
provides copyright protection to the merchant at a reduced com-
putational cost and also offers revocable privacy to an end user.
In the proposed system, the multimedia file is partitioned by the
merchant into a base and a supplementary file. The base file is
much smaller than the original file and contains the most impor-
tant information. Without this information, the supplementary file
is unusable. The base file is dispensed by the merchant on payment
from the user and a supplementary file is sent to the P2P network
to be distributed in P2P fashion. Thus, this scheme enables the
merchant to save bandwidth and CPU time. The asymmetric finger-
printing protocol is performed by the merchant and the buyer in
the presence of a trusted party in such a way that the merchant
does not know the fingerprint and the fingerprinted content, while
the buyer receives fingerprinted content with his/her unique iden-
tity. Collusion-resistant fingerprinting codes are embedded by the
merchant into the content so as to identify an illegal re-distribu-
tor(s) from a pirated content. The proposed framework also
enables buyers to obtain digital contents anonymously, but this
anonymity can be revoked as soon as he/she is found guilty for
copyright violation. The buyers are provided anonymity by using
dynamic pseudonyms instead of their real IDs. To ensure anony-
mous communication between buyers, onion-routing is used for
an anonymous data transfer. Moreover, to provide accountability,
a key agreement protocol has been adopted in our scheme. The
simulation results show that the proposed framework yields an
effective reduction in the computational overheads for a merchant.
Also, the security analysis proves that the proposed system exhib-
its security and conditional anonymity to the merchant and the
buyer, respectively.

The paper is organized as follows. Section 2 reviews the related
work on P2P networks, multimedia content and privacy protection
schemes and P2P content distribution systems. Section 3 provides
the building blocks of the proposed framework. Section 4 discusses
the design of the framework. Section 5 presents the results of the
experiments designed to evaluate the performance of the frame-
work. Also the security analysis of the proposed framework is
discussed in this section. Finally, Section 6 summarizes the conclu-
sions and future research issues.
2. Related Work

This section reviews related work on P2P networks, multimedia
content protection schemes, privacy protection mechanisms, and
P2P content distribution systems.

2.1. P2P architectures

Peer-to-peer networks may be categorized into the three cate-
gories: centralized P2P networks, pure P2P networks and hybrid
P2P networks. In centralized P2P network (Napster, 2011), a cen-
tral server is used which manages the files and user databases of
multiple peers that log onto it. These networks provide the highest
performance but suffer from lack of scalability and a single point of
failure. In pure P2P networks (Freenet, 2000), all the peers have
similar responsibilities acting as both server and client. These net-
works offer inherent scalability and avoidance of a single point of
failure but at a cost of slow information discovery and increased
overhead traffic. A hybrid network (iMesh, 1999) combines the fea-
tures of both the centralized and pure P2P networks. Within these
networks, some peers on the basis of their resources (storage, CPU,
etc.) are elected as super peers. The super peers are assigned with
responsibilities like maintaining a central index of the files shared
by peers and helping a peer in establishing a relationship with
another peer, etc. Hybrid P2P networks provide an efficient search
mechanism with no single point of failure. Some hybrid P2P sys-
tems (Rodriguez-Perez, Esparza, & Muñoz, 2008) can be found in
the literature that select super peers on the basis of their reputa-
tion among the peers.

2.2. Multimedia content protection mechanisms

Piracies of multimedia contents are increasing with the perva-
sive usage of content distribution systems. Mechanisms must be
deployed to ensure that the multimedia content can be used safely
by legitimate users who have appropriate usage rights of that con-
tent. In this section, we provide a brief overview of state-of-the art
content protection technologies, i.e. digital watermarking, finger-
printing and buyer–seller watermarking protocols.

2.2.1. Digital watermarking and fingerprinting
Encryption can be used to package the multimedia content

securely and enforce all access rules to the protected content.
However, once the content is decrypted by an authorized user, it
does not provide any protection to the content (Grangetto, Magli,
& Olmo, 2006). Thus, encryption alone is not enough to prevent
an authorized user from illegal re-distribution. Similarly, classic
Digital Rights Management systems (Apple iTunes, 2001;
Microsoft DRM, 2008), which are considered as a second line of
defence against copyright violation, do not prove to be an effective
access control against a user with the knowledge and determina-
tion to violate it. For content owners, digital watermarking proves
to be a more effective anti-piracy solution. Digital watermarking
has become a significant area of research and development, and
the usage of these techniques is now being considered a requisite
to address the issues faced by the proliferation of digital content.
Watermarking consists of embedding a watermark into the
content that can later be used to check the source of the content.
There are two forms of watermarking, copyright watermarking
and fingerprint watermarking (fingerprinting). In copyright
watermarking, a watermark is embedded into the content which
indicates the copyright holder’s identification. This is used to
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declare the copyright and cannot be used to trace the copyright
violator. On the other hand, in fingerprinting, a user-specific iden-
tification mark is embedded into the content so that it can be used
to track an illegal re-distributor.

Watermarking schemes have some important desirable proper-
ties (e.g. robustness, imperceptibility, capacity and detection) and
each of these properties must be taken into consideration when
applying a certain watermarking technique. The robustness prop-
erty requires that the watermark should tolerate all kinds of signal
processing operations (at least below some distortion threshold),
or unauthorized access. In case of imperceptibility, the embedded
watermark should be perceptually invisible such that the quality
of the content is not degraded. The capacity refers to the maximal
data volumes that can be embedded into a multimedia content. If
the detection of the digital watermark can be done without the
original data and original watermark, such a technique is called
blind detection. However, these three watermarking properties
(robustness, imperceptibility and capacity) contradict one another,
i.e. if one is increased, the other decreases. Thus, it is very important
for researchers to achieve a convenient trade-off between these
properties according to the application requirements. Various
watermarking schemes (Cao & Huang, 2012; Fallahpour &
Megías, 2011) have been proposed to achieve a better trade-off
between these properties.

In digital fingerprinting, a user specific identification mark,
known as a fingerprint, is embedded into different copies of the
same content. The resulting copies are referred to as fingerprinted
copies and each fingerprinted copy is assigned to a user. However,
the digital fingerprinting technology is vulnerable to collusion
attacks in which a group of malicious users (colluders) combine
their copies with different fingerprints to either remove the
embedded fingerprints or frame innocent users. If an illegal copy
appears as a result of collusion activity, the embedded user infor-
mation can be extracted to help trace or identify illegal users. A
large amount of research work has been carried out in designing
collusion resistant fingerprinting schemes (Boneh & Shaw, 1999;
Camenisch, 2000; Domingo-Ferrer & Herrera-Joancomartí, 2000)
for copyright protection.

2.2.2. Buyer–seller watermarking protocols
In traditional fingerprinting, the fingerprint is generated and

embedded solely by the merchant (assumed to be an honest party)
and the buyer has no control over the embedding process (Cox,
Kilian, Leighton, & Shamoon, 1997). Thus, a dishonest merchant
can frame an innocent buyer, while a cheating buyer can deny
his/her responsibility for a copyright violation act. Qian and
Nahrstedt (1998) identified this issue as the customer’s rights
problem. Asymmetric fingerprinting schemes (Pfitzmann &
Schunter, 1996) were introduced to overcome the customer’s
rights problem, where only the buyer obtains the marked copies
of the content. It is an interactive protocol between a merchant
and a buyer, in which a buyer has to interact with the merchant
to purchase the content. After the interaction, the buyer receives
a marked copy and the merchant does not know the exact marked
copy the buyer receives. In case a merchant finds an unlawfully re-
distributed copy, he/she can prove the re-distributor’s treachery to
the third party. In asymmetric fingerprinting, the identity of the
buyer is compromised and to solve the anonymity problem, anon-
ymous fingerprinting (Kuribayashi & Tanaka, 2005; Memon &
Wong, 2001) schemes were introduced. These schemes retain the
asymmetric property and protect the privacy of a buyer, whose
identity is only revealed in case of piracy. Trusted third parties
were introduced in these schemes to guarantee that a protocol is
fair to both the merchant and the buyer in a digital content trans-
action. The role of this trusted third party is mainly to generate a
secret watermark and protect the privacy of a buyer. There exists
various fingerprinting schemes that do not involve third parties
for execution of the protocols (Choi, Sakurai, & Park, 2003; Deng
& Preneel, 2008). However, the implementation of such schemes
involves complex cryptographic protocols, such as bit commitment
and multi-party security protocols, which require high bandwidth
and heavy computational costs, thus making the schemes imprac-
tical in a real-world scenario. It is proven in Pagnia and Gartner
(1999) that efficient fair exchange protocols cannot be completely
fair without the help of a third party that is mutually trusted by
both of the parties performing the exchange. Thus, using a trusted
third party is a price worth paying if it can turn a fingerprinting
scheme into a practical alternative (Martínez-Ballesté, Sebé,
Domingo-Ferrer, & Soriano, 2003). A buyer–seller watermarking
scheme (Phan, Goi, Poh, & Jongsung, 2011; Rial, Deng, Bianchi,
Piva, & Preneel, 2010) incorporates both watermarking and finger-
printing mechanisms to protect the rights of both the content pro-
vider (merchant) and the customer (buyer). A complete and sound
buyer–seller watermarking protocol is expected to solve the
following requirements (Deng & Preneel, 2008):

� Anonymity: The buyer should remain anonymous during trans-
actions unless he/she is proven to be guilty.
� Customer’s rights problem: When a watermark is inserted solely

by the merchant, the merchant may benefit from framing
attacks to an innocent buyer, i.e. a dishonest merchant may rep-
licate the digital content and frame an innocent buyer for
piracy. Thus, an honest buyer should not be falsely accused by
a malicious merchant.
� Piracy tracing: Once a pirated copy is found, the merchant

should be able to trace and identify the copyright violator.
� Collusion attack: In collusion attacks, several attackers fabricate

a new copy through combining their unique copies in order to
avoid the tracing. Attackers intend to remove the embedded fin-
gerprint by making use of the slight difference between differ-
ent copies. Thus, the scheme must be collusion-secure.
� Dispute problem: The judge/arbitrator should be able to resolve

disputes, without the buyer revealing his/her identity or private
key.
� Non-repudiation: The buyer accused of re-distribution of an

unauthorized copy should not be able to claim that the copy
was created by the merchant.
� Unlinkability: Nobody can determine whether different water-

marked contents are purchased by the same buyer.

2.3. Privacy protection mechanism

In P2P systems, encrypting the communication between two
people can only hide the contents of their transaction. Malicious
entities can get various details like IP addresses, duration of com-
munication, etc. that can reveal their identity. Thus, there is a
necessity to hide this information to enhance the privacy of users
in a system. In the communication perspective, there exist three
types of anonymity: Sender anonymity (the identity of the user
who initiated a communication is hidden), receiver anonymity
(the identity of the user who responds to sender’s queries and send
files accordingly is hidden) and mutual anonymity (the identities
of both the sender and the receiver are hidden from each other
and from other users in the system, and also the communication
between the sender and the receiver is hidden). Various anonymity
mechanisms have been proposed that serve as tools for the protec-
tion of data and user privacy in distributed applications. Anony-
mous communication and pseudonymity techniques are mostly
found in the literature. Anonymous communication generally aims
to make communication ambiguous in order to make it difficult for
malicious users to collect information about the system entities
and the shared data. For example, in onion routing (Scarlata,
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Levine, & Shields, 2001), messages are repeatedly encrypted and
then sent through several nodes called onion routers. Each
onion router removes a layer of encryption to uncover routing
instructions, and sends the message to the next router where
this is repeated. This prevents intermediary nodes from knowing
the source, destination and contents of the message. Pseudonyms
are dynamic identifiers of the users that are hard to be linked
to the real identities, thus, making a user indistinguishable
from other users and providing anonymity to a user among a group
of users.

2.4. P2P content distribution systems

A content distribution system is a distributed system that main-
tains content servers in many different geo-locations in order to
improve distribution efficiency of the content. While many overlay
networks have been proposed for deploying content distribution
services, Content Delivery Networks (Akamai, 1998) and P2P net-
works (eDonkey2000, 2000) are amongst the most commonly
applied. A Content Delivery Network (CDN) is a client–server based
network infrastructure in which clients download content from
dedicated and centrally managed servers. However, content pro-
viders using CDN have to bear an initial infrastructure investment
and high maintenance costs of servers. Therefore, in recent years,
P2P networks have emerged as a popular solution to deliver multi-
media content efficiently to a large number of Internet users. The
literature review shows that few researchers have worked on a
P2P content distribution system that provides preservation of con-
tent providers ownership properties and content receivers’ privacy
and anonymity so far. The following paragraph gives a brief review
of two P2P content distribution systems designed with an inten-
tion to satisfy both copyright protection and user privacy.

Megías and Domingo-Ferrer (2013) introduced a novel concept
of a recombination fingerprinting mechanism for P2P content dis-
tribution. The proposed scheme utilizes the fingerprinting concept
to provide identification to the copyright owner, offers collusion
resistance against dishonest buyers trying to create a forged copy,
yields conditional privacy to the users and detects illegal content
re-distributors. However, this system is implemented with a
two-layer anti-collusion code (segment level and fingerprint level),
which results in a longer codeword. Furthermore, honest and com-
mitted proxies are required in the system for the generation of
valid fingerprints as compared to the proposed framework which
only requires an honest Monitor (MO) for the fingerprint genera-
tion. Domingo-Ferrer and Megías (2013) proposed a P2P protocol
for distributed multicast of fingerprinted content in which crypto-
graphic primitives and a robust watermarking technique are used
to produce different marked copies of the content for the request-
ing user such that it can help the provider to trace re-distributors
without affecting the privacy of honest users. However, an imple-
mentation of a secure multi-party protocol results in increased
computational and communication costs at the user end.

Unlike the P2P content distribution systems described in the
above paragraph, the following P2P distribution systems either
provide copyright protection or user privacy. Li, Hsieh, and Hung
(2010) proposed a DRM-enabled P2P architecture, in which the
RSA public-key cryptosystem is used to generate a unique digital
fingerprint for every user of the network. The proposed system
provides an efficient and secure means of distributing large-scale
copyright-protected music contents over P2P networks but it fails
to provide privacy to the end users. Similarly, a fingerprinting
method was proposed in Li, Krishnan, and Ngok-Wah (2010) for
complex P2P file sharing networks for copyright protection. In this
system, wavelet transforms and principal component analysis
(PCA) techniques are used for fingerprint generation. The wavelet
technique provides a scalable approximation matrix that contains
the most important low-frequency information and the PCA tech-
nique determines the orthogonal eigenvectors, which makes it
possible to maximally distinguish the different fingerprints. The
proposed system provides a solution of legal content distribution,
but it does not include collusion-resistance and user privacy. Lu
et al. (2008) proposed a PseudoTrust model in which pseudonyms
are generated to achieve anonymity for users with no trusted third
party. Furthermore, a novel authentication scheme has been
designed so that peers can be authenticated without leaking any
personal information. The PseudoTrust model provides privacy to
P2P end users but does not include copyright protection mecha-
nisms. Lou and Hwang (2009) presented a P2P content distribution
system with a copyright protection mechanism based on enhanced
chunking and hashing protocols. The proposed system prevents
pirates to download copyrighted files easily by using proactive
content poisoning with token based authorization. It uses iden-
tity-based signatures to distinguish pirates from legitimate users.
While the proposed system provides users with clean content files
and punishes the pirates or colluders with poisoned files, the
privacy concern of the legitimate users has not been discussed.

Most of the past studies focused on either providing a copyright
protection to content owners or privacy to end users, whereas our
work proposes a framework for P2P based content distribution
focusing on both copyright protection and privacy. Moreover, in
achieving either one or both of these two properties, there is a
computational and communicational burden at content owner or
buyer’s end. Our work differs from existing studies in a way that
we focus on the design and implementation of the multimedia
content distribution over the P2P network that provides both
copyright protection and privacy at a reduced computational cost
to a merchant and an end user. Also, in order to provide a secure
and authentic anonymous data exchange between providers and
receivers in the P2P network, we have made use of anonymous
communication and anonymous authentication techniques. Table 1
provides the comparison of the proposed system with the existing
P2P content distribution systems in terms of functionalities such as
copyright protection, user privacy, collusion-resistance, account-
ability and resistance to communication attacks.
3. Building blocks

Our P2P content distribution framework employs a collusion
resistant fingerprint algorithm, Quantization Indexed Modulation
(QIM) watermarking, a homomorphic encryption scheme, a digital
signature scheme, a PseudoTrust (Lu et al., 2008) model, a hash
function and symmetric key cryptography. In this section, we pres-
ent a brief overview of these building blocks.
3.1. Collusion-secure codes

A Code F is totally c-secure if there exists a c-frameproof code
and a tracing algorithm. A c-frameproof code restricts the collusion
size l to c pirates such that a collusion l can only produce code-
words that are codes of l and cannot frame an honest user outside
this collusion. The tracing algorithm is used when the merchant
finds a pirated copy and wants to trace the members of the collu-
sion l. Many c-secure codes have been proposed in the literature
and amongst these, Tardos codes (Tardos, 2003) have gained wide-
spread acceptance in state-of-the-art publications. A variation of
Tardos codes, i.e. Nuida et al.’s c-secure codes (Nuida et al.,
2007), are used in the proposed system for fingerprint generation.
These codes are based on a d-marking assumption, i.e. the number
of undetectable bits that are either erased or flipped is bounded by
d-fraction of the total code length. The number of users N, error-
probability e and number of colluders c are inputs of Nuida



Table 1
Functionality comparison.

Copyright protection User privacy Collusion resistance Accountability Resistance to communication attacks

Proposed system Yes Yes Yes Yes Yes
Domingo-Ferrer and Megías (2013) Yes Yes Yes Yes No
Li et al. (2010) Yes No No No No
Megías and Domingo-Ferrer (2013) Yes Yes Yes Yes Yes
Li et al. (2010) Yes No Yes No No
Lu et al. (2008) No Yes No No Yes
Lou and Hwang (2009) Yes No No Yes No
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et al.’s fingerprint generation algorithm. The fingerprinting code F
and a secret vector p are the outputs of this algorithm.

3.2. Embedding algorithm

An embedding algorithm is used to insert a fingerprint into
different copies of the same content. Multimedia fingerprinting
requires the use of robust data embedding methods that are
capable of withstanding attacks aimed at removing the fingerprint.
QIM (Chen & Wornell, 2001) is a relatively recent watermark
embedding technique. It has become popular because of the high
watermarking capacity and the ease of implementation. The basic
QIM scheme embeds a fingerprint bit by quantizing a value, e.g.
DWT coefficient, W by choosing between a quantizer with even
or odd values, depending on the value of the bit. It is important
to consider an optimal selection of the embedding quantizer step
size D and a scaling factor so that the best trade-off between
robustness and minimum quality degradation can automatically
be achieved. QIM modulates quantization (integer-valued) levels
to embed information bits into a signal and therefore, can be
implemented in an additive homomorphic cryptosystem. However,
basic QIM watermarking has limited robustness compared to other
watermarking schemes. The embedding positions can be retrieved
from a single copy and are thus vulnerable to number of signal pro-
cessing attacks. In order to avoid this problem, we have used Sub-
tractive-Dither QIM (SD-QIM) watermarking technique (Prins,
Erkin, & Lagendijk, 2007). In SD-QIM, a pseudorandom noise, called
a dither, is added to a signal sample x before embedding an infor-
mation bit f and subtracting the dither after embedding. A suitable
choice for the PDF of the random dither di is a uniform distribution
on ½�D;D�.

3.3. Homomorphic encryption

Homomorphic encryption systems allow operations to be per-
formed on encrypted data without compromising the encryption.
An encryption scheme has homomorphic properties when for
any given encryption key k, the encryption function satisfies
gðEðM1Þ; EðM2ÞÞ ¼ Eðf ðM1;M2ÞÞ, where gð:Þ and f ð:Þ are one of the
operations: addition, multiplication, XOR, etc. Paillier and Okamot-
o-Uchiyama are additive homomorphic systems while RSA and
ElGamal are multiplicatively homomorphic systems (Schneier,
1996). Homomorphic encryption schemes are used in asymmetric
fingerprinting to provide buyer frameproofness against a dishonest
merchant. These homomorphic cryptosystems allow the embedder
to insert encrypted fingerprint bits into the encrypted content. In
our system, we have used a Paillier cryptosystem (Paillier, 1999)
which is homomorphic with respect to the addition operation. Pail-
lier is a probabilistic asymmetric algorithm and a semantically
secure cryptosystem based on composite residuosity classes,
whose computation is believed to be computationally difficult.
The generalized additive homomorphic property of Paillier encryp-

tion is defined as,
Ql

n¼1EðmiÞ ¼ E
Pl

i¼1mi

� �
.

3.4. Digital signature scheme

A digital signature scheme is used to provide data integrity, data
origin authentication and non-repudiation. This scheme can be
achieved by using crypto signature schemes, e.g. RSA, DSA (digital
signature algorithm) (Schneier, 1996), etc. In our proposed system,
we have used DSA which is a Federal Information Processing Stan-
dard for digital signatures (Kerry, 2013). DSA computes a digital
signature with a set of domain parameters ðp; q; gÞ, a private key
x, a public key y and a secret number k. The parameters of DSA
are: p (a large prime number (of at least 1024 bits)), q (a suffi-
ciently large prime number (of at least 160 bits) that is also a divi-
sor of (p� 1)), g (a generator of subgroup of order q modulo p such
that 1 < g < p), x (a pseudo randomly generated integer with
0 < x < q (x is in the range [1; q� 1])), y (a public key obtained
by gx mod p), and k (a pseudo randomly generated integer with
0 < k < q (k is in the range ½1; q� 1�)).
3.5. PseudoTrust model

In our proposed system, we employ a PseudoTrust model based
on a zero-knowledge proof-of-identity (ZKPI) (Feige, Fiat, & Shamir,
1988), proposed by Lu et al. (2008), in which peers authenticate
each other with their pseudo-identities without leaking any
personal information. The PseudoTrust model enables pseudo-
nym-based trust management so that the real identities of peers
are protected during the authentication. Each peer is required to
generate a pseudo-identity ðPIÞ and a pseudo-identity certificate
ðPICÞ. A PI is used to identify and replace the real identity of a peer
in a P2P system. A PIC is generated to authenticate the PI holder. In
the authentication protocol, the Diffie–Hellman key exchange
protocol is incorporated to provide confidentiality and integrity
to data exchanges such that, after authentication, both peers can
share a session key for encrypting the exchanged data. Since the
PseudoTrust model allows peers to generate their pseudo-identities
individually and peers do not depend on any third party to
authenticate with each other, it creates an accountability problem.
Without a trusted third party, it would be impossible to find a per-
son responsible for doing mischievous activity. Thus, to add
accountability to the system, we have incorporated an internal cer-
tificate authority ðCARÞ in the PseudoTrust model. Each peer is
authenticated by CAR before he/she joins the network. Thus, each
peer has a private key, a public key and a public key certificate
signed by CAR. The pseudo-identities and certificates are used by
the peers for anonymous communication within the P2P system.
G, a finite cyclic group with P elements, is selected by CAR, with
g as a generator of G. The parameters g and P are made public by
CAR. CAR then selects a secret random number r 2 ½1; . . . ; P � 1Þ
and sends r encrypted with the peer’s public key to the peer. Thus,
CAR and all the peers share a secret number r. When a new peer
joins the network or an old peer leaves the network, the secret
number r should be updated. The peers perform the authentication
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protocol without involving CAR. The details of the generation of PI
are presented in Section 4.3.5.

3.6. Hash algorithm

A hash function is any algorithm that maps variable-length data
to a fixed-length data, called hash value or hash. There are several
well-known hash functions, namely, MD2, MD4, MD5 and the
secure hash algorithm (SHA) (Schneier, 1996) used in cryptogra-
phy. SHA is a standard algorithm used typically with other crypto-
graphic algorithms such as digital signature algorithms. SHA
specifies four secure hash algorithms- SHA-1, SHA-256, SHA-384
and SHA-512 (Schneier, 1996). SHA-1 is a secure hashing algorithm
which is used to output a 160-bit message digest of any input file.
In our proposed framework, we use the SHA-1 function to generate
unforgeable and verifiable pseudonyms for each entity of the
system.

3.7. Symmetric key cipher

Symmetric key encryption is a cryptography technique that
uses a shared secret key to encrypt and decrypt digital data. Sym-
metric encryption algorithms such as AES or DES (Schneier, 1996),
are very efficient at processing large amounts of information. AES
is an iterative symmetric block cipher with superior encryption
strength and strong performance. Our proposed framework
employs the AES-128 algorithm to encrypt the data to be transmit-
ted using the shared session key K1, generated during anonymous
authentication.

4. Proposed system

This section describes the architecture of the proposed P2P con-
tent distribution system. In Section 4.1, we define the role of each
entity and list the notations that are being used in the system. Sec-
tion 4.2 defines the functional requirements and the assumptions
of the design. In Section 4.3, we detail the design of our framework
which includes the fingerprint generation protocol, the base and
supplementary file generation and distribution protocols, the trai-
tor-tracing protocol, the dispute-resolution protocol and a cloud
computing implementation of the proposed system.

4.1. System parameters and entities

In this section, the system parameters and a description of each
entity of the framework are provided.

Table 2 describes the important terms and parameters used to
benefit our readers. The proposed framework involves seven enti-
ties and the function of each entity is defined as follows:

� A merchant M is an entity that distributes the copyrighted con-
tent to end users (peers) in the P2P system. It is involved in base
file and supplementary file generation and distribution, traitor
tracing and dispute resolution.
� A peer P is an entity that can either play a role of a data reques-

ter or a provider. A peer is involved in the acquisition of BF from
the merchant, the distribution of SF in the system and a dispute
resolution if he/she is found guilty of copyright violation.
� A super peer SP is a reputed peer with additional facilities who

is assigned the role of the coordinator for a small portion of the
group of peers. On registration with SP, each peer may upload
the index of the files to it. Each SP maintains a list of the peers
connected to the network and acts as a central coordinator.
However, SP store peers’ pseudonyms instead of their real iden-
tities or IP addresses. Initially, SPs are provided with SF from M
at the system start-up. On a request from a peer, SP divides the
content of SF into multiple fragments and transmits these frag-
ments to the requesting peer.
� A certification authority CAR is a trusted party that is responsi-

ble of issuing certificates to the buyer for acquisition of BF from
M and SF from peers. The certificate is used to certify that the
pseudo-identity of a buyer is correctly registered to CAR, and
only CAR knows about the real identity of the buyer.
� A monitor MO functions as a trusted third party which is

responsible for the generation of collusion-resistant fingerprint
codes. The existence of MO ensures that the generated finger-
prints are not revealed to M and the buyer. It also keeps the
record of transactions between M and the buyer. MO is also
responsible for executing traitor tracing algorithm in case of a
piracy claim by M. In case of dispute resolution between M, a
buyer, and J, MO provides the pseudo-identity of the accused
buyer to J.
� A judge J is assumed to be a trusted party which resolves the

disputes between M and a peer with the cooperation of MO
and CAR.
� A tail node TA is a message transferring agent that manages

anonymous communication on behalf of a peer A. Each peer
within the P2P network has one such agent. The tail node for-
wards the query of a requesting peer to the providing peer
through an anonymous path and returns the reply back to the
requesting peer.

4.2. Design requirements and assumptions

In this subsection, the design requirements, general and secu-
rity assumptions of the framework and threat model are described.
4.2.1. Design requirements
For the P2P content distribution framework, we have the fol-

lowing requirements depending on security, privacy, anonymity,
trust, robustness and imperceptibility constraints.

� The merchant should be able to trace and identify an illegal re-
distributor in case of finding a pirated copy with the help of a
trusted party MO, J and CAR.
� The scheme should be collusion resistant against a given num-

ber of colluders c as specified by Nuida et al.’s codes (Nuida
et al., 2007).
� The merchant should not be able to frame an honest buyer of

illegal re-distribution.
� The buyer accused of re-distributing an unauthorized copy

should not be able to claim that the copy was created by M.
� The identity of a buyer should remain anonymous during trans-

actions until he/she is proven to be guilty of copyright violation.
� The identity of a peer should not be linked to his/her activities

such as purchasing, transferring of file and so on.
� The embedding process should be blind and the embedded fin-

gerprint should be imperceptible and robust against common
signal processing attacks.
� The real identity of a peer should be protected during authenti-

cation process thus enabling each peer to verify the authenticity
of each other anonymously.
� None of the intermediary peers should know about the request-

ing peer’s and source provider peer’s identity or an item being
exchanged. Thus, SF transfer between the requesting peer and
responding peer must be secure.
� The data expands on conversion from a plain-text to an

encrypted representation of signals due to the use of an additive
homomorphic cryptosystem. The homomorphic encryption
should be performed in such a way that the size of the
encrypted base file remains small.



Table 2
Parameters and notations.

Parameter Specification Generated by

PBi
Pseudonym of a peer Bi Peer

f i Fingerprint of a peer Bi Monitor
M Pseudonym of a merchant Merchant
MO Pseudonym of a monitor Monitor
CertCAR

ðK�pBi
; PBi
Þ Anonymous certificate of Bi certified by CAR CAR

CertCAR
ðMÞ Public certificate of M certified by CAR CAR

CertCAR
ðPÞ Public certificate of peer P certified by CAR CAR

SignBi
ð�Þ Signature of Bi using his/her private key Peer Bi

SignK�pBi
ð�Þ Signature of Bi using his/her anonymous key Peer Bi

sk Secret watermark embedding key Merchant
D Quantization step size Merchant
c Number of colluders Monitor
e Probability of accusing an innocent end user Monitor
N Total number of users in the system Monitor
p A secret vector Monitor

m Length of a fingerprint code Monitor
X Original content Merchant
Y A pirated copy Colluders (peers)
pc Pirated codeword Colluders (peers)
BF Base file Merchant
SF Supplementary file Merchant
K One-time session key Merchant/peer/monitor
Ta Pseudo-identity of a tail node of a requesting peer a Peer a
Tb Pseudo-identity of a tail node of a provider peer b Peer b
K1 One-time session key generated during two-party anonymous authentication Peer
(KpM

;KsM ) Public and private key pair of a merchant Merchant
(KpMO

;KsMO ) Public and private key pair of a monitor Monitor
(KpBi

;KsBi
) Public and private key pair of the peer Bi Peer

(K�pBi
;K�sBi

) Anonymous public and private key pair of the peer Bi Peer
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4.2.2. Assumptions
The design and security assumptions of the system are as

follows:

� General Assumptions:
– There are six major players involved: merchant M, buyer

(peer Pi), super peer SP, monitor MO, certification authority
CAR and judge J.

– Each entity is supposed to have a public key Kp and a private
key Ks.

– The real identity of each entity is validated by an external
(offline) certification authority CAext . Thus, each entity has
a public key certificate signed by CAext . CAext keeps track of
all the identities to be sure that they remain unique and also
to revoke an identity of a malicious entity. The generation of
a public key certificate is a one-time process.

– Before joining the system, each buyer is authenticated by an
internal certification authority CAR of the system. CAR

validates the identity of a buyer from CAext . After successful
verification, each buyer has a private key and a public key
certified by CAR. CAR generates a random number r and
shares it with an authenticated buyer for the generation
of a pseudo-identity. Each peer can have multiple
pseudo-identities.

– The reconstruction of the original file from BF and SF should
be performed at the buyer’s end. BF cannot be shared within
the end users of the system.

� Security assumptions:
– The merchant and the buyer do not trust each other but they

both trust the Monitor MO. Because of the anonymity of the
embedding procedure, MO generates the collusion-secure
fingerprints as this is the only party that is trusted by both
M and the buyer to generate a valid fingerprint.

– The SHA-1 function used in the system to generate unforge-
able and verifiable pseudo-identities for each entity is secure
and cannot be reversed.
– The communication between the peers is anonymous due to
the use of onion routing within the system.

– SP is selected on the basis of his/her reputation and
resources. SPs that manage the content distribution activities
honestly gain more reputation among peers and content
providers. More peers shall connect with a well-reputed peer
and get the intended data through that trusted SP.

4.2.3. Threat model
This sub-section highlights an attack model for the proposed

system related to the robustness of a watermark, resistance of a
fingerprint against collusion attacks, buyer’s security from mali-
cious entities and authentication attacks.

1. Watermarking attacks: A watermarking scheme used for copy-
right protection must have a capability to survive attacks such
as signal enhancement, geometrical operations and noise filter-
ing. The watermark must be highly robust against these attacks
such that the retrieved watermark unambiguously identifies
the copyright owner. The robustness of a watermark can be
evaluated by simultaneously considering watermark impair-
ment and the distortion of the attacked content. An attack suc-
ceeds in defeating a watermarking scheme if it impairs the
watermark beyond acceptable limits while maintaining the per-
ceptual quality of the attacked data. Thus an effective attack
handling is required during evaluation of watermarking tech-
niques. The attacks on watermarking schemes are categorized
into two groups: attacks on audio and attacks on video water-
marks as below.
(a) Attacks on an audio watermark

i. Re-quantization: The watermarked audio signal is re-quan-
tized from original bit-rate down to half the bit-rate and
then back to original number of bits/sample. An increased
incoherent background noise is heard in the audio track
due to the rounding errors produced by the re-quantization
process.
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ii. Re-sampling: Under this attack, watermarked audio signals
are down-sampled and then up-sampled (or vice versa)
back to its original sampling rate. This attack affects audi-
bility and produces distortions especially in audio tracks
carrying high frequencies.

iii. MPEG-1 layer 3 (MP3) compression: MP3 compression com-
presses data by discarding some part of it. The water-
marked audio signal can be compressed at different bit
rates (e.g. 256;128;64;32 kbps) and then decompressed
back to the wave format. This attack reduces the file size
but at the cost of lower sound quality. The lower the bit-
rate, the lower is the sound quality.

iv. Additive White Gaussian Noise (AWGN): The AWGN attack
adds an additive Gaussian noise of zero mean, constant
variance, and controlled value of signal-to-noise ratio
(SNR) to the watermarked signal. The SNR is a metric that
determines the strength of this attack. An addition of
noise to a signal results in quality degradation of that
signal.
(b) Attacks on a video watermark
i. Median filtering: Under this attack, a window of ½N � N�

pixels is moved onto a watermarked signal. It returns
the median pixel value in the moving window. The
lower the value of N, a smoother image is produced.
On the other hand, an increase in N’s value considerably
blurs the image.

ii. Re-sizing: In re-sizing, a watermarked signal is either re-
sized to double or downscaled to half the size of its original
size and is then reduced back to its original size. However,
in downscaling an image to the desired size, there is a loss
of information.

iii. H.264 compression: H.264 compression is one of the com-
mon lossy compression attacks on a video content. With
H.264 compression, there is a trade-off between video
quality, processing cost of compression/decompression,
and file size. This trade-off is determined by specifying a
bit-rate.

iv. AWGN: Gaussian noise insertion is a signal processing
attack in which the amount of noise to be added into a sig-
nal is controlled by its mean, variance and SNR value.
2. Collusion attacks: Collusion attack is a challenge issue for digital
fingerprinting. The main concern for a fingerprinting system is
the resistance of a fingerprint to colluders’ attacks. Collusion
occurs when different buyers recombine their marked copies
to obtain a new copy of the content such that they cannot be
accused of copyright violation. The collusion attacks are defined
as follows:
(a) Averaging attack: In an averaging attack, attackers with a

total of K fingerprinted copies of the same content col-
lude to produce a colluded version Y. The fingerprinted
signals are typically averaged with an equal weight for
each user. It can be defined mathematically as:

YðiÞ ¼ y0ðiÞþy1ðiÞþ���yK�1ðiÞ
K .

(b) Minimum attack: Under this attack, the attackers create a
copy Y whose ith ði ¼ 1;2; . . . ;mÞ, where m = length of a fin-
gerprint, component is the minimum of the ith components
of the observed marked copies. Mathematically, it is defined
as: YðiÞ ¼minðy0ðiÞ; y1ðiÞ; . . . ; yK�1ðiÞÞ.

(c) Maximum attack: The colluders create an attacked copy
Y by considering the maximum value of the ith compo-
nents of their individual marked copies. It can be
defined mathematically as: YðiÞ ¼maxðy0ðiÞ; y1ðiÞ;
. . . ; yK�1ðiÞÞ.
(d) Median attack: In median attack, the attackers take the med-
ian of the values of the corresponding components of indi-
vidual marked copies to create a pirated copy Y.
Mathematically, it is defined as: YðiÞ ¼median ðy0ðiÞ; y1ðiÞ;
. . . ; yK�1ðiÞÞ.

3. Attacks on a buyer: The following types of attacks are aimed to
de-anonymize a buyer and accuse an innocent buyer of illegal
re-distribution of the purchased content.
(a) When the fingerprint is inserted solely by a merchant M, M

may benefit from framing attacks on an innocent buyer.
This attack is successful if M is able to prove to the judge J
that illegal copies of the marked content belongs to a partic-
ular buyer even though a buyer has not bought this content,
or has bought this content but did not re-distribute copies
of it illegally.

(b) Different transactions carried out by a buyer with a same
pseudo-identity are linkable to one another and an attacker
could infer some private information of a buyer through
data mining techniques.

(c) A malicious entity may try to find two different but real
identities such that the two identities have the same
pseudo-identity. It might then use one of the two identities
to impersonate the buyer with the other identity.

4. Attacks on an authenticated key exchange (AKE) protocol: The fol-
lowing attacks are considered authentication attacks that allow
attackers to exploit the authentication process.
(a) Man-in-the-middle attack (MIMA): In the AKE protocol

between two parties (a sender and a receiver), an eaves-
dropper E may access and modify messages between these
parties without either party knowing that the link between
them has been exposed. E may attempt to authenticate by
posing as the sender to the receiver and the receiver to
the sender.

(b) Replay attack: Under this attack, the attacker may attempt
to eavesdrop and collect some previous proofs of a receiver,
and then reuses this information at a later time in an
attempt to falsely authenticate to the sender.

The security of the system against these attacks is discussed in
Section 5.1.
4.3. Model

In this sub-section, we first give an overview of the design of the
proposed system, and then discuss its six key components.
4.3.1. Overview
Fig. 1 shows the structure of the proposed P2P content distribu-

tion framework that contains six main entities: merchant, buyer,
super peer, monitor, judge, and certification authority. These enti-
ties are involved in six key sub-protocols (fingerprint generation,
BF and SF generation, distribution of BF and SF, traitor tracing
and dispute resolution) of the system.

The proposed scheme as shown in the Fig. 1 consists of the
following sub-protocols:
4.3.2. Generation of a fingerprint
A variation of Tardos codes, i.e. Nuida’s et al. codes (Nuida

et al., 2007), are used for fingerprint generation. The algorithm
for the fingerprint generation takes parameters e;N and c as
inputs, and outputs a collection F ¼ ðf 1; . . . ; f NÞ of binary code-
words f i of size m and a secret vector p, as shown in Algorithm
1. The codeword f i is meant to be embedded into a content of a
user I.
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Algorithm 1. Fingerprint generation

procedure NUIDA et al.’s CODES

Input parameters: c;N ðN P cÞ; e
Output parameters: f i; p
begin

m ðc2K logðN=eÞÞ . where value of K is 4.245
Select pi independently by picking uniformly at random for all

1 6 j 6 m
for all 1 6 i 6 N do . a loop over all users

for all 1 6 j 6 m do . a loop over the bits of the
codeword of a jth-user

Pðui;j ¼ 1Þ  pj

Pðui;j ¼ 0Þ  1� pj . with probability 1/2 each to get
WN�m

end for
end for
return F; p . Fingerprint F ¼ ðf i;jÞ where i 2 ½N�; j 2 ½m� and
secret vector ¼ ðpjÞj2½m�

end procedure
4.3.3. Generation of the base and supplementary files
The base file (BF) is designed to have a small size and is dis-

tributed from M to all the peers on receiving a payment for the
Fig. 2. Flowchart for generation of BF
requested file. The system supports both audio and video files.
Fig. 2 illustrates the process of generation of BF and SF for both
audio and video files. The proposed method employs the
Discrete Wavelet Transform (DWT) to split the content into
low-frequency (approximation coefficients) and high-frequency
(detail coefficients) components. An approximation coefficient
is then itself split into a second-level approximation and detail
coefficients, and the process is repeated as many times as
desired (levels of decomposition). In order to embed an
encrypted fingerprint in the encrypted approximation coeffi-
cients for formation of BF, the additive homomorphic property
of public-key cryptosystems is applied. However, additive
homomorphic cryptosystems cannot work on real-valued DWT
coefficients. Therefore, these approximation coefficients are
quantized to integer values.

In the quantization process, approximation coefficients are
quantized to the nearest even/odd integers depending on the value
of quantization step size D. The quantizer D is a positive integer
such that all the quantized coefficients are encrypted. Then, all
the quantized approximation coefficients are encrypted with the
public key of the buyer. Several quantized coefficients are selected
using a secret key sk to embed the fingerprint bits. The same key is
used to extract the fingerprint from the re-distributed copies. To
embed a single bit of a Nuida’s et al. codeword into one of the
selected quantized and encrypted coefficient, the following opera-
tion (Prins et al., 2007) is performed:
and SF of audio and video files.
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EðyiÞ ¼
Eðd � ðQ 2Dðxi þ diÞ � diÞÞ � Eðf i;jÞ

D if xi P Q 2DðxiÞ

Eðd � ðQ2Dðxi þ diÞ � diÞÞ � ðEðf i;jÞ
DÞ
�1

if xi < Q 2DðxiÞ

8<
:

9=
;

In the selected approximation coefficients, a small amount of
dither is added prior to quantizing the coefficient xi to an even
and odd value depending on the fingerprint bit f i;j. After quantiza-
tion, the same amount of dither is subtracted from the quantized
values. These coefficients are then scaled by a factor d before doing
an encryption. The remaining approximation coefficients are quan-
tized, scaled and encrypted block-by-block, with each message
block mi < N, to get a reduced BF size. At the user end, the buyer
decrypts BF using his/her private key. d is also communicated to
the buyer so that he/she can rescale the entire content after
decryption. Then, an inverse DWT is performed with the detail
coefficients received via SF to get a fingerprinted content.

In case of an audio file, the DWT decomposition results in
approximation and detail coefficients. The L-level approximation
coefficients are then divided into m non-overlapping frames. All
frames except one are quantized, scaled and encrypted. In the
frame, chosen by M to embed the fingerprint bits, a dither value
is added to coefficient xi, quantized, the same dither value is
subtracted, scaled and then encrypted with a buyer’s public
key. Then, the encrypted fingerprint is added to the selected
encrypted approximation coefficients. The frames are recombined
and saved in a ‘‘text’’ format as BF. An inverse L-level DWT is
performed on the detail coefficients to obtain SF in ‘‘wav’’ form.
Other formats, such as binary and text, can also be used for the
formation of SF.

The first step for generation of video BF and SF is to extract
the significant frames from a video file since not all the frames
contain important information. The video frames are arranged
into groups of pictures (GoPs). A GoP includes the intra-frames
(I-frames) and inter-frames (P and B-frames). The I-frames are
coded without reference to other frames, whereas P and B-
frames use pseudo-differences from previous and next frame,
hence, these frames depend on each other. It is not meaningful
to analyze both intra and inter-frames, thus we use intra-frames
only which contain important information. In order to find the I-
frames, we have used the Canny Edge Difference technique
(CEDT) (Khurana & Chandak, 2013). In CEDT, a difference
between two consecutive frames is calculated and if this differ-
ence exceeds a calculated threshold value, we obtain a key
frame. The remaining frames, i.e. P and B-frames are saved in
an original video format. The key frames of the video are con-
verted from RGB format to Y0UV. The Y0UV model defines a color
space in terms of one luminance (Y0) and two chrominance (UV)
components. The weighted values of R, G and B are added
together to produce a single Y0 (luminance) component. The
chrominance components U and V are created by subtracting
Y0 from B and Y0 from R, respectively. For each key frame, we
choose the Y0 component and apply the L-level DWT to obtain
the approximation and detail coefficients. A few key frames are
selected for embedding the fingerprint. These frames are selected
on the basis of time, i.e. one key frame is selected after a dura-
tion of 30 s. Then, the L-level approximation coefficients of the
selected key frames are divided into m non-overlapping blocks.
All other frames except for the selected frames, are quantized,
scaled and encrypted. In the selected frames, a dither value is
added to a coefficient xi, quantized, the same dither value is sub-
tracted, scaled and then encrypted with a buyer’s public key.
Then, the encrypted fingerprint obtained from MO is added to
the encrypted approximation coefficients to form BF in ‘‘text’’
form. BF can also be saved in other formats, such as binary,
and bitmap (.bmp) image files. The index of the key frames is
also scaled, encrypted and added into BF for file reconstruction
at the user end. An inverse L-level DWT is applied on the detail
coefficients and then these obtained values, P and B-frames and
audio of the original video file constitute SF in a compressed
(.ZIP) form.

We have chosen level-3 or 4 DWT decomposition for our design
to achieve a convenient trade-off between the robustness, capacity
and transparency properties of watermarking. The fingerprint f i of
length m is then inserted into a selected quantized and encrypted
DWT level-3 or 4 coefficients, using SD-QIM watermarking tech-
nique. The remaining quantized and encrypted approximation
coefficients and the embedded coefficients constitute BF which is
sent to the end user. The remaining detail coefficients constitute
SF which is sent to SP for its distribution in the P2P system. Even-
tually, the system at the user end can decrypt the base file using
his/her private key KSi

, rescale by a factor d and apply the inverse
DWT to get a fingerprinted copy.

4.3.4. Distribution of a base file
On receiving a file request from a peer (buyer) Bi, SP provides

him/her the details of the merchant that has the requested content.
In order to obtain a content X from M, the buyer Bi follows the fol-
lowing protocol.

(1) The buyer negotiates with M to set-up an agreement (AGR)
that explicitly states the rights and obligations of both
parties and specifies the content X. AGR uniquely binds this
particular transaction to X. During the negotiation process,
Bi uses his/her pseudonym PBi

to keep his/her anonymity.

(2) After the negotiation, Bi generates a key pair K�pBi
;K�sBi

� �
,

signs the public key with his/her private key, and sends

SignBi
K�pBi

; PBi

� �
to CAR. CAR verifies SignBi

K�pBi
; PBi

� �
using

the public key of Bi. If valid, he/she generates an anonymous

certificate CertCAR K�pBi
; PBi

� �
and sends it to Bi. Bi then sends

CertCAR K�pBi
; PBi

� �
;AGR; PBi

and SignK�pBi
ðAGRÞ to M.

(3) M verifies the received certificate, using CAR’s public key, and
the signature of the agreement using the certified key. If the
received data is valid, then M generates a transaction ID
(TID) for keeping a record of the transaction between him/
her and Bi, and sends a request for a fingerprint to MO by

sending CertCAR K�pBi
; PBi

� �
;CertCAR ðMÞ; TID;AGR; PBi

and

SignK�pBi
ðAGRÞ. If the received certificates and signatures are

not valid, then the transaction is terminated by M.
(4) MO validates the certificates and signatures of M and Bi from

CAR. After successful verification, MO generates a Nuida’s
c-secure codeword f against a TID sent by M. MO then sends
E�KpBi
ðf Þ and SignMOðE

�
KpBi
ðf Þ; K�pBi

; Sign�KpBi
ðAGRÞÞ to M. MO

stores K�pBi
; CertCAR ðK

�
pBi
; PBi
Þ; CertCAR ðMÞ; AGR; SignK�pBi

ðAGRÞ
and E�KpBi

ðf Þ against TID.

(5) After receiving the encrypted fingerprint from MO, M inserts
the fingerprint code into the encrypted domain by using the
embedding process as described in Section 4.3.3 without
knowing about the plain-text fingerprint f i.

(6) M sends E�KpBi
ðBFÞ to Bi and stores K�pBi

; CertCAR ðK
�
pBi
; PBi
Þ;

AGR; SignK�pBi
ðAGRÞ; E�KpBi

ðf iÞ and SignMOðE
�
KpBi
ðf iÞ; K�pBi

; Sign�KpBi

ðAGRÞÞ against TID.
(7) Bi decrypts E�KpBi

ðBFÞ with K�sBi
and obtains a fingerprinted BF.

4.3.5. Distribution of a supplementary file
On receiving a request for X from Bi, SP searches for in his/her

own file index. If not found, he/she then searches within his/her
group of peers. If the particular content is found within the group,
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he/she displays the list of the buyers (peers) having that particular
file, and also displays their tail nodes to act as middle nodes
between the content providing CP peer and the requesting peer
RP. If SP is unable to find the file within his/her group, he/she sends
a request for the file to other connected SPs. The other SP, on find-
ing the particular CP, sends the response to the requesting SP. SP
then establishes a path between RP and that CP. On joining the sys-
tem, peers construct anonymous paths with existing peers using
the APFS protocol (Scarlata et al., 2001). The joining peer learns
from the bootstrapping node the set of other peers available for
forming anonymous paths. Each peer constructs an onion path
Fig. 3. Two-party anony
pointing to another peer called, tail node, which acts as an anony-
mous message relaying agent. Each peer posts his/her tail node to
SP. By doing so, RP can use the anonymous path to contact CP while
knowing nothing about CP’s identity.

For simplicity, we assume that Pa is a requesting peer and Pb is
the providing peer. When Pb receives the file request, if he/she
holds the requested file and decides to be the file provider, he/
she replies to the query through his/her tail-node Tb. Pa initiates
the authentication process to verify the identity of Pb. Pa sends
an authentication request to Pb through the anonymous path,
Pa ! Ta ! Tb ! Pb. An anonymous two-party AKE protocol is
mous AKE protocol.
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established between Pa and Pb. Pa sends an authentication request
to Pb. Pb sends a challenge message to Pa and verifies Pa. Fig. 3
describes the authentication process between Pa and Pb. In step 1
of the authentication, Pa chooses a 2 ½1; . . . ; P � 1Þ randomly. Then
he/she uses his/her private key KSPa to sign fIDPa ;CertCAR ðPaÞ; r; ag.
Pa computes his/her pseudo-identity by using a hash function.
PIPa is given as PIPa ¼ hðIDPa ;CertCAR ðPaÞ; r; a; SignPa

fIDPa ;CertCAR

ðPaÞ; r; agÞ.
In step 1; Pa also computes gx1 with publicly known parameters

P and g for generation of a session-key. x1 is chosen randomly from
½1; . . . ;QÞ to generate a session-key. gx1 is calculated as:
gx1 :¼ gx1 mod P. To send an authentication request to Pb; Pa

calculates u as, u ¼ hðPIPa ; a; g
x1 Þ where, h is a hash function with

k bits and is defined as: h ¼ Z�n � 0;1f gw � Z�p ! ½0;1�
k. Pa sends

PIPa ; a; g
x1f g to Pb. In step 2, after receiving the authentication

request, Pb computes u0 ¼ hðPIPa ; a; g
x1 Þ to verify the authentication

request. Once verified, Pb randomly chooses a number
b 2 ½1; . . . ; P � 1Þ. Then he/she uses his/her private key KSPb

to sign
IDPb

;CertCAR ðPbÞ; r; b
� �

. Pb computes his/her pseudo-identity by
using a hash function. PIPb

is given as PIPb
¼ hðIDPb

;

CertCAR ðPbÞ; r; b; SignPb
IDPb

;CertCAR ðPbÞ; r; b
� �

Þ. In this step, Pb also
chooses a number x2 2 ½1; . . . ;QÞ randomly and computes gx2 for
generation of a session-key. gx2 is calculated as: gx2 :¼ gx2 mod P.
Pb computes v ¼ hðPIPb

; bÞ and then, sends PIPb
; b;v

� �
as a chal-

lenge to Pa. As a proof, Pa calculates y=ðgbÞr mod P and send it to

Pb. As a proof verification, Pb calculates y0 ¼ ðgrÞb mod P. If the ver-
ification holds, Pb sends z ¼ ðgaÞr mod P to Pa. Pa then computes
z0 ¼ ðgrÞa mod P to complete the last step of authentication. When
the authentication is successfully completed, Pa computes
K1 ¼ ðgx2 Þx1 mod P, and Pb computes K1 ¼ ðgx1 Þx2 mod P. Clearly,
we have K1 ¼ K 01 ¼ gx1x2 mod P. Pa and Pb can therefore, use K1 as
their session-key for encryption of SF. Pb encrypts SF using the
session key K1 and sends EK1 (SF) to Pa through Tb and Ta. Pb

decrypts ESF with K1 and gets a decrypted SF. For security
purposes, the complete communication between SP and the peers
is stored in MO. For the secure exchange of transaction record
(Pa; Pb;hðSFÞ, SP) to MO, a session key Kses is generated using
the two-party AKE. SP transfers EKses (Pa; Pb;hðSFÞ; SP) to MO. At
the completion of transfer, MO concatenates all the hðSFÞs
and stores the concatenated hash, Pa and Pb against a specific
transaction ID.
4.3.6. Traitor tracing
Once a pirate copy Y of content X is found, M extracts the fin-

gerprint by decomposing the pirated content Y with the same
wavelet basis used in the fingerprint insertion step. This gives
the approximation coefficient matrix in which the pirated code
pc 2 f0;1g� is embedded. The code is extracted by using the
secret key sk that was used to specify the embedding position.
Each approximation coefficient in the embedding position is
quantized using the corresponding quantization step size D. If
the value is even, the information bit is regarded as 0, else 1.
After the extraction of pc;M sends ðpc;M; EKSM

ðskÞ; TIDÞ to MO.

MO performs the tracing algorithm of Nuida et al.’s codes as
described in Algorithm 2 to identify the colluder(s). In the tracing
algorithm, pc provided by M and a bias vector p are given as
inputs. p is used to generate the fingerprint matrix for identifica-
tion of the colluder(s). The score of the pirate is calculated as per
Algorithm 2. The output of this tracing algorithm is a user with
the highest score. The real identity of a user is not known to
MO, only the pseudo-identity of the guilty buyer is revealed.
MO retrieves a TID that contains the fingerprint f from his/her
database for arbitration and identification protocol.
Algorithm 2. Traitor tracing

procedure NUIDA et al.’s TRACING CODE

Input parameters: pc; p; Fi

Output parameter: Si

begin
WAl  DWTðYÞ . Apply Level-l DWT to Y
pc DetectionðWLL�lÞ . Apply watermarking detection
technique on WLL�l to extract pc

r ¼
ffiffiffiffiffiffiffi
1�p

p

q
. Calculate the score Si of the pirate using rðpÞ

if ðpc ¼ 1 and Fi;j ¼ 1Þ then

Sj
i  rðpðjÞÞ

else if ðpc ¼ 1 and Fi;j ¼ 0Þ then

Sj
i  �rð1� pðjÞÞ

else if ðpc 2 0; ?f g and Fi;j ¼ 1Þ then

Sj
i  �rðpðjÞÞ

else if ðpc 2 0; ?f g and Fi;j ¼ 0Þ then

Sj
i  rð1� pðjÞÞ

end if
return Si

end procedure
4.3.7. Arbitration and identification
The goal of the arbitration and identification protocol, per-

formed between M, MO, CAR and J, is to reveal the real identity of
the traitor or reject the claims made by M. In order to reveal the
real identity of the traitor, MO sends ðY; pc;CertCAR ðK

�
pBi
; PBi
Þ;

AGR; SignK�pBi
ðAGRÞ; E�KpBi

ðf iÞ; EKpMO
ðf iÞÞ and SignMOðE�KpBi

ðf iÞ; K�pBi
;

SignK�pBi
ðAGRÞ to J. J verifies the validity of all the certificates and

the signatures. If valid, he/she then asks MO to decrypt EKpMO
ðf iÞ.

MO decrypts EKpMO
ðf iÞ and sends f to J. If pc and f i match with a high

correlation, it requests CAR to give the real identity of the buyer.
Otherwise, the buyer is proved innocent.

4.3.8. Cloud computing implementation
The development of cloud computing platforms enables busi-

ness owners and consumers to outsource computations on their
data, and allow businesses to offload the task of maintaining
data-centers. However, the adoption of cloud services by consum-
ers and businesses is limited by concerns over the loss of privacy or
business value of their private data. An excellent way to alleviate
this privacy concern is to store all data in an encrypted form in
the cloud and perform computations on the encrypted data. Homo-
morphic encryption can be used in this scenario to help preserve
customer privacy while outsourcing various kinds of computation
to the cloud. In our base file distribution scenario, the merchant
can provide the selected encrypted approximation coefficients,
remaining encrypted approximation coefficients, scaling factor c,
and a collusion-resistant fingerprint f i to the cloud, which can per-
form the fingerprint embedding process into the encrypted
approximation coefficients, and block-by-block encryption of the
remaining coefficients to constitute a small-size BF. In this way,
the expensive part of the protocol, i.e. embedding a fingerprint in
an encrypted domain, can be processed by the cloud. Thus, cloud
computing can provide a valuable service to the merchant by
enabling him/her to avoid the computational cost due to use of
homomorphic encryption. Similarly, for supplementary file distri-
bution, we can consider P2P cloud-III (Poh et al., 2013), which is
a cloud system that is fully decentralized and is considered to be
public. The main objective of P2P cloud-III is to avoid a single point
of failure with distributed servers. This is more of a hybrid system,
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whereby a service provider maintains a set of fully decentralized
resource hosts that may act as provisioning servers. In this setting,
when a server is down, users can still request for services through
other resource hosts. In addition, since P2P networks form the
basis of a P2P cloud according to Poh et al. (2013), we can apply
the authentication and anonymous communication mechanisms
used in our proposed system to the P2P cloud proposal. Since the
BF distribution protocol is a one-to-one protocol between a mer-
chant and the buyer, its execution remains the same in cloud com-
puting scenario as in the proposed system. The monitor in our
system can use a cloud service to generate a collusion-resistant fin-
gerprint and perform traitor-tracing. For dispute-resolution, we
can include a public cloud C that can be shared between a judge,
a certification authority, a merchant and a monitor.

5. Results and discussions

In this section, we provide an analysis of the proposed frame-
work in terms of security and performance.

5.1. Security analysis

In this section, we analyze the security of the proposed frame-
work and explain how it fulfils the design requirements.

5.1.1. Traceability
Once a pirated copy is found, the traitor tracing algorithm of

Nuida et al.’s codes is used by M to trace the copyright violator
with the help of MO. The traitor tracing algorithm employs a scor-
ing technique that outputs a guilty user with the highest score.
Once the algorithm outputs a guilty user, his/her identity is
revealed by J with the help of CAR.

5.1.2. Collusion resistance
Nuida et al.’s codes are c-secure with e-error with l 6 c (l is the

number of pirates). In our design, we have considered c ¼ 3 with
e ¼ 10�3 and N ¼ 106 (N = number of users), thus we have obtained
a code of size m = 354 bits. This code is then embedded into the
content to uniquely identify the user. As long as l remains lower
than c, the piracy tracing algorithm (Nuida et al., 2007) is followed,
the copyright violator can be identified successfully. Thus, the pro-
posed scheme offers resistance against three colludes. The value of
c > 3 can also be considered. However, this large value of c results
in increased length m of the codeword, which will provide high
collusion resistance but at a cost of lower content quality. The
value of c is decided keeping in mind the desired security level of
the system.

5.1.3. Buyer security
M knows only about E�KpBi

ðf iÞ and E�KpBi
ðBFÞ and has no knowledge

about the buyer’s private key K�sBi
. Therefore, M does not know

about the fingerprinted copy that Bi gets after decrypting
E�KpBi
ðBFÞ with K�sBi

. It means that M cannot frame Bi by distributing

forged copies of the content. Furthermore, SignMOðE�KpBi
ðf iÞ; K�pBi

;

Sign�KpBi
ðAGRÞÞ explicitly binds f i to AGR, which specifies the content

X. Thus, it is impossible for M to frame Bi. Also, Bi generates a one-
time anonymous key-pair ðK�pBi

;K�sBi
Þ for the transaction with M

that prevents M to frame Bi by sending E�KpBi
ðf iÞ from previous

transactions. Therefore, framing an honest buyer by M is not possi-
ble since he/she cannot forge any evidence.

5.1.4. Merchant security
From the perspective of M, the proposed framework is secure

and fair because a buyer has no idea about the original content
and the embedded fingerprint in the received copy. The buyer can-
not claim that a pirated copy is created by M because only Bi can
decrypt the E�KpBi

ðf iÞ with his/her K�sBi
Þ. Also, MO is an entity trusted

by both Bi and M, thus Bi cannot accuse MO of collaborating with M
to frame him/her. Moreover, the fingerprint is embedded into the
selected positions of the content. Thus, a probability to find the
exact location of the embedded fingerprint is quiet low. The pro-
posed framework also provides mechanisms to unambiguously
identify a copyright violator once a pirated copy is found.

5.1.5. Unlinkability
Despite the fact that anonymous certificates provide anonymity

to Bi, the transactions carried out by the same pseudo ID (K�sBi
) can

be linked to one another. The solution to this problem is to allow a
user to apply for multiple pseudonyms and anonymous certificates
simultaneously and randomly chooses one for each transaction. In
the distribution phase of SF, each peer uses a random number to
perform two-party AKE protocol. Thus, other peers cannot guess
about an identity of a peer with whom these numbers could be
associated.

5.1.6. Anonymity
The anonymity of a peer’s identity is obtained using a one-way

cryptographic hash function h. This hash function provides a
pseudo ID which can be used for anonymous authentication and
communication. An attempt of de-anonymization attack by a mali-
cious peer is withstood by the collision resistance of the hash func-
tion, i.e. it is computationally infeasible to find a pair ðx; yÞ such
that hðxÞ ¼ hðyÞ. Moreover, for a hash function with w-bit hash val-
ues, 2w=2 calculations are required to find a collision with probabil-
ity 1/2, which is infeasible for w P 128. In our design, we have
considered SHA-1 with w = 160 bits for high security such that it
is computationally infeasible for an attacker to compute 280 calcu-
lations to find a real identity from a pseudo ID. Furthermore, a
malicious peer cannot use the pseudo ID of another peer because
it does not know the secret number r shared by the peer with CAR.

5.1.7. Man-in-the-middle attack
Our system defends against MIMA by making use of ZKPI based

authentication. In the authentication step, the proof, tail node’s
information and the exchanged data are bound together with a
peer’s pseudo ID. By doing so, any attempt by an attacker to modify
the identity messages would not pass the verification of genuine
protocol participants. For formal and detailed proof, we refer read-
ers to reference (Lu et al., 2008).

5.1.8. Replay attack
For a replay attack, to convince the providing peer about his/her

identity, a malicious peer E needs to guess the secret number r cor-
rectly. However, the probability of a malicious peer’s guessing cor-
rectly a secret number is 1=P (where P is the cardinality of the
finite cyclic group G). Because it is computationally infeasible for
discrete logarithms problem, E can not compute r. Thus, E can
guess a secret number r0 by computing x ¼ ðgbÞr

0
mod P. However,

the probability of soundness that E guesses r is 1=P, i.e. the proba-
bility that E succeeds is 1=P.

5.2. Performance analysis

Six kinds of experiments, including execution times of file par-
tition into BF and SF files, calculation of transparency (Objective
Difference Grade (ODG) and Peak Signal-to-Noise Ratio (PSNR))
of fingerprinted audio and video files, evaluating robustness of fin-
gerprint against signal processing attacks, determining collusion
resistance of a fingerprint against collusion attacks, response time



Table 5
ODG and PSNR values of audio and video file.

A. Qureshi et al. / Expert Systems with Applications 42 (2015) 1391–1408 1405
and cryptographic overhead costs, have been performed to show
the efficiency of the proposed P2P content distribution framework.
Audio files ODG Video files PSNR

Loopy music �0.48 Traffic 44.00 dB
Huge wave �0.98 Dragon 42.00 dB
Aasan Nai Yahan �1.2 Bad 41.00 dB
5.2.1. Execution time of file partition into base and supplementary files
To show the performance of our system, we have carried out

experiments in Matlab, Java and C++ on three audio and three
video files with varying sizes, on a workstation equipped with an
Intel i-5 processor at 3 GHz and 4 Gb of RAM. Table 3 presents
the details of the audio and video files. To create BF and SF, exper-
iments have been conducted in Matlab in which DWT is used to
decompose the original file into approximation and detail coeffi-
cients. The embedding of the fingerprint in the encrypted approx-
imation coefficients is implemented in Java. The distribution phase
of BF and SF is executed in the C++ programming language.

For embedding a fingerprint into approximation coefficients,
SD-QIM watermarking scheme (Prins et al., 2007) with D ¼ 0:5
and c ¼ 5 is used. The size of keys for encryption and decryption
is chosen to be 1024-bits. The selected approximation coefficients
are encrypted coefficient-by-coefficient for secure embedding. The
remaining coefficients are encrypted block-by-block to reduce the
size of the encrypted BF. Thus, the modified and unmodified
encrypted coefficients form a BF. SF is formed with double-bit pre-
cision values since Matlab stores signals as double-precision values
and if it is not saved in a double-bit format, the file reconstruction
at the user end would not be perfect due to quantization errors. For
audio files, level-3 DWT decomposition is implemented with 4-
coefficient Daubechies ðdb4Þ filter. Similarly, level-4 DWT with 4-
coefficient Daubechies ðdb4Þ filter is applied on the Y 0 component
of each key frame in a video file. For block-by-block encryption,
the size of a each block is chosen to be less than N (modulo N).
The experimental results in Tables 5 and 7 presents imperceptibil-
ity and robustness results of the files against unauthorized attacks.

Table 4 summarizes the results of a file partition process for the
selected audio and video files. The execution time of audio finger-
printing involves fingerprint generation, DWT, key generation,
encryption of approximation coefficients, fingerprint embedding,
and inverse DWT of detail coefficients for SF creation. For video fin-
gerprinting, the execution time involves key frames conversion
from RGB to Y0UV conversion, fingerprint generation, DWT decom-
position, key generation, encryption of approximation coefficients,
Table 3
Details of audio and video files.

Audio Files

Loopy music Huge wave Aasan Nai Yahan

Time length (min:s) 00:10 00:17 03:34

Size of file (MB) 0.89 2.97 36.01
Format WAV WAV WAV
Bits per sample 16 16 16
Sample rate (Hz) 44,100 44,100 44,100
Channel mode Mono Stereo Stereo

Table 4
Details of base and supplementary audio and video files.

Audio files

Loopy
music

Huge
wave

Aasan Nai
Yahan

Original file size (MB) 0.89 2.97 36.01 Origina
Base file size (MB) 0.52 0.88 9.80 Base fil
Supplementary file size

(MB)
1.79 5.94 72.16 Supplem

(MB)
Execution time (s) 20.13 37.34 188.60 Executi
fingerprint embedding, inverse DWT of detail coefficients, P & B
frames conversion to original video format and an audio extraction
to create SF.

5.2.2. Transparency of fingerprinted audio and video files
Table 5 presents the imperceptibility results as ODG and PSNR

of both fingerprinted audio and video files, respectively. The ODG
is a measurement of an audio distortion and is assumed to provide
an accurate model of the subjective difference grade results. The
ODG results are obtained by the Opera (Opera, 1999) software. In
all cases of audio files, the ODG values are between 0 (not percep-
tible) and �1:2 (not annoying), showing a convenient behavior in
terms of the imperceptibility. For video files, the quality is deter-
mined by the PSNR of the fingerprinted video. The PSNR provides
a reliable indication of the variation of subjective video quality in
decibels (dB). The PSNR values are obtained by using MSU MSU
Video Quality Measurement Tool (2011). The PSNR is above
40 dB in each case, and thus it can be inferred that the embedded
fingerprint has no perceptible effect on the quality of the video file.

5.2.3. Robustness of fingerprinted audio and video files
Table 6 presents the robustness results of an audio file ‘‘Loop-

yMusic.wav’’ against signal processing attacks such as re-quantiza-
tion, re-sampling, MP3 compression and Additive White Gaussian
Noise (AWGN). The bit error rate (BER) and normalized correlation
(NC) are used to evaluate the robustness between the original fin-
gerprint and the extracted fingerprint. Similarly, Table 6 presents
the BER and NC values for the video file ‘‘Dragon.avi’’ tested for
unauthorized attacks such as median filtering, resizing, H.264 com-
pression and AWGN. The BER values closer to zero indicates
robustness against signal processing attacks. In the case of NC, if
Video Files

Traffic Dragon Breaking bad

Time length 00:10 23:00 50:00
(min:s)
Size of file (MB) 0.19 51.10 305.00
Format AVI AVI MP4
Resolution 120 � 160 320 � 240 720 � 406
Total frames 120 32975 67817
Key frames 15 2228 2649

Video files

Traffic Dragon Breaking
bad

l file size (MB) 0.19 51.10 305.00
e size (MB) 0.08 9.21 11.80

entary file size with double-bit precision 0.18 69.4 215.90

on time (s) 24.00 98.40 112.20



Table 6
Robustness of audio and video files against signal processing attacks.

Audio Video

Attacks Parameters BER NC Attacks Parameters BER NC

Re-quantization 16-8-16 0.07 0.951 Median Filter [3� 3] 0.09 0.912
Re-sampling 44,100-22,050-44,100 0.11 0.902 Re-sizing 320-640-320 0.06 0.972
MP3 compression 256 kbps 0.09 0.912 H.264 Compression 768 kbps 0.09 0.912
AWGN 18 0.13 0.882 AWGN 20 0.14 0.856

Table 7
Resistance of a video file to collusion attacks.

Video

No. of colluders No. of colluders detected for attacks

U Avg Min Max Med

2 2 2 2 2
3 3 3 3 3
4 4 4 4 4
5 5 4 4 5
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NC is close to 1, then the similarity between f i and f i
0 is very high. If

NC is close to 0, then the similarity between f i and f i
0 is very low.

The results in Table 6 shows that the selected embedding algo-
rithm (Prins et al., 2007) have good NC and BER values against var-
ious attacks for ‘‘LoopyMusic.wav’’ and ‘‘Dragon.avi’’. These results
indicate that our fingerprint embedding algorithms satisfies the
fingerprint’s robustness requirement. The minimum BER and the
maximum BER values for ‘‘LoopyMusic.wav’’ are 7% and 13%,
respectively against different attacks. Similarly for ‘‘Dragon.avi’’,
the minimum BER value is 6% and the maximum BER value is
14%. The NC values in almost all the cases are in the range
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Table 8
Response time for an audio and video file.

File name File size
(KB)

File partition File
reconstruction
time (ms)

Query sent and
reply time (ms

BF + SF
execution time
(ms)

LoopyMusic.wav 918.00 20130.00 3890.00 9296.00
Traffic.avi 204.00 24000.00 7026.40 9296.00
0.856–0.972, thus indicating close similarity between the original
and retrieved fingerprints.

5.2.4. Collusion of several buyers
Table 7 presents the results of a video file ‘‘Dragon.avi’’ against

collusion attacks such as averaging, minimum, maximum and
median. Table 7 shows the number of colluders U which have been
successfully traced through Nuida et al.’s codes tracing Algorithm
2. In almost all the cases, the colluders have been successfully
traced by analyzing a pirated video copy Y. We have considered
the number of colluders U up to 5 due to a fact that an increase
in U degrades the quality of the content (for 4 and 5 colluders
we have used larger values of c resulting in longer codewords).

5.2.5. Response time
The response time is the time calculated from the query issu-

ance of the peer to the download of BF and SF to reconstruction
of the file. BF is downloaded in a centralized manner between a
peer, M and MO, whereas for distribution of SF, the proposed sys-
tem uses APFS (Scarlata et al., 2001), in which peers construct an
anonymous path with tail nodes using onion routing for achieving
mutual anonymity. The anonymous paths construction and
authentication through these paths add latency to SF transfer
ymous 
ntication AES   Enc/Decr Total 

620 105 17525

hic overhead.

)
File distribution time Total file

distribution time
(ms)

Direct file
distribution time
(ms)

BF delivery
time (ms)

SF delivery
time (ms)

2600.00 805.00 127010.00 6000.00
530.00 81.00 99906.00 3000.00
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process. The response time for BF distribution includes the time
taken to apply asymmetric encryption and a complete BF transfer
between M and a peer. Similarly, the response time for the
distribution of SF is evaluated by considering the two-party AKE
protocol between RP and CP and the time taken for the complete
transfer of SF. The response time also includes file reconstruction
time at the user end. Table 8 summarizes the response time for
an audio file ‘‘LoopyMusic.wav’’ and a video file ‘‘Traffic.avi’’. The
last column of the table shows the execution time of direct file
transfer between M and RP without considering security and
anonymity properties. The distribution time of BF is small as
compared to the direct transfer time. Thus, the proposed system
enables the merchant to save file delivery and CPU time. However,
the total distribution time of our system is comparatively higher
than direct transfer time due to the anonymous paths construction,
authentication and encryption. Hence, in achieving anonymity and
security in P2P systems, there is always a trade-off between
anonymity, security and efficiency. Considering preservation of
anonymity and security concerns, the proposed system’s response
time is feasible and can be implemented in real-world distribution
systems.

Cryptographic algorithms are applied in the proposed frame-
work to ensure the desired level of security and accountability.
We have used AES and Paillier encryption/decryption and
anonymous authentication in our framework. Fig. 4 shows the
CPU execution time of each cryptographic block for achieving
desired security in the proposed system for a video file
‘‘Traffic.avi’’. An anonymous authentication process based on ZKPI
with prime numbers P (1024 bits) and Q (160 bits) is chosen. BF is
encrypted/decrypted using the Paillier-1024 asymmetric encryp-
tion scheme. A symmetric cipher algorithm such as AES-128 is
being used to encrypt the fragments of SF. From Table 7 and
Fig. 4, it is evident that the distribution of BF from M to the users
of P2P system is cheaper from M’s point of view. The use of a
P2P system for distributing SF considerably reduces the distribu-
tion cost of M.
6. Conclusions and future work

We have presented a framework for a P2P content distribution
system with copyright and privacy protection to the merchant and
the end users, respectively. In the proposed framework, the multi-
media content is partitioned into a small-sized base file and a
large-sized supplementary file. The base file is dispensed by the
merchant on payment from the buyer and a supplementary file
is distributed through the P2P network. Thus, the scheme lessens
the computational cost of the merchant by only sending the
small-sized base file and using the P2P network to support the
majority of the file transfer process. For generation and distribu-
tion of a base file, an asymmetric fingerprinting protocol is per-
formed between the merchant and the buyer in the presence of a
trusted monitor. In the proposed framework, a unique collusion
resistant digital fingerprint is embedded into the multimedia con-
tent using a robust, blind and imperceptible watermarking scheme.
In the event that the merchant detects an unauthorized distribu-
tion of the content, it extracts the fingerprint from the pirated copy
and gives the pirated code to the monitor. The monitor runs the
tracing algorithm on the fingerprint to identify the pirate. The
user’s anonymity is well-protected until there is a need to trace
the identity of a user who distributes unauthorized copies of the
copyright content. Even in case of arbitration, the cooperation from
the buyer is not required. The security and performance analyses
demonstrate the security and efficiency of our proposed frame-
work. Hence, our secure and privacy-preserving P2P system could
be implemented in real-world distribution applications. The digital
media producers would not be afraid of illegal usage and distribu-
tion of their products, and the P2P networks would not be blamed
for piracy anymore. Future research should be directed:

� To do further reduction in the size of the base file by using com-
pression techniques.
� To do an analysis of the vulnerability of the proposed

framework against a malicious Monitor, who may collude with
a merchant to frame an honest user.
� To develop a prototype of the proposed framework and test it in

a real-world scenario.
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