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Abstract—Emergence of smart things has revolutionized the conventional internet into a connected network of things,
maturing the concept of Internet of Things (10T). With the evolution of 10T, many attempts were made to realize the notion
of smart cities. However, demands for processing enormous amount of data and platform incompatibilities of connected
smart things hindered the actual implementation of smart cities. Keeping it in view, we proposed a Big Data analytics
embedded smart city architecture, which is further integrated with the web via a smart gateway. Integration with the web
provides a universal communication platform to overcome the platform incompatibilities of smart things. We introduced Big
Data analytics to enhance data processing speed. Further, we evaluated authentic data sets to determine the threshold values
for intelligent decision-making and to present the performance improvement gained in data processing. Finally, we
presented a representational state transfer (RESTful) web of things (WoT) integrated smart building architecture (smart
home) to reveal the performance improvements of the proposed smart city architecture in terms of network performance and

energy management of smart buildings.

Keywords: Smart city, Big Data analytics, Smart Home, Web of Things, RESTful Architecture

1 Introduction

The emergence of smart things has highly favored the notion of connecting everyday objects via the existing
networks. The dramatic increase of smart devices led towards the realization of loT [1]. The IoT is a
continuously growing network that autonomously identifies and shares data among uniquely addressable
devices [2]. A the concept matures, 10T notion is diversified into multiple interest areas pioneering numerous
applications i.e. smart home, smart city, smart grid, and many more [3, 4, 5]. Initially, smart city concept was
introduced to enhance the quality of life of urban citizens by effective utilization of public resources and
services [6]. Smart city is built upon the 10T concept including smart community, smart transportation, smart
energy, etc. [7]. The urban 10T optimizes transportation, surveillance, healthcare, and energy management with

aid of autonomous data collection and data sharing. Accordingly, heterogeneous smart devices should be able to
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share collected smart city data at the application level despite of the platform variations. Consequently, it creates
a significant demand for a common platform that facilitates successful cross platform communication among
heterogeneous smart things. However, building a completely new universal platform is rigorous. So that,
redefining an existing platform seemed to be the most feasible approach. Thus, academic and industrial experts
identified web as a suitable candidate to offer cross platform communication for smart devices included in 10T
applications i.e. smart home and smart city [8]. Thereupon, WoT notion was introduced to use web-associated
technologies in 10T. In addition to the heterogeneity, smart city realization is further challenged by processing
efficacy of enormous amount of data. In order to meet service requests, smart city architecture should allow
real-time data processing. Therefore, embedding Big Data analytics to the 10T environment seemed to be an

excellent fit that ensures flexible, reliable, and real-time data processing and decision-making [9].

In the recent past, multiple interest groups have focused on improving the usability of smart city architectures.
Nevertheless, a majority of the attempts were designed to uplift individual aspects of smart cities i.e. water
management, parking management, and so forth [10, 11]. Consequently, the practicability of smart city has been
deteriorated due to lack of completeness. Therefore, a complete smart city architecture has become a crucial
demand in the modern technological era. Further, heterogeneous smart devices in smart city architecture
generates colossal amount of data. The rapid increase of data volumes exponentially degrades the performance
of conventional data processing mechanisms. Thus, it is essential to utilize real-time processing mechanisms to
make smart cities efficient and responsive [7]. In [6], an urban loT was implemented to serve city
administration tasks. It consists of a data collection system, street light monitoring system, and a gateway.
SmartSantander testbed is used in [6] to determine the benefits of embedding Big Data analytics in smart cities.
The emergence of wireless sensor networks (WSN) has improved smart city applications with aid of connected
sensors. However, the improvements rely on effective communication protocols that consumes less power.
Bluetooth, IEEE 802.15.4, IPv6 over low power wireless personal area network (6LoWPAN), and constrained
application protocol (CoAP) are low power communication protocols, which are widely accepted for loT
applications [12]. Afore stated protocols serve smart thing integration at the network level. As a result,
connecting heterogeneous smart devices at the application level of smart city architecture is hindered due to the
platform incompatibilities. So that, integrating a cross-platform communicator into smart city architecture is
much required to enable platform independent seamless communication among smart devices. The authors of
[13] proposed a conceptual three tier pyramidal architecture with a wireless ubiquitous platform. Even though,

above stated studies have addressed vital areas of smart city implementation, a complete smart city architecture
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capable of making intelligent decisions based on real-time data processing, while ensuring platform
independency at the application level is still demanding. Addressing these challenges of smart city application
will support to enhance the quality of service provision and efficient energy management of the network and

smart buildings.

In this paper, we propose a complete smart city architecture embedded with Big Data analytics. Compared to
traditional data analytics, Big Data analytics approach can extract information that is more intelligent, while
maximizing data processing speed and improving reliability of decision-making. The urban loT collects and
shares data autonomously. So that, we familiarized the WoT concept into smart city architecture to make smart
things accessible and manageable via open web standards. Smart city services are integrated with the web using
a smart gateway to allow cross-platform communication at the application level. RESTful application program
interfaces (API) expose services to the remote users. Smart home energy management is presented as an
example scenario of controlling service operations using RESTful APIs. The proposed scheme achieved
efficient home energy management by enabling remote web accessibility to smart objects integrated with WoT.
Henceforth, the proposed smart city successfully improves data processing speed, energy management of smart
city owing to embedded Big Data analytics and web integration via RESTful smart gateway. The rest of the
paper is organized as follow. Section 2 elaborates on the state of the art on smart cities collaborating Big Data
analytics and platform compatibility concerns for smart cities. The proposed is presented in Section 3. The

results of the study and discussion is given in Section 4. Finally we concluded the paper in Section 5.

2 Related Work

A full-scale smart city architecture benefits researchers and industrial experts in various ways as it covers a
variety of research approaches e.g. abstract concepts and complete set of services. In past few decades, many
researchers attempted to define a generic architecture for 10T based smart city. Current state of the art presents
various experimentation and test bed based smart city architectures that address challenges for a generic

architecture.

Many studies proposed the deployment of loT based smart city for one specific purpose i.e. waste
management, noise pollution, and air quality monitoring [14, 15, 16]. However, these approaches do not reflect
a standard solution. A test bed based architecture has been proposed in [17] to experiment a complete set of
smart city services. The authors developed a large-scale infrastructure in Santander city to facilitate ease of

experimenting. The SmartSantander city includes mobility support, security and surveillance, and scalability.
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The experiment results reveal that the study covers several challenges in current literature. However, collected
data are not tested for generalization. Therefore, the performance of the architecture may vary from one
environment to another environment. Smart city collects Big Data from heterogeneous devices in the smart city.
Thorough analysis of collected Big Data supports to design an efficient and generic smart city architecture. Big
Data analytics uplifts generic smart cities to real-time controllable smart cities. Extensive analysis on Big Data
becomes an asset for the smart city in future endeavors. Furthermore, carefully analyzed Big Data supports
authorities to make critical decisions precisely, while timely made intelligent decisions increase the revenue of
urban councils. City data and analytic platform (CiDAP) was developed to improve service designing and
utilization using hadoop ecosystem [9]. CiDAP achieved a higher data processing throughput owing to its
layered architecture. SCOPE [18] and FIRWARE [19] are similar projects that are developed based on Big Data
analytics. These projects serve Big Data processing in real-time environment, even though they are not openly
available to use in different contexts. Moreover, recent literature [15, 20] present several examples of using Big
Data analytics in planning and developing smart cities. However, intelligent decision-making based on real-time

processing of prodigious data is still a challenging task.

Smart city data collection predominantly relies on the connected smart objects. Generally, smart objects are
controlled by battery operated sensors. Thus, energy efficient protocols are vital for IoT environments to enable
energy aware communication. In [21], z-wave short range wireless technology is introduced for home
automation purposes. Although it provides energy aware and cost effective communication, it does not provide
interoperability with internet protocols. As a result, remote access for the smart objects via internet is restricted.
In fact, a majority of smart things does not allow direct TCP/IP communication. Instead, they operate on
dedicated protocols such as ZigBee and Bluetooth. WoT is the ideal candidate to expose smart things through
the web to enable communication and remote accessibility. The WoT simplifies accessibility to smart things’
functionalities and represent physical world entities as traditional web services [22]. Accordingly, REST
architectural style [23] was introduced as a reference paradigm to integrate smart things into the web. Zeng et al.
presented some research works that proposed approaches to implement WoT using REST principles [24].
Fielding et al. proposed a scheme to integrate smart objects with the web, which creates a significant impact on
the state of the art. The authors suggested using REST architecture with hypertext transfer protocol (HTTP) [23].
HTTP is the de facto protocol used in RESTful applications. However, request/response structure and longer
header formats consume more processing time and memory. Hence, using HTTP directly on resource-

constrained objects is speculative and unrealistic. In addition to network resources, 10T environment should
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consider resource and energy efficiency of connected appliances. In [25], a resource aware smart home
management system was proposed to manage home resources efficiently. Similarly, a smart controller
scheduling system was proposed in [26]. The authors designed an algorithm based on dynamic programming to
control smart home operations. However, the operation mechanism changes from one person to another, which
increases the complexity of the system. Recent literature suggest integrating renewable energy sources to
facilitate energy efficient smart home services. In [27], authors proposed a scheduling mechanism for thermal
and electrical appliances. They compute energy from renewable energy sources and utilize that energy for
operating certain appliances e.g. boiler and vacuum cleaner. However, implanting renewable energy sources in

each home become less feasible due to various reasons e.g. weather conditions.

The above literature revealed important findings and existing challenges for a realistic, energy efficient, and
intelligent smart city architecture. For example, designing a holistic smart city architecture, enable real-time
processing of collected data, effective communication mode to connect smart objects and users, energy aware
network for smart city energy management are the challenges that needs to be addressed. Thence, we propose a
real-time data processing smart city architecture integrated with WoT to facilitate intelligent decision-making,

seamless communication for smart objects, and energy efficient smart city environment.

3 Proposed Scheme

The proposed smart city architecture is embedded with Big Data analytics to serve real-time data processing and
intelligent decision-making. Big Data embedded smart city is further integrated with RESTful WoT to allow
accessibility and manageability of smart devices using web standards. Consequently, smart objects become
controllable according to remote web requests. This feature has been used to manage energy utilization of smart
appliances. A smart home connected to the smart home scenario is used as an example scenario to elaborate on
energy management achieved as a result of RESTful web integration. Following sub sections provide detailed
descriptions on Big Data analytics embedded smart city architecture and service representation over RESTful

framework.

3.1 Big Data Analytics Embedded Smart City

The proposed smart city consists of four levels 1) data creation and collection level, 2) data processing and
management level, 3) event and decision management level, and 4) application level as shown in Figure 1. The
bottom layer of the architecture is liable for data generation and acquisition. The smart city framework aims to
reduce unnecessary energy consumption and traffic congestion of the city, while maximizing the quality of

health and other community services offered to urban citizens. Collection of data associated with daily
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operational tasks of the city plays a vital role in achieving afore stated goals. However, acquiring data in all
operation aspects is tedious and challenging. In order to enhance the data acquisition of smart city, large number
of sensors are deployed within the city area, in addition to other connected smart devices. Low cost and energy
efficient sensors are widely used to sense phenomenon of interest from the real world. These sensors collect
various types of data from the neighboring environment based on the deployed context e.g. smart home,
transportation system, lighting system, etc. The proposed urban 10T is covered with all possible smart devices,
sensors, and smart things, since the city becomes smarter with the expansion of connected devices [17]. Smart
homes operate with the motivation to reduce household energy consumption. All home appliances are equipped
with a ZigBee sensor to read real-time energy consumption. Similarly, ZigBee sensor is occupied in the
RESTful web integration to control smart home appliances remotely over the web. Data collected at the bottom
layer is transferred to data processing level to determine value added information. Vehicular and transportation
system collects data to reduce city traffic congestion. Sensors implanted on roadsides collect number of vehicle
entrance and departures between two points to calculate real-time traffic status at the data processing level.
Weather forecast system obtains environmental parameters and weather parameters through deployed sensors.
Collected data is transferred to the data processing level to derive intelligent forecasts. The smart city
architecture incorporates several communication technologies i.e. ZigBee, Bluetooth, Wi-Fi, and data and

cellular networks to communicate collected data to the data processing and management level.

As shown in Figurel, proposed smart city architecture utilizes multiple modalities i.e. HDFS, HBase, and
HIVE to facilitate data storing and processing demands. HDFS acts as the storage medium of the smart city as it
is the primary storage medium of Hadoop framework. Distributed nature of HDFS uplifts the performance of
MapReduce by executing analysis on smaller subsets of a larger data set. Scalability demand of Big Data
processing can be addressed with aid of HDFS. The proposed smart city occupies two nodes Hadoop cluster to
obtain better performance. Autonomous real-time intelligent decision-making requires real-time read/write
access throughout the cluster. So that, HBase is used to speed up the processing owing to its swift access
capabilities and special characteristics i.e. real-time lookups, in-memory caching, and server side programming.
Further, it supports fault tolerance, while augmenting usability. Querying and managing facility over the
enormous amount of data on Hadoop is facilitated by HIVE. HiveQL queries data on Hadoop, since SQL
querying is not possible on Hadoop. Upon storing respected data, the controls are transferred to event and

decision management level.
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Figure 1 Working of the proposed Big Data embedded smart city integration with RESTful WoT

Event and decision management level performs two tasks 1) event management and 2) decision management.
Aligning with the information received from the data processing and management level, event management
classifies processed information into two events namely, service events and resource events. Service events
control services offered by the smart city. For example, notifying urban citizens regarding street congestion is a

service event. Similarly, resource events manage resources of the smart city e.g. water and electricity
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consumption. Decision management generates intelligent decision corresponding to a particular service event.
Further, all decisions occupy a shared vocabulary (ontology) to describe intelligent decisions, in order to
facilitate efficient processing at the application level. Then, the intelligent decisions are transferred to the

application level.

Application level is the upper bound of the smart city architecture that connects with the smart gateway
enabled WoT to allow remote access to the smart city services. Exposing smart city services via the RESTful
API will be described in the next section. All smart city services corresponding to service events and resource
events are generated at the application level. This level is further divided into three layers i.e. departmental layer,
services layer, and sub-services layer to empower precise event generation. Figure 2 presents the sub layers of
the application level. Intelligent decision from the event and decision management level are unicasted to the
bottom layer of the application level (departmental layer) i.e. smart community development department, smart
traffic control department, smart healthcare department, and smart weather and meteorology department. As
mentioned previously, intelligent decisions are described in accordance with a shared vocabulary to enforce
unicasting of the decisions throughout the application level. The departmental layer ascertains high-priority
decisions and low-priority decisions. At the departmental layer, respective departments store high-priority
decisions and unicast further towards the upper layers (services and sub-services). However, the transmission of
low-priority decisions terminates at the departmental layer. Services layer components accepts decisions
forwarded from the respective department at the departmental layer e.g. smart home and waste management
components accept messages from the smart community development department. The services layer transfers
decisions to corresponding component at the sub-service layer. For example, smart home transmits decision
messages to energy management and water management components. The sub services level generates

respective smart city service to serve a specific citizen or a group of citizens.

Following example describes working of the proposed scheme for a real world scenario. Assume that sensors
implanted on roadsides observe the number of vehicles arriving and departing between two defined locations
(data creation and collection level). Collected data are transferred to the data management level via
communication mediums i.e. data networks, Wi-Fi, ZigBee, and cellular networks. Consequently, these sensed
data goes through MapReduce, HBase, and HDFS to complete processing of raw data (data processing and
management level). Event management classifies received information and create a service event. Then, the

decision management discover the corresponding intelligent decision and describe it according to the shared
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vocabulary e.g. street congestion (event and decision management level). In this regard, the decision is to notify
potential travelers about the street congestion if sensed information surpass the pre-defined threshold.
Sequentially the control transferred to the application level. Smart traffic control department at the bottom layer
of the application level (departmental layer) receives the unicasted decision message. The message is forwarded
to the corresponding service level component e.g. traffic congestion. Subsequently, alternative paths component
of the sub-service layer receives the decision message. Finally, the notification component notifies travelers
whom may enter the congested street. The smart traffic control department determines potential travelers by

checking global positioning system (GPS) destination and current positioning of the vehicle.
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Figure 2 Sub layering at the application level for event generation and processing

3.2 Service Representation via RESTful Smart Gateway

The aim of introducing WoT is to design a stable and a generic architecture that provides ubiquitous
connectivity between the smart objects and the web [14, 17]. In this section, we describe the integration of WoT
to expose smart city services via a smart gateway. Henceforth, we introduce a smart home scenario to describe
providing ubiquitous access to smart city services. Furthermore, we elaborates on energy management of smart
buildings with aid of the said smart home example. We assumed that the appliances are fixed at specific
locations within the smart home. A sensor that has a unique ID controls each appliance. Therefore, appliances
are discovered by the corresponding sensor ID. Initially, each new device registers with a sensor in the
management station (MS). Appliance registration reduces the performance deterioration cause by device

discovery process. The proposed framework always communicates with the MS to expedite the performance.
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The MS bridges household appliances with the web. RESTul API works on process management and service
presentation. Multiple requests made on the same appliance are divided into multiple processes. Each process
holds the ID of the sensor that controls the respective appliance. The processes are valid until the appliance is
functioning properly. Whenever, the appliance is broken or removed from the smart home, all related processes
will terminate autonomously. The users are allowed to access the smart home appliances remotely. They make
requests over the web and the requests are consequently redirected to the smart home MS. For example, a user
can request to view current energy consumption of the house. Worthy to note, that a smart home user can only
access the services that are registered under his/her smart home. The smart home allows multi-user
functionalities with aid of multi-processing environment, which handles multiple requests on the same
appliance. Further, RESTful API enable the smart home users to access the services from the web via its
presentation module. Smart home users can view and request for information using any web browser owing to
RESTful web integration. Each appliance is represented as a hyperlink and users can explore the desired
services by navigating across those hyperlinks. The proposed example smart home scenario is presented in
Figure 3.

Significant increase of infrastructure energy consumption has highly influenced the current smart building
architectures to introduce energy efficient mechanisms. Henceforth, we describe the unification of above stated
smart home architecture with WoT to ensure efficient energy management of the smart buildings that are
included in the proposed smart city architecture. Aforementioned smart home architecture is generalizable to all
smart buildings with slight modifications according to the context. The smart home includes a device control
unit (DCU) and MS. DCU operates in a semi-automated manner. Users manually switch on the appliances and
the DCU switches off the appliances to save energy. Switch off controls are generated by MS at the absence of
user/s. DCU is a collection of non-IP appliances and ZigBee sensors deployed in the smart home to gather
environmental parameters and to access the assigned appliances. As stated, each appliance of the smart home is
attached to a sensor to facilitate accessibility and manageability. The proposed architecture addresses energy
efficiency of both household appliances and wireless sensor network (WSN). Each ZigBee sensor is connected
to a ZigBee coordinator placed in each room and in kitchen. Coordinators are deployed to mitigate the
interference from coexistence of multiple wireless communication technologies i.e. Wi-Fi and ZigBee and
distance between sensors and MS. Interference reduction improves the energy efficiency of smart home WSN
owing to lessen packet loss and packet retransmissions. Mindful coordinator placement shrinks the impact of

distance between MS and sensors. In fact, a distant node consumes more energy to transfer a packet to the MS
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than a proximal node. However, careful deployment of coordinators in each room and the kitchen creates a
comparatively similar proximity between sensors and coordinators. Sequentially, coordinators transfer data
towards MS. Thus, improves energy efficiency of the smart home network by reducing unnecessary hops in the
data transmission. Energy consumption of an appliance depends on its functioning time. Therefore, MS records
switch on time for each appliance. DCU continuously checks on the user presence, since the proposed energy
saving mechanism is based on user behavior. Whenever, the users are not available, DCU notifies MS. The MS
notifies respective users and generate control events accordingly. Once the DCU receives the control message, it
switches off the respective appliance to reduce energy wastage. Sequentially, the MS updates appliance status

and switched off time.
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Figure 3 Proposed smart home architecture for service representation over the web

The smart city architecture is responsible for the data processing of smart buildings. However, processing all
smart building data at the city level is a tedious task. Therefore, we introduced a MS to each smart building to

control its operation. Data processing, decision-making, an event generation are embedded into the MS to avoid
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unnecessary data flow across the network and for a speedy processing. The MS incorporates an event
management system (EMS) to enable communication between users and DCU. The MS stores all records
corresponding to home energy consumption per month. At the end of the month, the MS sends a summary
report to the data processing and management level of the smart city architecture and removes data from the
local storage. Energy consumption records in the MS support smart home residents to conserve energy.
Meanwhile, historic records transferred to the Hadoop storage are used for long-term energy management
programs at the city level. Moreover, the MS is liable for the event generation of the smart building. Smart
building even generation is in two types 1) locally driven events and 2) remotely driven events. Locally driven
events are generated by the MS to minimize energy wastage of the smart home at the absence of the user.
However, the MS does not switch off the appliances immediately. It notifies the respective user and opts to
waits for S time to receive the user response as shown in figure 4. Users have the sole authority accept or reject
the event suggested by MS. Thus, the users can adjust different tasks of the appliances e.g. control the cooling of
refrigerator and air conditioner. If the MS does not receive any response from the user within S time, the MS
autonomously generates a decision aligning with the human machine interaction (HMI) module. HMI is
embedded into the MS to approve or reject the generated events considering previous user responses. Since HMI
module makes future adjustments based on the past human interactions, it assures the reliability of the decisions.
Moreover, user absence will not cause any adverse effects on the smart home operation thanks to the integration
of HMI module. Remotely driven events are generated by remote smart home users The MS receives remotely

generated events via the smart gateway.

The users can access smart home services through any web browser as a result of the service translation at
RESTful framework. Remotely controlled events include turning on/off appliances, change settings, monitoring
appliances, and monitoring energy consumption. Once the MS receives a remote user request, it immediately
executes the request and By is not involved in remotely driven event generation. Initially, the MS determines
the availability of information in storage, upon receiving the remote user request. If the information are
available, it immediately responds to the user. For example, if a user request for the status of an appliance
(on/off), the MS holds the latest information. Therefore, MS does not forward the request to the corresponding
appliance. Instead, respond to the owner of the request promptly. On the contrary, users can also request for
information that are not available in the MS. In that scenario, the MS forwards the service request to
corresponding ZigBee coordinator and Zigbee sensor. For example, an user requests for the current room

temperature of a particular area. Since the MS does not hold the latest information, it forwards the request to the
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respective sensor of that area via the coordinator. With aid of the received self-describing message, MS
identifies coordinators and sensors to route the service request. The sensor sends the response message at the
completion of service execution. Service response is wrapped as an HTTP response at the smart gateway and
send further. While, routing the response, MS updates the status and energy consumption parameters of the

respective appliance or sensor. Subsequently, the user can view requested service’s response via a web browser.
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Figure 4 Event management and communication flow for in-house controls and remote user controls
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The proposed smart home architecture occupied the web as the communication medium between remote users
and smart objects. Herein, we propose a smart gateway architecture to compensate the HTTP and TCP/IP
requirements of non-IP devices, such as ZigBee sensor, ZigBee coordinator, Bluetooth sensor, etc. The proposed
smart gateway facilitates transparent web process, while hiding the internal details of the network. The smart
gateway consists of two layers i.e. 1) transport module (TM) and 2) device service module (DSM). These two
layers collaboratively resolves services requests and service responses to facilitate seamless communication.
The proposed smart building utilizes ZigBee as the communication protocol. ZigBee is a proprietary protocol
that was developed based on IEEE 802.15.4. The DSM resolves service protocols of the non-IP appliances. In
addition, DSM maps the device functionalities to the RESTful APIs. The RESTful API architecture binds
uniform resource identifier (URI) to the functionalities of smart things. So that, the remote smart home users can
access the smart home services. Further, URI binding supports in generating self-describing service requests to
access physical devices via the MS. The MS is liable to transport the resolved user requests to the MS. Similarly,
DSM receive service responses and transform proprietary response messages to HTTP format to forward to the

web server to allow access via any web browser.

4 Results and Data Analysis

In this study, we proposed a smart city architecture that can overcome the existing drawbacks of a smart city
in terms of performance efficiency and energy efficiency. Performance improvement of the smart city highly
depends on the processing and analysis of data from previous studies that belongs to various fields e.g.
transportation, healthcare, community development, etc. Herein, we processed authentic data obtained from
various sources to confirm the performance improvement gained through embedded Big Data analytics. Dataset
information are mentioned below in Table 1. Initially, the datasets consist with fuzzy and raw data entries. We
applied MapReduce on raw data to expedite the processing of smart city data. Notably, it improves the
performance efficiency of Hadoop. Thus, Big Data analytics supports in boosting real-time data processing. In
this section, we present dataset information, simulation setup to integrate smart city components with WoT, and

results on real-time data processing and energy management of smart buildings.

4.1 Dataset Information
We analyzed datasets obtained from authentic and reliable sources. These datasets include 1) water
consumption data collected from meter readings of 61263 houses in Surrey, Canada [28], 2) city traffic, 3)

parking lot data in Aarhus City, Denmark [29], and a dataset on toxic gases and materials that has been collected
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in Aarhus City, Denmark [30]. The hazardous gases dataset was analyzed to determine ozone, carbon monoxide,

sulphar dioxide, and nitrogen dioxide gases.

Table 1 Dataset Information

Sources Dataset Size
Surrey City, Canada [28] Water Consumption 4 MB
Aarhus City, Denmark [29] Traffic Data 3.04 GB
Aarhus City, Denmark [30] Pollution Data 77.25 MB
Aarhus City, Denmark [29] Parking lots 0.20 MB

4.2 Simulation Setup for Data Processing and Smart Home Integration with WoT

Collected data were analyzed using a two node Hadoop cluster on Ubuntu 16.04 LTS having core 15 processor
and 8GB RAM. Considering the analyzed data, thresholds were defined on the output data. The thresholds are
specific to the dataset size used for the analysis. The threshold values are shown in Table 3. The smart home
architecture along with RESTful framework, MS, smart gateway, and a web server is simulated as shown in
Figure 3. The MS and the smart gateway are installed on Core I3 CPU 3.60 GHz computer. The RESTful
framework and web server were hosted in a computer with windows server 2008 operating system. We
simulated and tested the entire smart home scenario using C# programming language. Each household appliance
is attached with a ZigBee sensor. A sensor is a programming function, which follows the IEEE 802.15.4
protocol architecture for communication. In this context, we did not consider the energy consumption of sensors.
Importantly, the RESTful framework is a separate program and it is not separately installed on each sensor.
Therefore, the sensor nodes require energy only for sensing and transmitting information to the coordinator

available at the shortest distance.

Table 2 Threshold Values and Event Generation Analysis

Dataset Size Threshold T
Water Consumption 4 MB 80 Cubic Liters 11.23s
Traffic Data 3.04GB 8 vehicles 212.88s
Pollution Data 77.25 MB 80% 16.97 s
Parking lots 0.20 MB <10/parking garage 3.67s

4.3  Dataset Analysis and Processing Performance
The data were analyzed extensively to determine the expected threshold values for each dataset. These
threshold values helped us to validate the reliability of event generation of the smart city. Accordingly, we

defined a threshold value for event generation (7z), which includes time taken to process data, generate an
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event, and to notify respective user/s through the corresponding departments that are shown in Figure 2.
Experimented dataset analysis revealed that the data processing time significantly increases with larger datasets.
However, in real-world scenario data that requires real-time processing are available in streaming form.
Therefore, the processing time degradation with the data size will not have any adverse effects on the system
performance. Nevertheless, it is crucial to facilitate immediate data processing on high-speed data. The
simulation setup analyzed the datasets at the data processing and management level. In this study, we used
authentic data sets to represent data creation and collection level. Initially, we used these analyzed data to
determine threshold levels for each dataset. Secondly, we used the same data sets to validate the reliability and
performance of proposed event and decision management and application levels. The analysis results were used
to generate various events i.e. traffic intensity warnings, parking availability notifications, hazardous gas
intensity warning, etc., in order to enhance the quality of life of urban citizens. Analysis results of the datasets

are shown in Figure 5.
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Figure 5 Data analysis results for the datasets. (a) Number of vehicle at Aarhus City, Denmark (b) Empty parking lots in
various places in Aarhus, Denmark (c) Amount of pollution at different time of day in Aarhus, Denmark (d) Water usage at

different houses of Surrey, Canada

Traffic intensity warnings are sent to the travelers if the number of vehicles in a specific portion of the road
surpasses the threshold value. According to the data analysis, we defined eight as the threshold number of
vehicles as shown in Figure 5(a). Whenever the actual number of vehicles exceeds the threshold, data
processing level filters that as a valuable data forward it towards respective departments along with the
decisions made at the event and decision management level. This process consume T time with an offline
dataset, since it analyze the complete dataset. However, it is capable of generating events instantly with
streaming data. Similarly, the proposed architecture serves citizens with real-time parking data. The sensors
deployed in the parking garages updates availability of empty parking lots as shown in Figure 5(b). Citizens can
find available parking lots by checking the database instead of physical checking. Indeed, it makes the parking
process a lot more convenient. Moreover, we found that that the parking lot availability highly depends on the

number of vehicles in the city as well as on the population. Thus, having more parking lot details can improve
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the reliability and availability of service provision. In addition, the proposed smart city architecture enables a
citizen to reserve a parking lot prior reaching the destination. Further, deployed sensors immediately updates the

availability upon departure of a vehicle that has occupied a particular parking lot.

Increasing volume of the toxic gases is another major problem that arise with increasing number of vehicles,
waste production, and pollution, which causes serious health conditions of urban citizens. Hence, we analyzed
the pollutant density of Aarhus City, Denmark. The air quality sensors can obtain information regarding the
concentration levels of pollutants and hazardous gases. Figure 5(c) presents toxic gas concentration of Aarhus
City. The data processing level utilized existing data and evaluated the event generation efficiency of the
proposed smart city architecture. Pollutant dataset T; demotes the time taken for the event generation after
processing the complete data set. These actions are transmitted to users via the weather and meteorology
department. Accordingly, users are warned to be careful, while visiting polluted areas. In long term, these
precaution warnings can reduce adverse effects on health problems that are caused by toxic gases and pollutants.
Further, the proposed smart city concern on the water consumption, since excessive water usage can become a
critical problem in near future. Figure 5(d) illustrates the water consumption information of Surrey, Canada.
According to the analysis, each house consumes an average of 80000 liters of water per month. In order to
reduce excessive water consumption, we generate warning messages at the threshold. Once the water usage
reaches 80000, event and decision management level of the proposed architecture generates warning messages

and notifies the users via water management department.

The performance improvement of the proposed scheme was compared with a single node Hadoop system and
a JQuery based system. Introducing data filtration before data processing has significantly influences the data
processing time. As shown in Figure 6(a), processing of the proposed scheme has reduced remarkably compared
to other two schemes. Figure 6(b) illustrates the performance enhancement gained in terms of throughput. With
a smaller data amount, the proposed scheme produced a slightly increased throughput. However, single node
Hadoop system and JQuery based system followed an extremely slow rise in throughput with larger data amount.
Contrastingly, the proposed two node Hadoop cluster gained a rapid and steady growth with increasing data
amount. The results revealed that the proposed scheme has improved the data processing of the smart city.
Consequently, the performance improvement has supported the smart city to provide reliable services in various

contexts in a timely manner.
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Figure 6 Proposed system performance analysis. (a) System processing time analysis (b) System throughput analysis

4.4 Energy Management of Smart Buildings

Energy management of smart buildings is simulated with the smart home architecture integrated with the
WoT. Users of the smart home switch on the appliances, but the proposed web integrated energy management
scheme take care of the switching off the appliances. The proposed scheme is tested against a pure WSN
architecture and a relay based architecture. In a pure WSN, sensors deployed in the smart home directly control
the appliances. Thus, the energy consumption of the network is highly influenced by the distance between
sensors and MS. In fact, pure WSN based smart home is capable of switching off appliances when the users are
not available. Although it switch off the appliances, user preferences for a particular action is not considered.
Moreover, the pure WSN architecture does not favor the user context. Hence, pure WSN controlling is limited

to a few appliances i.e. light, heater, and air conditioner. Therefore, pure WSN services are not adequate to cater
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real-time energy management scenarios, where smart operations highly depend user preferences and behaviors.
In the case of relay based WSN, three relay sensors are used to forward data to the next available hop.
Unfortunately, these systems do not record the functioning time of the appliances. Therefore, home users are
unable to adjust the household appliance for better usage concerning the previous history of the household
appliances. In other words, these systems does not provide the functionality of smartness and thus not suitable to
use in the future WoT-based smart buildings. On the contrary, the proposed ZigBee coordinator based smart
home management system enables prior records based appliance management. Moreover, it generates

appropriate decisions, if the home user is not available or offline.

The energy consumption records of four different appliances i.e. fan, television, air conditioner, and
refrigerator are presented in Figure 7(a), 7(b), 7(c), and 7(d) respectively. The simulation results revealed that
the proposed scheme has obtained an average of 15% - 20% energy efficiency compared to existing pure WSN
and relay based smart home systems. Similarly, we analyzed the energy consumption data of all appliances for a
duration of six hours. The simulation generated random user activities. In this scenario, the system opts to wait
for B time to receive user response. If the user does not react within the defined time, previous user contexts
are utilized to execute necessary actions. Figure 8(a) illustrates the energy consumption of all household
appliances. Compared to relay based WSN and pure WSN, proposed ZigBee coordinator based WSN achieved

an average of 15% energy efficiency.
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Figure 7 Energy consumption of various household appliances. (a) Energy consumption of fan (b) Energy consumption of

television (c) Energy consumption of air conditioner (d) Energy consumption of refrigerator

We simulated a large number of service requests over the web, in order to evaluate the performance of
proposed WoT architecture under a heavy load. In general, the number of appliances of the smart home is more
than the number of smart home users. As a result, the response time for various requests is negligible. However,
we evaluated the system with less number of appliances to assure reliability and efficiency of the proposed WoT
based smart home architecture. The duration of the experiment was set to 10 minutes and tested for different
performance parameters. In the first setup, web pages are hosted on one computer, while MS and other sensors
are hosted on a separate computer. However, all three components belonged to the same network. Figure 8(b)
depicts the response time with 3, 5, and 7 sensors that are attached to household appliances. The results revealed
response time is increased with three appliances. However, the response time is decreased with increasing
number of appliances. Effects of interference is another major concern of the proposed architecture. Whenever,
the sensors reside closer to Wi-Fi access point that causes coexistence interference, which lead to transmission
failures. We divided all sensor nodes in the smart home architecture into four groups, in order to simulate the

fail transmission scenario. Sensors that are 3, 6, 9, and 12 meters apart from the Wi-Fi access point belongs to
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group A, B, C, and D respectively. High interference within 3 meters range results a higher number of failed
transmissions in group A. According to the experimented results, 10% of all attempts were failed when the
request arrival frequency is 120 requests per minute. Although group A is highly affected from interference, rest
of the groups presented a significant decrease with the increasing physical distance. Figure 8(c) illustrates fail
transmission percentage of group A operates with 3, 5, and 7 appliances that serve multiple requests. Worthy to
note that we presented the worst conditions of the proposed architecture. Thus, embedding the proposed scheme
in real-world scenario benefits the existing energy management approaches significantly. Discovery time
variation with the number of sensors is presented in Figure 8(d). Initially, all sensors are registered in the web
server via MS and ZigBee coordinator. The discovery time of the sensors increase with number of sensors that
are turned on simultaneously. Thereupon, we experimented the time consumption to discover 30 sensors
deployed in the smart home. According to the results obtained from the experiment, proposed scheme discovers
20 sensors immediately after turning on at once. The time consumed to discover 20 sensors is 19 seconds.

However, the time consumption for sensor discovery increases rapidly if 20 sensors are turned on at once.
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Figure 8 The effects of proposed WoT architecture. (a) Energy consumption analysis for all household appliances (b)

Response time analysis (c) Fail transmission analysis (d) Sensor discovery time analysis
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5 Conclusion

Transforming a conventional city into a smart city requires compatibility of connected devices, ubiquitous
access to urban services and resources, and ability to process voluminous data. Therefore, we proposed a smart
city architecture that is capable of processing colossal amount of data with aid of data filtration followed by Big
Data analytics using a Hadoop ecosystem. The smart city architecture was further extended with WoT

integration to facilitate platform compatibility and ubiquitous access to urban services.

The proposed system analyzed various types of data to present the data processing efficiency gained through the
embedded Big Data analytics. Processing time and throughput were significantly improved with the proposed
two-node Hadoop cluster at the data processing and management level of the smart city. Moreover, WoT
integration has greatly supported the energy management of smart buildings. The beauty of the proposed
scheme is it coordinates operations to minimize energy consumption according to user preferences. We
simulated a smart home scenario to evaluate the energy consumption efficacy and the impact of WoT

integration on network performance.
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Highlights

A Big Data analytics embedded smart city architecture is proposed
The proposed system integrates web with the smart control system using a smart gateway syste
The system is evaluated based on authentic data sets from various reliable data sources




