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Abstract—In recent years, how to effectively assess the electric
grid vulnerability in protecting against a malicious attack
becomes one of the most challenging cutting-edge issues to be
solved in power systems. This paper presents a framework to
analyze the vulnerability of electric grid under different attack-
defense scenarios based on the knowledge of game theory. Pure
strategy and mixed strategy Nash Equilibrium corresponding to
the attack-defense contest can be obtained by solving the payoff
matrix under different pre-defined attack-defense scenarios.
Based on the Nash Equilibrium, the vulnerability rankings of
power grid components can be obtained and the vulnerability
assessment can be conducted as well as the allocation plan of
defense fund.

Index Terms--electric grid vulnerability; game theory; Nash
equilibrium; assessment framework; defense fund allocation

I. INTRODUCTION

Electric grid is one of the most important infrastructures of
a country and is critical for the functioning of a society and its
economy. The rapid development of modern power system
along with the increasing of load demand all over the world
since the 21st century has made the electric grid more stressed
and vulnerable. From the United States and Canada blackouts
happened in 2003, to the India blackout recently, the
cascading failures of power system impel people to focus on
power system vulnerability assessment issue further. To make
power system more resilient to disruptions, electrical
engineers and scientists evaluate the failure probability of
components in the power system and place more surveillance,
protection, and backups to those which have larger
probability to fail and have more serious failure impacts
according to security criteria. Those criteria, like the famous
n-1 criterion [1] and high risk n-k contingency identification
[2], are used to defense electric grid against random accidents
or acts of nature.

However, with terrorism issues appear more severe
around the world, electric grid may become the attack object
of terrorists, which are considered as fully intelligent and
strategic attackers. They tend to choose those targets with low
failure probability so that they have less protection, but
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whose malfunction can cause huge impacts. Accordingly
under the scenario of deliberate attacks, the traditional
electric grid vulnerability assessment methods may no longer
stand. In this situation, terrorists have limited resources and
allocate those resources on different components of electric
grid to launch malicious attack so they can reach their
maximum expectations. Meanwhile, the power system
operators try their bests to protect against the potential
attacks. The acts of both the terrorists and the operators will
affect the final results. Thereupon, the interaction between
them becomes a game, which can be analyzed by game
theory [3].

J. Salmeron et al. [4] firstly proposed a bilevel model to
analyze the vulnerability of power system by setting the
maximum damage plan for the terrorist. Later, J. M. Arroyo
et al. [5] improved the bilevel model as a single level model,
and further converted to a single linear programming model
[6]. J. M. Arroyo et al. [7] summarized the bilevel
programming vulnerability assessment method. A. .
Holmgren et al. [8] firstly introduced the knowledge of game
theory into finding defense plan against attack for electric
grid by solving zero-sum game’s pure strategy Nash
Equilibrium and found that there is no dominant defense
strategy. Guo Chen et al. [9] focused on dynamic game of
complete information and explored reliable strategies. Natalia
Romero et al. [10] proposed a three-level optimization model
in the case of dynamic game of complete information. Ettore
Bompard et al. [11] simulated an attack and defense situation,
in which the attacker and the defender can only choose one or
two transmission lines to allocate their resources, and solved
the mixed strategy Nash Equilibrium. Most of existing
references that apply knowledge of game theory are confined
to certain game situation which is either the type of game or
the strategies players can choose.

In this paper, a much more generalized framework for
electric grid vulnerability assessment using game theory is
presented. It is applicable in different types of game and on
different kinds of players. Furthermore, the proposed
framework can be extended quite easily according to various
situations that are not discussed in this paper.
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The rest of this paper is organized as follows. Section II
describes the mathematical game model of the attack and
defense situation in electric grid. Section III discusses the
strategies of electric attacker and defender in different games,
which show the optimal allocation plan of defense funds. The
method to assess the electric grid vulnerability under attack-
defense scenario is given in Section IV, while the numerical
examples are presented in Section V. The conclusion remarks
are drawn in Section VI.

II. ATTACK-DEFENSE MODEL

This section will describe the mathematical game model
of the attack and defense situation in electric grid. The model
presented in this section is inspired and improved from [8]
and [9]. The attacker and the defender in the improved model
both have enough flexibility to allocate their resources which
are much more real and can reflect electric grid components’
true vulnerability.

In this paper, we treat the interaction between the attacker
and the defender of the electric grid as a game, in which both
players tend to choose the best strategy to gain maximum
payoff.

A.  Strategy

Consider an electric grid with N components, which
include generators, transmission lines, transformers, etc.

The terrorist, who is named as attacker, has limited
resources which might be weapons, manpower resources,
techniques, etc. Here, we denote the amount of resources of
attacker as parameter 4. The attacker has a set of strategies
defined as I, which has K, elements:

Ia = {Sa,wsa,za"'asa,l(,} (1)
Each of the elements in I, is a strategy which the attacker
can select to allocate his resources:

Sa’j =(a azvj,...,aNJ) ,

@)

where j=(1,2,...,K,) and a;; stands for the amount of resources
that the attacker invests on components i (i=1,2,....,N) in
strategy j:

1,j°

N
24, =4 )
i=1

The power system operator, who is named as defender,
has limited resources as well which include monitors,
policemen, backups, etc. Here we denote the resources of
operator as parameter D. The defender has a set of strategies
defined as I3 which has K, elements:

Id = {Sd,l’sd,Z""9Sd.Kd} 4)

Each of the elements in I, is a strategy which the defender
can select to allocate his resources:

So; =(d, ud,;ndy,) (5)

where j=(1,2,...,K,) and d;; stands for the amount of resources
that the defender invests on components i (i=1,2,...,N) in
strategy j:

(6)

The allocation strategies of attacker and defender affect
the failure probability of component i, which is defined as p;.
The more attacker invests resources on component i, the more
likely the component i is going to stop working, while on the
other hand the defender’s investment on component i
decreases the failure probability:

pi=f(a,d), (7

where function f'varies in different attack-defense scenarios.

B.  Payoff

After one game, every player in the game gets their
payoff, which is decided by the strategies of all the players
took.

In the case of electric grid attack and defense, the payoff
of the attacker varies with different types of terrorists. There
are attackers whose purpose is to maximize the expected loss
U. There are also attackers who want to maximize the
probability that the expected loss U goes beyond a threshold
Upin, SO their payoff is P(U>u,,;,), etc. [8]. The defenders can
have different goals as well. For instance, they may want the
expected loss of load U to be as little as possible, or the
fastest process of recovery, etc. They have various payoffs
accordingly.

When an electric grid is attacked, it may collapse with
different consequences involving loss of load, social panic
and disorder, destruction of infrastructures, economic losses,
etc. In this paper, we consider the loss of load after attack as
the consequence. Attacker can regard the loss of load as his
payoff while the payoff of the defender is the negative loss of
load. In this situation, their interaction forms a zero-sum
game.

1) Minimum Loss of Load: When the components of the
electric grid fail due to malicious attack, it may cause the loss
of load. We apply dc power flow model to calculate the loss
of load. The objective is to minimize the total losses of load,
which is described as parameter mLS(z), and solved by the
linear optimization function /inprog in MATLAB™.

2) Recovery Time: After attack, it takes time, which is
defined as T;, for the malfunctioned component i to recover.
The longer it takes, the bigger the total losses the electric grid
will have to bear. The minimum loss of load mLS(z) changes
from time to time as the components starting to fix. We
define the total losses of load in an electric grid as parameter
v, then we have:

max(7;)
y= j mLS(t)- dt

0

®)

3) Expected Loss: Since the failure of a component after
a malicious attack is a probability event, the loss of load



should be stochastic as well. Here, we define parameter U as
the expected loss. If only one component is attacked, say
component No. 1, and then we have:

)

where y; stands for the total losses of load after component
No. 1 is attacked and destroyed. If there were two of the
components, say component No. 1 and No. 2, and then:

U=py>

(10)

where y;, stands for the total losses of load after component
No. 1 is attacked and destroyed.

U'= Py, +p(l=p)y+(0=-p)p,y,,

When more than 2 components were attacked, we can get
the expected loss U in the same way [8].

III. VULNERABILITY ASSESSMENT

In this section, we will discuss how to assess the
vulnerability of electric grid under attack-defense
circumstance.

A.  Scenario Setting

The first step of vulnerability assessment is to set the
attack-defense scenario, which involves resources 4 and D, set
of strategies I, and I, information, order, payoffs, etc. Then
we get the payoff matrix between the attacker and the
defender.

B.  Payoff Matrix

After the setting of attack-defense scenario, we can
calculate the payoffs under different combinations of S,; and
Sqj and get the payoff matrix, defined as parameter Z.

C. Nash Equilibrium

By solving the payoff matrix Z, we can get the mixed
strategy Nash Equilibrium (including Pure Nash Equilibrium)
of the game:

m __ m m m
spa - {spu’] 9spu’29"'9spu,l(a}

K

a

ZSPZ[ZI b

i=1

0<sp, <1

(11)

m __ m m m
SPy = {Spd,ﬂspd,Z’“"Spd,Kd}

Ky

> spy, =1 :

i=1

(12)

0<sp;, <1

where sp;; stands for the probability that attacker may use

strategy S,; on the Nash Equilibrium point m, and sp};
stands for the probability that defender may use strategy Sq;

on the Nash Equilibrium point .

There may exist more than one Nash Equilibrium point
(m=1, 2, 3, ..., H) and they should all be taken into account
during analysis.

D. Vulnerability Assessment

We define the concept of vulnerability of electric grid as
follows: the more resources the attacker and the defender
invest on, the more vulnerable the component is. Since the
mixed Nash Equilibrium involves probability, here we use
weighted average method to calculate the total investment.

1) Game of incomplete information: In the game of
incomplete information, for example the defender is not clear
about how many resources the attacker has, so unlike game of
complete information there exists a set of possible game
scenarios G for the defender. If the defender wants to assess
the vulnerability of components and deploys defending
strategies, he will have to take all the possible game senarios
into account.

Consider one game scenario g (g€ G), For component i,
we define its total attacking investment as follows:

0 K,
PRI
spa,n ai,/z

m=1 n=1

Fi* =
‘ H

; (13)
where H stands for the number of Nash Equilibrium point and
K, stands for the number of strategies the attacker can take. In
the same way, we define its total defending investment in one
game g as follows:

H Ky
Zzsp:’zn ’ di,n
i,g _ m=l n=l

F, 7 (14)
According to the definition of vulnerability in this paper,
the next step is to consider both the attacking investment and
the defending investment together. Because the investments
of attacker and defender may not have comparability, the
only thing we care is their rankings. We define function R as
the ranking function when the larger number, the lower the
ranking, thus the smaller the indicator, the higher vulnerable
component is. We define the vulnerability indicator of

component i in game of incomplete information as:

V' =RY [ RR(F*)+R(F;*))],

geG

(15)

and the smaller V" is, the more likely component i is to become
the target of attacker and need more defending. Based on sort
sequence of V', we can obtain the vulnerability ranking of
components.

2) Game of complete information: In the case of complete
information, G only has a single element and (15) can be
rewritten as:

V' =R(R(F))+R(F})) (16)

3) Game of different orders: Order means the sequence

that the attacker or the defender settles their strategy. Either
the defender settles his strategy first and then the attacker
settles his strategy correspondingly, which is studied in [9], or
they settle their strategies at the same time. If the attacker
takes the first move then it makes no sense for the defender to
decide his strategy, since the electric grid would be destroyed



already. Game of both orders can be analyzed by the
framework proposed in this paper.

The flow chart of proposed vulnerability assessment
framework is shown in Fig. 1.

Scenario Setting: Information,
Order, Resource, etc.

] l

Calculate Payoff Matrix

l Y
Solve Nash Equilibrium
N |
Calculate Investment:
Weighted Average

Vulnerability Indicator

Vulnerability Ranking

All Possible
Scenarios
Considered?

Figure 1. Flow chart of vulnerability assessment framework

IV. APPLICATION EXAMPLE

For simplicity, we choose a small electric grid as shown
in Fig. 2 with 5 generators and 6 transmission lines for case
studies.

170MW

Bus 2

Bus 5

30MW

Figure 2. Single line diagram of test system

The corresponding parameters are given in Table [ .

TABLE I . PARAMETERS OF TEST SYSTEM

Generator Capacity(MW) 0~150

Transmission Line Thermal Capacity Limits(MW) 100

The scenario settings are as follows, which is inspired and
improved from [9]:

1) Target: For simplicity, the attacker will only attack the
transmission lines. Accordingly the defender only has to
defend transmission lines.

2) Resources: Both attacker and defender have resources
called ‘unit’, but the unit of attacker and the unit of defender
can represent different types of resources. To ensure that the
Nash Equilibrium exists, the allocation of resources is
discrete, and the smallest investment is 1 unit.

3) Failure Probability: Consider the marginal decrease
of investment, we define the failure probability of every
transmission line as follows:

T (7)
¢ ta, c,+d,

i

and for simplicity, we set c;=c,=1 during analysis.

4) Recovery Time: The recovery time T is equal to the
number of transmission lines that are destroyed, and all the
destroyed ones are repaired at the same time, i.e.:

y=mLS-T (18)
5) Type of game: The static game is considered during
simulations.

6) Payoff: The attacker wants to maximize the loss of
load while the defender wants to minimize it, which makes a
Zero-sum game.

According to the assessment framework mentioned in the
previous section, we calculate the vulnerability indicator V' of
every transmission line under different game scenarios, i.e.
different combinations of attack-defense resources. The result
is shown in Fig.3, from which we can get the vulnerability
assessment under different games of complete information. It
can be seen that there are several crossover points, which
indicates that the vulnerability indicator of a transmission line
varies to different attack-defense scenarios.

Consider a type of incomplete game, in which the
defender is not clear about how many resources the attacker
has, but only knows the range. We hold defense resource
unchanged, and let attack resource vary from 2 to 6, and at
the same time, add the indicators together according to (15).
The results are shown in Fig. 4. Fig. 4 is a guide for the
operators about how to defense the electric grid when they
are not sure how many resources the attackers have, which is
called an incomplete information game. It should be noticed
that lines in Fig. 4 are quite steady and do not go up and
down like in Fig. 3, which can reflect the vulnerability
ranking of transmission lines in multiple scenarios and gives
us a more reliable ranking.

At last, we can add up every transmission line’s
vulnerability indicator in Fig. 4 and gain the overall ranking
of vulnerability which is given in Table II. Although there is
no completely dominant defense strategy, as discussed in [8],
the proposed frame work still can conduct the assessment and
obtain the vulnerability ranking of components as shown in
Fig. 4 and Table II, which can be referred to when deploying
defense strategies.



It should be noticed that in this paper, we just only
consider the static game and the resources varying from 2

units to 6 units. Other types of game can be evaluated in the
same framework easily via only changing the payoff matrix.
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Figure 4. Vulnerability indicator under different defense resources when
attack resources vary from 2 to 6

V. CONCLUSION

The vulnerability assessment has become one of the
most important issues and topics to prevent the electric grid
from cascading blackouts in recent years. This paper
presents a generalized frame work to assess the vulnerability
of electric grid under attack-defense scenario using the
knowledge of game theory. The frame work can be used to
calculate the wvulnerability rankings of components in
various types of game including game of complete
information, incomplete information, etc., as shown in the
application example. Although there is no completely
dominant defense strategy as found in [8], the vulnerability
rankings resulted from the frame work in this paper can give
the operators of the power system a reference involving how
to defend the electric grid against antagonistic attacks.
Especially, it is very easy to extend the proposed framework
for vulnerability assessment of electric grid according to
different cases.
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