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Steganography is the art and science of hiding data into information. The secret message is hidden in such
a way that no one can apart from the sender or the intended recipient. The least significant bit (LSB) sub-
stitution mechanism is the most common steganographic technique for embedding a secret message in
an image with high capacity, while the human visual system (HVS) would be unable to notice the hidden
message in the cover image. In this paper, besides employing the LSB substitution technique as a funda-
mental stage, we take advantage of edge detection technique. The experimental results show that the
proposed scheme not only achieves high embedding capacity but also enhances the quality of the stego
image from the HVS by an edge detection technique. Moreover, based on that the secret message is
replaced with different LSBs, our scheme can effectively resist the image steganalysis.

� 2009 Elsevier Ltd. All rights reserved.
1. Introduction

In the fields of information hiding, there is a visual require-
ments model, which is called magic triangle, given in Fig. 1
(Johnson, Duric, & Jajodia, 2001). The first requirement, called
capacity or also embedding payload, is determined by the number
of secret bits embedded in each cover pixel. A higher capacity
allows much more the secret data to be inserted into the cover im-
age. The second requirement, named imperceptibility, is usually
calculated by peak signal-to-noise ratio (PSNR). When the differ-
ence between the cover image and the stego image is small, the
PSNR value is high. Thus, the stego image quality is considered to
be good with the imperceptibility is high. The last requirement
called robustness which prevents the secret data from being at-
tacked or stolen. Obviously, Fig. 1 is a convenient model for a visual
representation of the required trade-offs between the capacity of
the embedded data and the robustness to certain attacks, while
keeping the perceptual quality of the stego image at an acceptable
level.

Steganography is a technique which is used to transmit a secret
message under the cover of digital media such as images. It first
pays much more attention on embedding payload rather than
robustness against intentional attacks compared with watermark
which is used to protect the copyright. Moreover, imperceptibility,
which is the second requirement, is carefully considered in the ste-
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ganography algorithms. Thus, an effective steganography scheme
should not cause any perceptible distortion and have to achieve
high capacity as well.

In most steganographic techniques, although only the most
insignificant components are altered, many analytical techniques
can reveal existence of the hidden message by detecting statistical
difference between the cover and stego objects. The following two
measures may be taken in developing steganographic schemes to
combat steganalysis:

(1) Avoid conspicuous parts when embedding messages into the
cover.

(2) Improve embedding efficiency, i.e., embed more information
per modification to the cover data.

This paper carefully regards to first two requirements described
in Fig. 1 and both above measures. To achieve this goal, in this pa-
per, we proposed a very simple and effective method that based on
the LSB technique in combining with the edge detection mecha-
nism. The LSB steganography, that replaces the LSBs of the cover
image by the secret message, is a widely used technique with
low computational complexity and high insertion capacity (Bend-
er, Gruhl, Morimoto, & Lu, 1996; Böhme, & Westfeld, 2004; Farid,
2002; Fridrich, 2003). Although it has good perceptual transpar-
ency, it is vulnerable to steganalysis which is based on the statisti-
cal analysis. Many other steganography algorithms have been
developed such as spread spectrum embedding. But the embed-
ding capacity is not satisfied. To develop a new LSB steganography
algorithm that can against statistical analysis, we apply the edge
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Fig. 1. Magic triangle-three requirements model.
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detection mechanism in this proposed scheme. In each cover pixel,
this mechanism allows selecting various numbers of LSBs which
are used to replace with the secret message. Moreover, this mech-
anism helps improving not only the quality of the stego image but
also the embedding payload.

Noticeably, the advantage and strength of our scheme is ob-
tained by the edge detection. Thus, to exploit as many edge pixels
as possible in the cover image, we use the combination of a fuzzy
edge detector and a canny edge detector. The first edge detector
helps detecting a large number of edge pixels in an image to pro-
vide clear and thick edge images. The second detector is designed
to be an optimal edge detector which is considered as the most rig-
orously defined operator and is widely used. Moreover, the Canny
edge detector can be attributed to its optimality according to the
three criteria of good detection, good localization, and single re-
sponse to an edge.

This paper is organized as follows: In Section 2, the techniques
of the classic LSB steganography, the fuzzy edge detection and the
Canny edge detection are reviewed. In Section 3, we give a detailed
description of the embedding and decoding phases while paying
close attention to implementation issues. Section 4 shows the
experimental results and analyzes the anti-statistical-detection
ability of our scheme. Finally, Section 5 is our conclusion.
2. Related works

2.1. The classic LSB steganography

In the classic LSB steganography, the secret message is consid-
ered to be a bit stream and is embedded into the cover image by
replacing the LSBs of the cover image with the secret message. Con-
sider an 8-bit grayscale bitmap image where each pixel is presented
by a byte corresponding to a grayscale value. Suppose the first three
pixels {P1, P2, P3} of the original image have the following grayscale
values: [1 1 0 1 0 0 1 0], [0 1 0 0 1 0 1 0] and [1 0 0 1 0 1 1 1],
respectively. To hide the secret message S whose binary value is
1 0 0, we replace the LSBs of P1, P2, P3 with bit stream S. These stego
Fig. 2. The cover image and the stego image.
pixels P1, P2 and P3 have the following new grayscale values:
[1 1 0 1 0 0 1 1], [0 1 0 0 1 0 1 0] and [1 0 0 1 0 1 1 0]. Fig. 2b shows
the stego image which is created by replacing one LSB in each pixel
of the cover image (Fig. 2a) with the secret message ‘‘Computer Sci-
ences” embedded.

Obviously, the difference between the cover image and the ste-
go image is hardly noticeable to the human eye. For increasing the
embedding capacity, two or more LSBs in each pixel can be used to
embed messages. However, there is a trade-off between the
embedding payload and the quality of the stego image. The Fig. 3
demonstrates quality of the stego image when the number of LSBs
called n are chosen from 1 to 5 and the cover image Lena sized is
128 � 128.

2.2. Edge detector

An edge is characterized by significant dissimilarity in gray lev-
els being used to indicate the boundary between two regions in an
image fragment. Edge detection is a significant area of the image
processing and machine vision due to the fact that edges are con-
sidered to be the important features for analyzing the most essen-
tial information contained in images. Many classical edge
operators such as Sobel, Prewitt, Laplacian and Canny operators
are already available in the literature (Sonka, Hlavac, & Boyle,
1999). Among these edge detection methods proposed so far, the
Canny edge detector is considered the most rigorously defined
operator and is widely used. The popularity of the Canny edge
detector can be attributed to its optimality according to the three
criteria of good detection, good localization, and single response
to an edge. It also has a rather simple approximate implementa-
tion, which is the subject of this paper.

Furthermore, in recent years, fuzzy techniques have also been
used to develop new methods for edge detection due to the flexi-
bility in dealing with the ambiguity and vagueness often present
in digital images. Several fuzzy reasoning/inference and logic-
based edge detection techniques have been reported (Kuo, Lee, &
Liu, 1997; Russo, 1998; Tao, Thompson, & Taur, 1993; Tizhoosh,
2002). The proposed techniques, which are based on fuzzy reason-
ing/inference and logic, are flexible and robust, but are generally
very expensive in computing in comparison to the classical meth-
ods. We use a simple fuzzy complement edge operator capable of
detecting a large number of edge pixels in an image to provide
clear and sharp edge images with less computational effort
(Westfeld, & Pfitzmann, 1999).

With the combination of the Canny edge detector and the fuzzy
edge detector, we can achieve many more edge pixels than if we
had used either edge detector individually. The details of the fuzzy
edge detector and the Canny edge detector are described in the
following sub-sections.

2.2.1. Fuzzy edge detector
The details of the edge operator based on the fuzzy complement

is briefly presented as follows with the assumption that X is an im-
age of dimension W � H, and all the pixels in X are gray level from
0 to L (i.e., xmn e [0, L]):

Step 1: Obtain the membership grade value lmn at position (m, n).

The image X is first transformed into an array F of fuzzy single-
tons, lmn e [0, 1] with m e [1, W] and n e [1, H]. Note that in this
domain, each value lmn is called membership grade and indicates
the degree of brightness of each pixel. The array F is a union of all
lmn’s and is determined as follows:

F ¼ [
W

m¼1
[
H

n¼1
lmn ð1Þ



Fig. 3. The quality of the stego image when the number of LSBs changes from 1 to 5.
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Let x be the biggest gray scale value in image X. Since all pixel values
in image X have values of less than or equal to x, x is obviously not
larger than L. The membership grade value is obtained by a simple
normalization Eq. (2):

lmn ¼
xmn

x
ð2Þ

Step 2: Determine the degree of edginess lmn at position (m, n).

The simplest way to define a fuzzy edge detector is the determi-
nation of a proper membership function lmn for each pixel xmn at
the position (m, n) with a surrounding w � w spatial window
(Amarunnishad, Govindan, & Mathew, 2008). To do this, we need
to sub-divide the image X into overlapping w � w blocks. Let W
(m, n) be a w � w window, where xmn is a center pixel.

Employing the fuzzy complement, the membership function
can be defined for window w � w as:

�lmn ¼min 1;
s
w

X
i

X
j

minðlij;1� lijÞ
p

 !1=p

ð3Þ

or

�lmn ¼min 1;
s
w

X
i

X
j

lij � ðlij;1� lijÞ
p

 !1=p

ð4Þ

In this situation, the membership grade value lmn is locally calcu-
lated inside each window w � w:

lmn ¼
maxðxijÞ �minðxijÞji; j 2 ½1;w�
� �

x
ð5Þ

where s
w is the scaling factor and lij is calculated by Eq. (2). Based on

the experimental results, to attain the goal of high visual quality
edge image, and to ensure a large number of detected edge pixels,
Amarunnishad et al. (2008) suggested that the values of ‘s’ and
the window size ‘w’ shall be 9 and 3, respectively.
Fig. 4. The edge images are generat
Step 3: Obtain the edge image.
Let us assume that F0 is an image containing all edges of image F
in fuzzy domain. The image F0 is also an array of fuzzy singleton
lmn and is determined as in Eq. (6).

F 0 ¼ [
M

m¼1
[
N

n¼1
�lmn ð6Þ

In order to highlight the performance of the fuzzy edge detector, the
experimental results of the test images ‘‘Tiffany”, ‘‘Lena”, ‘‘Pepper”,
‘‘Building” are considered. Fig. 4 shows the visual quality of the edge
images and the number of edge pixels which are generated by the
fuzzy edge detector with index ‘p’ equal 1.

2.2.2. Canny edge detector
The Canny edge operator has three characteristics (Nanning,

1998): (1) No important edges should be missed, and there should
be no false edges, while the error detection rate should be kept
low. (2) The distance between the actual and located position of
the edge should be minimal. (3) There is only one response to a sin-
gle edge.

The Canny edge detector is widely used in computer vision to
locate sharp intensity changes and to find the object boundaries
in an image. The Canny edge detector classifies a pixel as an edge
if the gradient magnitude of the pixel is greater than those of the
pixels on both sides of it in the direction of maximum intensity
change. A typical implementation of the Canny edge detector
(Trucco, & Verri, 1998; Jain, Kasturi, & Schunck, 1995) follows the
following steps:

Step 1: The image is first smoothed by the Gaussian filter mask.
At the beginning, we divide the image into a set of blocks.
The size of each block is equal to the size of the Gaussian
filter mask. The mask is applied in the image by convolu-
tion operation.
ed by the fuzzy edge detector.
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Step 2: Determine gradient magnitude and gradient direction of
each pixel. This step is done by using the Sobel operators.
Basically, we use 2-D spatial gradient in which Gx and Gy

is defined as follows:
Gx ¼
�1 0 1
�2 0 2
�1 0 1

2
64

3
75: Gy ¼

1 2 1
0 0 0
�1 �2 �1

2
64

3
75:
Fig. 5. The edge images are generat

Fig. 6. The edge images are generat
Step 3: If the gradient magnitude at a pixel is greater than those
of its neighbors in the gradient direction, mark the pixel
as an edge. Otherwise, mark the pixel as the background.

Step 4: Remove the weak edges by hysteresis threshold.

In order to highlight the performance of the Canny edge detec-
tor, the experimental results of the test images ‘‘Tiffany”, ‘‘Lena”,
‘‘Pepper” and ‘‘Building” are considered. Fig. 5 shows the visual
ed by the Canny edge detector.

ed by the hybrid edge detector.
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quality of the edge images and the number of edge pixels which
are generated by the Canny edge detector.

2.2.3. Hybrid edge detector
In this sub-section, a hybrid edge detector is constructed by a

combination of the fuzzy edge detector and the Canny edge detec-
tor. Let us denote the grayscale image, the edge image generated
by the fuzzy edge detector and the edge image generated by the
Canny edge detector as I, I1 and I2, respectively. The edge image
which is generated by the hybrid edge detector is called I0. Herein,
I0 is determined by performing the OR operation in I1 and I2. This
combination not only increases the number of edge pixels, but also
clearly and precisely finds the object boundaries in the image.
Fig. 6 shows the edge images and the number of edge pixels which
are created from this strategy.

Obviously, the object boundaries achieved by our hybrid edge
detector are more clear and precise than those obtained by either
individual edge detector. Moreover, our scheme produces a greater
number of edge pixels than the two edge detectors.
3. Proposed scheme

In this section, a novel LSB steganography scheme, which uses
hybrid edge detection, is thoroughly presented. Like other data
hiding schemes, the proposed scheme consists of two procedures:
the embedding procedure and the extracting procedure.

3.1. Embedding procedure

This procedure contains three phases, and the flowchart of
these phases is illustrated in Fig. 7.

Phase 1: Applying the hybrid edge detector, we obtain the edge
image I0 from the grayscale image I.
Fig. 7. Flowchart of the embedding procedure.

Fig. 8. The detail
Phase 2: Divide the edge image I0 into a set of blocks. Each block
contains n pixels and is called n-pixel block. The n pixels are in-
dexed as P1, P2, . . . , Pn. Herein, we use P1 to store the status of
the remaining pixels. The status of each pixel, Pi, is defined as ‘1’
if Pi is an edge pixel. Otherwise, the status of each pixel, Pi, is de-
fined as ‘0’. The status of pixels from P2 to Pn is stored inside P1

by an LSBs substitution operation.
For example, take a block A = [P1, P2, P3], with n = 3. In this

example, assume that P1 and P3 are edge pixels. Thus, the status
of the pixels P2 and P3 is ‘01’. And, we will replace two LSBs in
the pixel P1 with‘01’.

In this phase, whether a pixel is considered to be an edge pixel
or not is based on the edge image. This edge image is created in
Phase 1 using the hybrid edge detector.

In our approach, pixel P1 is considered to be the index of n-pixel
block. Because the values of the LSBs in P1 are changed by the sta-
tus of pixels P2, P3, . . . , Pn, the length of block is carefully consid-
ered. If there are n pixels in each block, we need to use (n � 1)
bits to represent the status of the pixels P2, P3, . . . , Pn. Thus, we
need to change (n � 1) LSBs in the pixel P1. To preserve the quality
of pixel P1 as well as to increase the embedding payload, based on
the experimental results, we suggest assigning the values of n as 3,
4 or 5.

Phase 3: To embed the secret message bits into an n-pixel block,
we separate the n-pixel block into two categories corresponding to
non-edge pixels category and edge pixels category. Each cover pix-
el in the first category contains ‘x’ secret message bits using the
LSBs substitution technique. Each cover pixel in the second cate-
gory contains ‘y’ secret message bits using the LSBs substitution
technique. Obviously, to maintain the quality of the stego image,
the value of x here is 1 or 2, as usual. The experimental results
show that we can choose the value of ‘y’ as 3, 4, or 5 without caus-
ing any perceptible distortion. This phase can be explained using
the Fig. 8.

For example, let us consider an image A having four pixels as
{[1 0 1 0 1 0 1 0], [1 0 0 0 0 0 0 0], [1 1 1 1 1 1 0 0], [0 0 0 0 1 1 1 1]}
corresponding to P1, P2, P3 and P4 with the secret message
S = ‘0 1 1 0 1 0 1’. The image A is considered to be a four-pixel
block.

Let us assume that based on the hybrid edge detector, we deter-
mine that P2 and P4 are edge pixels. Obviously, the status of P2, P3

and P4 is ‘101’. Replace 3 LSBs in pixel P1 with ‘101’. Thus, the pixel
P1 receives the new value of [1 0 1 0 1 1 0 1] and becomes pixel P01.

Let us assume that the values of parameters ‘x’ and ‘y’ are 1 and
3, respectively. Herein, we replace three LSBs in pixel P2 with three
secret message bits. Also, we replace one LSB in pixel P3 with one
secret message bit. Similarly, we replace three LSBs in pixel P4 with
three secret message bits. The new values of pixels P2, P3 and P4 are
[1 0 0 0 0 0 1 1], [1 1 1 1 1 1 0 0] and [0 0 0 0 1 1 0 1], respectively.
Thus, the new value of the image A, which is called stego image
A0, is {[1 0 1 0 1 1 0 1], [1 0 0 0 0 0 1 1], [1 1 1 1 1 1 0 0], [0 0 0 0 1
1 0 1]}.

The entire embedding procedure in this example can be repre-
sented in the Fig. 9.
s of Phase 3.



Fig. 11. Four 128 � 128 grayscale images.

Fig. 9. Example of the embedding procedure.
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3.2. Extracting procedure

The flowchart of this extracting procedure, having two phases,
is illustrated in Fig. 10.

Phase 1: Similar to the dividing operation presented in the pre-
vious procedure. Here, we divide the stego image into a set of
blocks, each block contains n pixels and is called n-pixel block.
The n pixels in each block are indexed as P01; P

0
2; . . . ; P0n.

Phase 2: Based on the (n � 1) LSBs in pixel P01, we obtain the sta-
tus of the remaining pixels from P02 to P0n. From this status value, we
can identify two categories corresponding to the non-edge pixels
category and the edge pixels category. To extract the secret mes-
sage bits, we get y LSBs from the first category and x LSBs from
the second category. The secret message is generated by appending
all of the LSBs from the above two categories.

For example, take a stego image A0 having four pixels as
{[1 0 1 0 1 1 0 1], [1 0 0 0 0 0 1 1], [1 1 1 1 1 1 0 0], [0 0 0 0 1 1 0 1]}
corresponding to four pixels P01; P

0
2; P

0
3 and P04.

Obtain (n � 1) = 3 LSBs in the first pixel, we get three bits as
‘1 0 1’. Thus the second and the fourth pixels are edge pixels.
And, the third pixel is a non-edge pixel. Based on the assumption
of the embedding procedure, we will extract three LSBs from the
pixel P02 and the pixel P04. Also, we extract one LSB from the pixel
P03. The extracted bits from the pixel P02 are ‘0 1 1’. The extracted
bit from the pixel P03 is ‘0’. The extracted bits from the pixel P04
are ‘1 0 1’. Be appending these extracted bits, we obtain the secret
message as ‘0 0 1 0 1 0 1’.
4. Experimental results and analysis

The experimental results presented in this section demonstrate
the performance of our proposed scheme. To conduct our experi-
ments, we used four 128 � 128 grayscale images, ‘‘Tiffany”, ‘‘Lena”,
‘‘Pepper” and ‘‘Building”. These test images are shown in Fig. 11.
Fig. 10. The flowchart of the extracting procedure.
The stego image quality is considered from two viewpoints.
First, we use the peak signal-to-noise ratio (PSNR) measurement
to evaluate the difference between the stego and cover images.
Second, we compare the quality of the stego image to that of the
cover image as seen by the human visual system (HVS).

The PSNR formula is defined as:

PSNR ¼ 10� log10
2552

MSE
ðdBÞ ð7Þ

where MSE is the mean square error between the cover and stego
images. For a cover image whose width and height are W and H,
MSE is defined as

MSE ¼ 1
W � H

XW
i¼1

XH

j¼1

ðIij � I0ijÞ
2 ð8Þ

where Iij and I0ij are the pixel values of the cover and stego images,
respectively. A higher PSNR indicates that the quality of the stego
image is better and that it is more similar to the cover image.

Table 1 shows the quality of the stego image generated by our
proposed scheme in the case that: (1) we replace one LSB in each



Table 1
The performance of our scheme on 128 � 128 Lena when x = 1, n = 2 and y P 1.

x = 1, n = 2

y 1 2 3 4 5 6

Stego image

PSNR = 51.1 dB PSNR = 50.0 dB PSNR = 47.1 dB PSNR = 42.3 dB PSNR = 36.9 dB PSNR = 31.3 dB
Payload 0.5 bpp 0.575 bpp 0.65 bpp 0.73 bpp 0.80 bpp 0.87 bpp
Ratio (8192 bits) (9427 bits) (10,662 bits) (11,897 bits) (13,132 bits) (14,367 bits)

Table 2
The stego image quality with the classic LSB steganography scheme.

x 1 2 3 4 5 6

Stego image
Tiffany

PSNR = 51.1 dB PSNR = 44.7 dB PSNR = 37.9 dB PSNR = 31.8 dB PSNR = 25.0 dB PSNR = 18.5 dB

Stego image
Lena

PSNR = 51.1 dB PSNR = 44.1 dB PSNR = 38.0 dB PSNR = 31.9 dB PSNR = 25.7 dB PSNR = 19.8 dB

Stego image
Pepper

PSNR = 51.2 dB PSNR = 44.3 dB PSNR = 37.9 dB PSNR = 31.2 dB PSNR = 25.8 dB PSNR = 19.9 dB

Stego image
Building

PSNR = 51.1 dB PSNR = 44.6 dB PSNR = 38.0 dB PSNR = 31.7 dB PSNR = 25.7 dB PSNR = 20.2 dB
Payload 1 bpp 2 bpp 3 bpp 4 bpp 5 bpp 5 bpp

16,384 (bits) 32,768 (bits) 49,152 (bits) 65,536 (bits) 81,920 (bits) 98,304 (bits)
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non-edge pixel by the secret message bit, (2) there are two cover
pixels in each block, and (3) the number of LSBs, which are inserted
into each edge pixel, are chosen from 1 to 6.

From Table 1, we can see that even when replacing six LSBs in
each edge pixel by the secret image, not only is the PSNR high,
but the stego image quality is also good as seen by the HVS. To en-
sure that our scheme offers a greater advantage than the classic
LSB steganography scheme, we will perform the classic LSB stega-
nography scheme on the test images. Table 2 gives the the stego
image quality when the number of LSBs in each pixel is chosen
from 1 to 6.

From the HVS, we can see that the quality of the stego image is
completely acceptable when one or two LSBs in each cover pixel
are replaced with the secret message. However, the quality of the
stego image is unacceptable in cases where the number of LSBs
is greater than 4. In cases where values of x are 3 and 4, we need
to carefully consider both the PSNR values and the image quality
under the HVS. Table 3 shows the experimental results of the four



Table 3
The stego image quality generated by the classic LSB steganography scheme.

x 3 4

Lena

PSNR = 38.0 dB PSNR = 31.9 dB

Tiffany

PSNR = 37.9 dB PSNR = 31.8 dB

Pepper

PSNR = 37.9 dB PSNR = 31.2 dB

Building

PSNR = 38.0 dB PSNR = 31.7 dB
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test images when we use the secret message bits to replace three
and four LSBs in each cover pixel.

As seen in Table 3, when three LSBs in each cover pixel are re-
placed by the secret message bits, the PSNR values of the stego
images are still high (greater than 37 dB). However, the stego im-
age quality under the HVS is not good. In other words, by the
HSV, the stego images are neither smooth nor sharp enough, and
we can clearly see some noises. Thus, the classic LSB steganogra-
phy scheme is only able to perform well if there are one or two
LSBs replaced with secret message bits.

To prove that our approach can improve the stego image quality
in a case where more than three LSBs in each cover pixel are re-
placed, we perform the proposed scheme on the 128 � 128 Lena
Table 4
The stego image quality generated by our scheme when x = 3, n = 3 and y = 3, 4, 5.

x = 3, n = 3

y 3

Stego image

PSNR = 38.8 dB
with the values of parameters chosen as: x = 3, n = 3 and
y = 3, 4, 5. The experimental results are given in Table 4. Note that
x and y correspond to the number of LSBs in each non-edge pixel
and in each edge pixel which are replaced by secret message bits.
Also note that n is the length of each block divided from the cover
image. From this table, we can see that the stego images, which are
generated by our scheme, have good quality under the HVS even
when the PSNR values are lower than 39 dB.

Conclusion 1: With the same PSNR value, our scheme gives bet-
ter stego image quality than the classic steganography scheme as
seen by the HVS.

Obviously, the advantage of the proposed scheme depends on
the three parameters x, y and n. To prove that our scheme can
achieve better stego image quality and obtain a high embedding
payload, we perform the proposed scheme with various values of
x, y and n. Tables 5–9 present the relationship among these param-
eters and the stego image quality.

Tables 5–9 show that the larger values of parameters x, y and n
will yield a higher embedding payload but lower stego image qual-
ity. Take Tables 5 and 7 for example, with the same values of x and
y, the PSNR will decrease when we increase value n. Also, as seen in
Tables 8 and 9, with the same values of n, the PSNR decreases with
larger values of x or y. However, within the same table, from the
HVS, we see that the quality of the stego image is not greatly chan-
ged when increasing the value of y. However, based on the exper-
imental result, we see that the stego image quality is preserved as
seen by the HVS even when the value of parameter y is 6. More-
over, the PSNRs remain about 28 dB when six LSBs in each edge
pixel are replaced with the secret message.

Conclusion 2: The change in the edge-pixel does not seriously af-
fect the quality of the stego image as seen by the HVS.

Furthermore, from these tables shown above, we can see that
the quality of the stego image is still acceptable even when the val-
ues of the parameters x, y and n are chosen as 4, 6 and 5, respec-
tively. The experimental results show that with these values, we
can achieve very high embedding payload. For example, in Table
5, the embedding payload is 0.87 bpp with x = 1 and n = 2; in Table
6, the embedding payload is 1.30 bpp with x = 2 and n = 2; in Table
9, the embedding payload is 2.86 bpp with x = 4 and n = 3.

Conclusion 3: The proposed scheme preserves high embedding
payload which reaches 2.86 bpp while the quality of the stego im-
age remains good.

Aside from generating a high stego image quality and preserv-
ing high embedding payload, our scheme is robust against some
steganalysis systems. Indeed, by taking this approach, we can ob-
tain the following two results:

(1) The secret message is inserted into various numbers of
LSBs in different cover pixels. In other words, there are x
4 5

PSNR = 37.5 dB PSNR = 34.4 dB



Table 5
The performance of our scheme on 128 � 128 Lena when x = 1, n = 2 and y P 1.

x = 1, n = 2

y 1 2 3 4 5 6

Stego
image

PSNR = 51.1 dB PSNR = 50.0 dB PSNR = 47.1 dB PSNR = 42.3 dB PSNR = 36.9 dB PSNR = 31.3 dB
Payload 0.5 bpp 0.575 bpp 0.65 bpp 0.73 bpp 0.80 bpp 0.87 bpp
Ratio (8192 bits) (9427 bits) (10,662 bits) (11,897 bits) (13,132 bits) (14,367 bits)

Table 6
The performance of our scheme on 128 � 128 Lena when x = 2, n = 2 and y P 2.

x = 2, n = 2

y 2 3 4 5 6

Stego image

PSNR = 46.3 dB PSNR = 44.9 dB PSNR = 41.6 dB PSNR = 36.6 dB PSNR = 31.1 dB
Payload 1 bpp 1.07 bpp 1.15 bpp 1.22 bpp 1.30 bpp
Ratio (16,384 bits) (17,619 bits) (18,854 bits) (20,089 bits) (21,324 bits)

Table 7
The performance of our scheme on 128 � 128 Lena when x = 1, n = 5 and y P 1.

x = 1, n = 5

y 1 2 3 4 5 6

Stego
image

PSNR = 37.9 dB PSNR = 36.8 dB PSNR = 36.5 dB PSNR = 35.5 dB PSNR = 33.1 dB PSNR = 28.6 dB
Payload 0.8 bpp 0.92 bpp 1.03 bpp 1.15 bpp 1.27 bpp 1.39 bpp
Ratio (13,104 bits) (15,028 bits) (16,952 bits) (18,876 bits) (20,800 bits) (22,724 bits)

Table 8
The performance of our scheme on 128 � 128 Lena when x = 3, n = 3 and y P 3.

x = 3, n = 3

y 3 4 5 6 7 8

Stego
image

PSNR = 38.8 dB PSNR = 37.5 dB PSNR = 34.4 dB PSNR = 29.6 dB PSNR = 24.1 dB PSNR = 19.6 dB
Payload 1.99 bpp 2.1 bpp 2.2 bpp 2.3 bpp 2.4 bpp 2.5 bpp
Ratio (32,766 bits) (34,381 bits) (35,996 bits) (37,611 bits) (39,226 bits) (40,841 bits)
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Table 9
The performance of our scheme on 128 � 128 Lena when x = 4, n = 3 and y P 4.

x = 4, n = 3

y 4 5 6 7 8

Stego image

PSNR = 33.5 dB PSNR = 32.0 dB PSNR = 28.6 dB PSNR = 23.7 dB PSNR = 18.4 dB
Payload 2.67 bpp 2.76 bpp 2.86 bpp 2.97 bpp 3.06 bpp
Ratio (43,688 bits) (45,303 bits) (46,918 bits) (48,533 bits) (50,148 bits)
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secret message bits replaced with x LSBs of each non-edge
pixel and y secret message bits are inserted into each edge
pixel.

(2) The secret message is only embedded into a part of the cover
image. In our proposed scheme, because the first pixel of
each block acts as the index, there is no secret message bit
embedded into this pixel. Therefore, the LSBs of every stego
pixel do not contain the secret message.

Based on the above two properties, our scheme shows that it
can resist steganalysis systems (Provos, 2001; Fridrich, & Goljan,
2002; Fridrich, Goljan, & Du, 2001) which are based on statistical
analysis.

Conclusion 4: Our scheme shows can resist steganalysis systems
which are based on statistical analysis.

5. Conclusion

In this paper, we have proposed a novel steganography scheme
which is based on the LSB steganography mechanism and employs
a hybrid edge detector which combines the fuzzy edge detector
with the Canny edge detector. The hybrid edge detector assists
the new scheme in generating a better quality stego image. Indeed,
compared with other steganography schemes which generate the
same PSNR of stego image, the new scheme produces higher qual-
ity stego images under the HVS due to the use of the hybrid edge
detector. Experimental results confirm that the proposed scheme
is successful in not only achieving a high embedding payload,
but also in obtaining a stego image of satisfactory quality. More-
over, it can resist steganalysis systems which are based on statisti-
cal analysis.
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