COMPUTERS & SECURITY 48 (2015) 267—280

Available online at www.sciencedirect.com

i i c t
ScienceDirect omputers

&
Security

journal homepage: www.elsevier.com/locate/cose

*® Measuring user satisfaction with information
security practices

@ CrossMark

Gustavo Percio Zimmermann Montesdioca
Antonio Carlos Gastaud Macada *

Universidade Federal do Rio Grande do Sul (UFRGS-Brazil), Rua Washington Luiz, 855, Porto Alegre, RS 90010-460,

Brazil

ARTICLE INFO

Article history:

Received 27 July 2013

Received in revised form

2 October 2014

Accepted 23 October 2014
Available online 4 November 2014

Keywords:

User satisfaction

Security practices

Information security

Measurement

Expectation disconfirmation theory
Needs theory

Equity theory

ABSTRACT

Information security is a major concern of organizational management. Security solutions
based on technical aspects alone are insufficient to protect corporate data. Successful in-
formation security depends on appropriate user behavior while using information systems.
User satisfaction is widely used to measure the success of information systems. The
objective of this research is to develop a model to measure user satisfaction with infor-
mation security practices. An instrument was developed based on this model. A survey
was conducted, and 173 valid responses were obtained. Structural equation modeling was
used for the data analysis. The results indicated that users understand the benefits of
information security practices, but the use of information systems with security controls is
considered a complex matter, which reduces information systems productivity. The
measurement of the user satisfaction with information security practices is a starting point
to diagnose the behavior of users in relation to information security, providing metrics to
management evaluate the investment in information security training and awareness
program.

© 2014 Elsevier Ltd. All rights reserved.

1. Introduction

satisfaction (Delone and Mclean, 1992). Studies using this
variable are important because they suggest that user satis-
faction results in the use of the information system itself and

Information security is a major concern of organizational
management. Security solutions based on technical aspects
alone are insufficient to protect corporate data. Studies indi-
cate that successful information security can be achieved
through a combination of technical and socio-organizational
investments that consider the user as an active agent
(Bulgurcu et al., 2010; Dhillon, 1999; Spears and Bakri, 2010;
Stanton et al., 2004). One of the most relevant variables
used to assess the success of information systems is user
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simultaneously provides data for the investment decision-
making process (Doll and Torkzadeh, 1988; Delone and
Mclean, 1992).

Information systems produce significant benefits to orga-
nizations when the users learn and use all of the system ca-
pabilities. However, one risk of corporate system and data
protection is the difficulty users may experience in under-
standing and executing the information security practices
that are regulated by corporate security policies (Goel and
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Chengalur-Smith, 2010). Users face pressures to increase
productivity at work. Security practices may limit daily ac-
tivities, forcing users to a choice between system functionality
and information security practices (Besnard and Arief, 2004).
Understanding the factors that measure user satisfaction with
information security practices can help organizations
improve information systems functionality, while keeping
them safe.

The success of information security depends on appro-
priate user behavior while interacting with information sys-
tems. Investigating the cognitive factors that influence such
behavior is important in designing an effective information
security policy (Rhee et al., 2009). User satisfaction is widely
used to evaluate the cognitive aspects behind the user's uti-
lization of information systems (Au et al., 2008). User satis-
faction can provide the data required to align information
security policies with user information system needs.

The purpose of this paper is to develop a model to address
this gap and measure user satisfaction with information se-
curity procedures while using information systems. This
study can help security professionals and management with
the design of information security policies that leverage the
user experience with the information systems and provide
data to aid decision making about information security in-
vestments. The measurement of the user satisfaction with
information security practices is a starting point to diagnose
the behavior of users in relation to information security,
providing metrics to management evaluate the investment in
information security training and awareness program.

This research began with a review of the literature on in-
formation security and user satisfaction. The information
security review identified the information security manage-
ment concepts, practices and behavioral factors used to
integrate information security and user satisfaction. The user
satisfaction review generated three theories of motivation
that use satisfaction as an exogenous variable (expectancy
disconfirmation theory, needs theory, and equity theory) and
as user satisfaction constructs and measurement items. The
research model, hypotheses, and instrument” were validated
with data gathered from academics, information security
specialists, researchers, and information systems corporate
users. An instrument was developed based on this model. A
survey was conducted, and 173 valid responses were obtained.
Structural equation modeling was used for the data analysis.
The results indicated that users understand the benefits of
information security practices, but the use of information
systems with security controls is considered a complex mat-
ter, which reduces information systems productivity.

Section 2 of this paper presents the conceptual background
of user satisfaction and information security. Section 3 pre-
sents the research model and hypotheses. The research
methods are presented in Section 4. Section 5 presents the
results of the structural equation modeling. In Section 6,

2 Research instruments are measurement tools designed to
produce quantitative descriptions of some aspects of the study
population by asking people structured and predefined questions.
The measurement tool is a form of survey conducted to advance
scientific knowledge (Pinsonneault and Kraemer, 1993).

discussion, implications, and future work are presented.
Section 7 presents the conclusion for the paper.

2. Background
2.1. Information security

Solutions based only on technology are not sufficient to
guarantee the protection of organizational assets. Information
security involves human beings that do not always act as they
are supposed to while interacting with information systems
(Aytes and Connolly, 2004). Therefore, understanding which
factors motivate users to adopt security practices is funda-
mental to solving information security problems (Bulgurcu
et al., 2010). Social rules and interactions in the workplace
influence an individual's understanding of information secu-
rity (Albrechtsen, 2007).

Successful implementation of information security prac-
tices requires support and leadership from management.
Managers have the responsibility to formulate the strategy for
protecting information assets, defining a budget that opti-
mizes corporate information security, and minimizing dam-
age caused by possible attacks (Anderson and Choobineh,
2008). Management uses information security policy to guide
and control users' behavior, expressing the values and sets of
instructions users must follow (Hedstrom et al., 2011). Infor-
mation security management involves implementing policies,
processes, and procedures to secure the organization,
including the development of the soft skills necessary to
manage the personal and social identities of users to meet
business objective (Ashenden, 2008). Management efforts aim
to teach users the importance of adopting information secu-
rity practices that are aligned with information security pol-
icies (Thomson and Solms, 2005).

One dimension of information security practices is related
to user behavior while utilizing information systems and,
consequently, corporate data. Such practices involve
conscious security behavior while using the information sys-
tems (Rhee et al., 2009). User attention to information security
is associated with a combination of personal and organiza-
tional factors, such as satisfaction with support services,
satisfaction with salary, satisfaction with colleagues, organi-
zational commitment, technical knowledge, and emotional
events (Stanton et al., 2004). Security practices do not always
require technology; preventive behavior can protect infor-
mation systems, such as choosing safe passwords, backing-up
data regularly, and carefully handling files (Ng et al., 2009).

Aytes and Connolly (2004) considered the intention for
adopting a secure behavior as a rational choice based on in-
dividual perceptions of the usability of security practices and
the consequences for not using such practices. Users develop
attitudes about information security through interlocking
organizational, technological, and individual factors. These
factors influence user behavior, affect motivations about work
with information security practices, create conflict of interests
between information system functionality and information
security practices, and influence the effect of documentation
and awareness campaigns on security behavior (Albrechtsen,
2007). User behavior is also explained through the concept of
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bounded rationality, which involves the dilemma between
maximizing information systems performance and following
security practices. Users face security and usability trade-offs
daily. Understanding where trade-offs exist can help in the
design of information security policies that are compatible
with the intuitive actions users perform during information
system usage (Besnard and Arief, 2004).

2.2. User satisfaction

User satisfaction is possibly the most widely used measure-
ment to evaluate the success of an information system. It has
a high degree of face validity with reliable measurement in-
struments, and strong conceptual appeal compared to other
success measures (Delone and Mclean, 1992). Bailey and
Pearson (1983) noted that user satisfaction has its origins in
psychology studies and involves the sum of feelings and at-
titudes toward several factors that affect users in their
workplace. User satisfaction is defined as the extent to which
the user believes the system satisfies their information needs,
suggesting that information systems that attend to user needs
reinforce their satisfaction (Ives et al., 1983). Au et al. (2008)
defined user satisfaction as the affective and cognitive eval-
uation the user develops from a pleasant experience using an
information system. This approach aims to understand the
psychological processes surrounding information system
performance and translate them into different levels of
satisfaction or dissatisfaction for the user.

One weakness of user satisfaction research is the lack of
theories to explain their relations (Khalifa and Liu, 2003).
Landy and Becker (1987), Woodroof and Kasper (1998), and Au
et al. (2008) noted the theories that use satisfaction as a
dependent variable: 1) expectation disconfirmation theory, 2)
needs theory, and 3) equity theory.

1) Oliver (1980) developed the expectation disconfirmation
theory, which uses the disconfirmation paradigm to evaluate
satisfaction. This theory suggests that the expectation cre-
ates a reference frame in which the individual makes a
comparative judgment about product performance. Perfor-
mance worse than the expected is classified as “below” in
this reference frame, leading to a negative disconfirmation.
Performance better than the expected is classified as “above”
in this reference frame, which generates positive disconfir-
mation. Expectation and performance variables, therefore,
influence user satisfaction (Oliver, 1980). Information sys-
tems research used this theory to evaluate user satisfaction
in studies performed by Kettinger and Lee (2005), Venkatesh
and Goyal (2010), Bhattacherjee (2001) and Liao et al. (2007).

2) The needs theory used in this paper is based on studies
developed by Alderfer (1969), also known as the ERG theory.
It states there are three basic needs that a human being
seeks to fulfill: existence, relatedness, and growth (ERG)
(Alderfer, 1969). Existence is related to all types of material
and physiological needs, relatedness is about relationships
with significant others, and growth involves creative and
meaningful individual development. Research related to
satisfaction employed this theory. For example, Scherf
(1974) applied the needs theory to measure the relation
between consumer satisfaction and relationship

frustration. Chen et al. (2012) used this theory to verify the
motivational mechanisms that assess job satisfaction.
Chang and Yuan (2008) applied variables of this theory to
develop a model for predicting customer behavior and
anticipating system development.

3) The equity theory studies the perception of injustice and
dissatisfaction in work environments. A relation of equity
orinequity occurs when one part, the input, has an attribute
and another part receives this attribute and returns an
outcome. The perception of inequality, or injustice, appears
when the individual perceives that the ratio of outcomes to
inputs, compared to the ratio of another's outcomes and
inputs, is unequal (Adams, 1965). The equity theory is used
in the information system area in studies about software
piracy (Douglas et al., 2007; Morton, 2004), information
sharing (Ibragimova, 2006), adoption of technology (Hess
et al,, 2007), and user satisfaction with the information
system (Joshi, 1992; Hess and Hightower, 2002).

The integration of these theories and their variables on
user satisfaction research may provide more insights to
explain the cognitive and psychological aspects that affect
satisfaction. Table 1 shows the variables provided by each
theory. These variables, used in the research model in Fig. 1,
are explained in detail in the next section.

3. Research model and hypotheses
development

Fig. 1 presents the model with the variables integrated. The
model and research instrument are based on studies from
Bailey and Pearson (1983), Doll and Torkzadeh (1988), Delone
and Mclean (1992, 2002), Ives et al. (1983), Myers et al. (1997),
Tafti (1995), Baroudi and Orlikowski (1988), Landy and Becker
(1987), Woodroof and Kasper (1998), and Au et al. (2008). The
research instrument is available in the Appendix.

Information system performance is defined as the
perceived outcome from information systems use. Perfor-
mance is one of the first attributes used for assessing user
satisfaction (Au et al., 2008). The expectation disconfirmation
theory provided this construct. Myers et al. (1997), Tafti (1995),
and Au et al. (2008) found that information system perfor-
mance is an antecedent of user satisfaction.

To formulate the first hypothesis and to integrate infor-
mation system performance with information security, the
trade-off concept of usability and security was used. Besnard
and Arief (2004) and Albrechtsen (2007) proposed the
dilemma of usability versus information security. The user

Table 1 — Variables provided by theories.

Theory Author Variables
Expectation disconfirmation Oliver (1980) Expectation
theory Performance

Needs theory Alderfer (1969) Existence
Relatedness
Growth

Equity theory Adams (1965)  Input—outcome
ratio
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Fig. 1 — Research model.

intuitively tends to execute tasks with the best effort/benefit
ratio. Considering that satisfaction is a cognitive process, if
information security practices are complex, the user will
encounter difficulties when using the information system.
Such difficulties lead users to prioritize usability and func-
tionality of the information system. Complex information
security practices will be perceived as barriers and, conse-
quently, will reduce user satisfaction with security practices.
The following hypothesis is thus proposed:

H1: Information system performance is negatively related to user
satisfaction with information security practices.

Delone and Mclean (1992, 2002) presented a success model,
largely accepted in information systems literature, in which
the quality dimension has a significant effect on user satis-
faction. Three variables represent quality in the Delone—M-
clean model: information quality, system quality, and support
service quality. Other studies also found that the information
system performance construct is measured by three quality
variables (Myers et al., 1997; Tafti, 1995). Hence, the following
hypotheses are proposed:

Hla: Information quality is positively related to information
system performance;

H1b: System quality is positively related to information system
performance;

H1c: Support service quality is positively related to information
system performance.

The effort/benefit ratio construct, based on the input/
outcome ratio of equity theory, aims at discovering the

psychological processes that generate different levels of satis-
faction and dissatisfaction (Au et al., 2008). Aytes and Connolly
(2004) believed that user behavior related to information secu-
rity is a rational choice based on the user's perception of the
usefulness of the safe behavior and the consequences of not
engaging in safe behavior. Albrechtsen (2007) found that infor-
mation security practices are not perceived as restrictions on
information system use and that the user is aware of the
importance of information security to varying degrees. Users
understand the benefit of information security, even with
complex security practices, or they do not adopt the security
practices. Hence, the following hypothesis is proposed:

H2: The effort/benefit ratio is positively related to user satisfac-
tion with information security practices.

Alderfer (1969) developed a needs theory with three vari-
ables based on basic human needs. These variables were
measurable in their essence. Au et al.'s (2008) study found the
significance of existence and relatedness variables while
measuring user satisfaction. Existence represents the satis-
faction of needs that originate from the use of the information
system that increases work efficiency. In this research model,
the work performance variable represents existence. Relat-
edness are the user social needs that require interaction with
significant others. The work relationship variable represents
relatedness in this model. These variables measure the effort/
benefit ratio to determine user satisfaction. Therefore, when
the perceived benefits of security practices are greater than
the efforts, it is probable that the user will be satisfied with
such practices while using the information system. Hence, the
following hypotheses are proposed:


http://dx.doi.org/10.1016/j.cose.2014.10.015
http://dx.doi.org/10.1016/j.cose.2014.10.015

COMPUTERS & SECURITY 48 (2015) 267—280 271

H2a: Work performance is positively related to the effort/benefit
ratio;
H2b: Work relationship is positively related to the effort/benefit
ratio.

4. Research method
4.1. Population and sample

The research population was composed of the corporate in-
formation systems users in Brazilian organizations. Invitations
were sent to 1.837 people from several regions in Brazil, pri-
marily located in the states of Rio Grande do Sul and Sao Paulo.
The invitation to answer the questionnaire was sent by email;
it included a letter explaining the purpose of the research and
instructions to access the questionnaire's electronic form.

There were 221 responses received, representing 12% of the
population. However, it was necessary to remove 48 ques-
tionnaires because of the selection of identical options on the
answer scale and outliers.? The final sample was composed of
173 questionnaires. The data collection for this study occurred
from November 2012 to January 2013. Table 2 shows the
sample characteristics.

As 51% of users on sample were originated from Informa-
tion Technology sector, Student's t-test was used to evaluate if
there were statistical difference between the response average
on IT users and non-IT users (Hair et al.,, 2010). The results
indicated no significant difference among the groups of users.

4.2, Research instrument

The research instrument is based on the model presented in
Fig. 1. This model is composed of three main constructs: in-
formation system performance, effort/benefit ratio, and user
satisfaction with information security practices. The first two
constructs are endogenous second-order constructs and the
last one is an exogenous first-order construct.

The information system performance construct, based on
the expectation disconfirmation theory, is measured by in-
formation quality, system quality, and support service quality
variables. Studies by Bailey and Pearson (1983), Ives et al.
(1983), and Baroudi and Orlikowski (1988) categorized mea-
surement items into similar categories. The research instru-
ment is composed of nine items to measure information
quality, six items to measure system quality, and seven items
to measure support service quality. Table 3 presents the items
comprising each variable and their source.

The effort/benefit ratio construct is based on equity theory.
When users' benefits exceed the efforts required, the ratio is
higher and higher satisfaction results. This construct is
measured by two variables from needs theory. Alderfer (1969),
Scherf (1974), Au et al. (2008), and Chen et al. (2012) measured

3 Outlier are scores that are different from the rest. Outliers
present scores with unusual distribution and standard deviations
above the mean of all variables. Their pattern are unusual
compared to the other samples and do not represent the phe-
nomenon (Kline, 2011).

Table 2 — Characteristics of respondents.

Category Measure Number of Percent
cases
Gender Female 31 17.9%
Male 142 82.1%
Position Director/Manager 52 30.1%
Employee 95 54.9%
Consultants and 26 15.0%
others
Sector Information 89 51.4%
Technology
Consulting 13 7.5%
Telecommunications 8 4.6%
Banks 9 5.2%
Other 54 31.2%
Company size  Less than 100 54 31.2%
(number of 100—-1000 46 26.6%
employees) More 1000 73 42.2%

satisfaction using a similar approach. The instrument
designed for this research employed work performance (ex-
istence) and work relationship (relatedness) variables. For
each variable in the questionnaire, a statement represented
the benefit and items represented the effort. Each variable had
four measurement items. Work relationship evaluated two
benefits and used an identical two items to measure each
benefit. Table 4 summarizes the items measured.

Finally, the user satisfaction with information system
practices construct acts as an exogenous variable in the
model. It is represented by four measurement items in the
instrument. Table 5 presents the items measured.

The instrument had close-ended questions, and the in-
terviewees selected answers from a seven-point Likert scale,
where 1 represented the low value and 7 represented the high
value.

4.3. Pretest and pilot study

The research instrument pretest was initially performed with
information system professors to improve face validity. Three
professors evaluated understanding, wording, and question-
naire layout in this phase. Next, three information security
specialist were invited to evaluate the research instrument. As
a result of these evaluations, five items were removed, seven
items were reworded to increase understanding, and the
questions were reordered. Finally, eleven information sys-
tems researchers were invited to access, read, and comment
on the questionnaire's electronic form. The layout was then
modified to improve the questionnaire's appearance.

A pilot study was performed with a group of information
systems professionals. Six hundred and ninety people were
invited by email to participate in the pilot study; 56 valid re-
sponses were received. The purification process employed
statistical tests, such as Cronbach's alpha, Corrected Item-
Total Correlation (CITC), within-block Exploratory Factor
Analysis (EFA), and the KMO test, following the recommen-
dations of Churchill (1979) and Hair et al. (2010). Table 6 pre-
sents the results.

The Cronbach's alpha index value for the entire instrument
was 0.935, greater than the 0.700 recommended by Hair et al.
(2010). The within-block EFA analysis indicated the need to
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Table 3 — Research instrument: Information System Performance items.

Construct Item Source
Information quality Accuracy Bailey and Pearson (1983), Baroudi and Orlikowski (1988), DeLone and
McLean (1992), Doll and Torkzadeh (1988), Ives et al. (1983), Au et al. (2008)
Availability Au et al. (2008)
Reliability Bailey and Pearson (1983), Au et al. (2008), Baroudi and Orlikowski (1988),
Delone and Mclean (1992), Ives et al. (1983)
Updatedness Bailey and Pearson (1983), Delone and Mclean (1992), Ives et al. (1983), Au
et al. (2008)
Relevance Bailey and Pearson (1983), Baroudi and Orlikowski (1988), Au et al. (2008),
Delone and Mclean (1992), Ives et al. (1983);
Timeliness Bailey and Pearson (1983), Delone and Mclean (1992), Doll and Torkzadeh
(1988), Ives et al. (1983), Au et al. (2008)
Completeness Bailey and Pearson (1983), Baroudi and Orlikowski (1988), Doll and
Torkzadeh (1988), Ives et al. (1983), Au et al. (2008)
Presentation Delone and Mclean (1992), Doll and Torkzadeh (1988), Au et al. (2008)
Accessibility Doll and Torkzadeh (1988), Ives et al. (1983), Au et al. (2008)
System quality Response time Bailey and Pearson (1983), Delone and Mclean (1992), Au et al. (2008)
Reliability Bailey and Pearson (1983), Delone and Mclean (1992), Au et al. (2008)
Functionality Delone and Mclean (1992), Au et al. (2008)
Flexibility Bailey and Pearson (1983), Delone and Mclean (1992), Ives et al. (1983)

User friendliness
Ease of integration

Delone and Mclean (1992), Doll and Torkzadeh (1988), Ives et al. (1983)
Bailey and Pearson (1983), Delone and Mclean (1992), Ives et al. (1983), Au
et al. (2008)

Service support quality Promptness Bailey and Pearson (1983), Au et al. (2008)
Reliability Au et al. (2008)
Responsiveness Bailey and Pearson (1983), Au et al. (2008)

Technical competence Bailey and Pearson (1983), Ives et al. (1983);

Attitude Bailey and Pearson (1983), Baroudi and Orlikowski (1988), Ives et al. (1983),
Au et al. (2008)

Au et al. (2002)

Bailey and Pearson (1983), Baroudi and Orlikowski (1988), Ives et al. (1983),
Au et al. (2008)

Keeps accurate records
Provision of training course

Table 4 — Research instrument effort/benefits ratio items.

Construct [tem Source

Work performance Time to learn to use the system Au et al. (2008)
Intellectual skills to learn to use the system Au et al. (2008)
Work pressure and stress Au et al. (2008)
Physical strain Au et al. (2008)

Work relationship Time to learn to use the system Au et al. (2008)
Work pressure and stress Au et al. (2008)

Table 5 — Research instrument user satisfaction with information security practices items.

Construct Item Source

User satisfaction with information system practices  Satisfaction with information security
Satisfaction with security training Petter et al. (2008), Spears and Barki (2010)
Satisfaction with security policies Goel and Chengalur-Smith (2010)
Overall information security satisfaction  Kim et al. (1998), Spreng et al. (1996)

Spreng et al. (1996)

Table 6 — Pilot study results.

Factor Number of indicators Cronbach's CITC Eigenvalues % Explained KMO Bartlett's
alpha variance test

General satisfaction 4 0.950 0.809-0.941 3.485 87.1% 0.841 0.000

Information quality 9 0.967 0.816—0.904 7.173 79.7% 0.919 0.000

Quality of the system 5 (after removal of 1 item) 0.888 0.584-0.798 3.470 69.4% 0.803 0.000

Support service 7 0.954 0.750—-0.913 5.508 78.7% 0.901 0.000

quality
Performance at work 4 0.828 0.567—-0.739 2.658 66.5% 0.729 0.000

Relationship at work 4 0.931 0.819-0.831 3.319 83.0% 0.744 0.000
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exclude one item from the system quality variable because of
the formation of two factors. After the removal of this item,
the within-block EFA presented only one factor. The pilot
study resulted in an instrument composed of six first-order
factors and 33 indicators.

4.4. Quantitative data analysis

The data analysis employed covariance-based structural
equation modeling (SEM) to evaluate the model unidimen-
sionality, following Koufteros' (1999) paradigm for SEM and
Koufteros et al.' (2009) paradigm for second-order models. The
concepts of Hair et al. (2010), Byrne (2009), and Kline (2011)
were also employed to support the SEM analysis. The statis-
tical treatment of the data was performed with SPSS (Statis-
tical Package for the Social Sciences) version 21.0 and AMOS
(Analysis of Moment Structure) version 21.0.

5. Results

The sample analysis began with the evaluation of the influ-
ence of outliers, multicolinearity, normality, linearity, and
homoscedasticity, as suggested by Kline (2011). These ana-
lyses detected the strong presence of outliers, leading to
removal of these cases from the sample database. No other
influences on the sample were found. The final sample for the
analysis had 173 respondents.

5.1. Measurement model

The measurement model analysis followed Koufteros (1999)
paradigm for SEM and Koufteros et al. (2009) paradigm for
second-order models. Koufteros et al. (2009) recommended the
evaluation of four alternative measurement models when
second-order constructs exist. The first model considers all
indicators tied to one first-order construct; the second model
hypothesizes each first-order construct, with its own in-
dicators, uncorrelated (orthogonal); the third model is similar
to the second model, but evaluates correlated first-order con-
structs; and the fourth model considers complete second-order
constructs. The goodness of fit indices for adequacy were
calculated for each measurement model to compare them and
determine the best model. Table 7 shows the results.

The selection of the best measurement model resulted
from the comparison of the goodness of fit indices of each
hypothesized measurement model and the theoretical speci-
fications. The measurement model with the best goodness of
fitindices is not necessarily the best alternative to represent a

theoretical model (Koufteros et al., 2009). Therefore, mea-
surement model 4 was selected because of the theoretical
specification and for its indices performance compared to the
other models hypothesized.

The goodness of fit indices of measurement model 4,
however, indicated a low performance, which may compro-
mise the evaluation of the research hypotheses. To improve
the indices performance of the measurement model 4, stan-
dardized residual and modification indices tables were
analyzed to identify problematic measurement items, as
indicated by Hair et al. (2010) and Byrne (2009). Eight indicators
were removed from the measurement model: three from the
information quality variable, two from the system quality
variable, one from the support service quality variable, one
from the work performance variable, and one from the work
relationship variable. Table 8 presents the goodness of fit
indices and confirmatory factor analysis (CFA) of the final
measurement model.

The Koufteros (1999) paradigm was used for the CFA eval-
uation of the measurement model 4. The results in Table 8
suggest convergent validity, as t-values are greater than |2|
and R? is greater than 0.500 (Koufteros, 1999; Hair et al., 2010).
The goodness of fit indices indicate a good performance. The
analysis of standardized residuals in the final measurement
model suggests unidimensionality, as none of the pairs pre-
sented values greater than |2.58| (Hair et al., 2010).

The discriminant validity analysis was not performed
because of the existence of second-order factors. Koufteros
et al. (2009) indicated that convergent validity is more rele-
vant than discriminant validity when models have second-
order factors. The convergent reliability is assessed through
analysis of composite reliability and AVE of first-order vari-
ables (Koufteros et al., 2009). The composite reliability and
AVE are greater than the recommended limits of 0.700 and
0.500 (Table 8), respectively, which suggests reliability for the
final measurement model.

5.2. Structural model

The final step in the structural equation modeling is the
structural model analysis (Hair et al., 2010; Koufteros, 1999).
Based on the measurement model 4, path analysis was per-
formed to verify the hypotheses proposed for the conceptual
model of this research. The structural relationships between
the endogenous and exogenous variables replaced the
covariance links. Fig. 2 presents the model. Table 9 shows the
statistical results.

The results of the path analysis are significant for the two
main constructs: information system performance (p < 0.05)

Table 7 — Goodness of fit indices for mensuration models.

Indices Reference values Model 1 Model 2 Model 3 Model 4
Chi-squared/degrees of freedom (x*/df) <3.000 4.066 3.341 2.347 2.330
Comparative fit index (CFI) >0.900 0.761 0.817 0.898 0.897
Normed-fit index (NFI) a 0.708 0.758 0.835 0.834
Non-normed fit index (NNFI) a 0.744 0.804 0.887 0.889
Standardized root mean square (SRMR) <0.050 0.0754 0.3218 0.0432 0.0538

& Values close to 1.00 indicate better adjustment.
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Table 8 — Confirmatory factorial analysis and model fit.

Construct Indicators Non-standardized coefficient Standardized t- R?
e . s Factorial Standard coefficients Value®
(Composite reliability) weight errors
Information quality Q1 0.973 0.064 0.846 15.210 0.716
(0.788) 1Q3 1.094 0.067 0.878 16.256 0.771
[0.946] 1Q4 1.050 0.060 0.914 17.636 0.836
1Q5 1.061 0.059 0.919 17.981 0.844
1Q6 0.961 0.057 0.894 16.978 0.800
1Q8 1.000 a 0.872 a 0.760
System quality SQ1 1.111 0.084 0.882 13.212 0.777
(0.727) SQ3 1.175 0.084 0.921 13.953 0.848
[0.886] SQ4 1.000 0.083 0.811 12.120 0.658
SQ5 1.000 a 0.791 a 0.626
Service support quality SSQ1 1.187 0.094 0.894 12.665 0.798
(0.749) SSQ2 1.220 0.099 0.869 12.268 0.754
[0.931] SSQ3 1.230 0.093 0.922 13.174 0.850
SSQ4 1.205 0.092 0.915 13.162 0.838
SSQ5 1.084 0.093 0.825 11.634 0.680
SSQ7 1.000 a 0.756 a 0.571
Work performance WP1 1.090 0.103 0.852 10.618 0.726
[0.675] WP2 1.015 0.094 0.858 10.750 0.736
(0.808) ‘WP4 1.000 a 0.750 a 0.563
Work relationship WR11 1.072 0.076 0.888 14.149 0.788
[0.764] WR12 1.115 0.077 0.904 14.505 0.817
(0.906) WR22 1.000 a 0.828 a 0.685
User satisfaction with information security Us1 0.835 0.049 0.841 17.069 0.708
practices us2 0.983 0.056 0.850 17.467 0.722
[0.764] Us3 1.021 0.046 0.926 22122 0.857
(0.939) Us4 1.000 a 0.943 a 0.890

Goodness of fit indices: x*/df = 1.911; CFI = 0.940; NFI = 0.883; NNFI = 0.933; SRMR = 0.0508.

® Factorial weight arbitrarily fixed in 1.
® p <001

and effort/benefit ratio (p < 0.05). Table 10 shows the research
hypotheses analysis.

6. Discussion

The purpose of this paper was to develop a model to measure
user satisfaction with information security practices. An in-
strument based on information systems literature discussing
user satisfaction and information security was developed
and validated with structural equation modeling. The vali-
dation of the model and the research instrument demon-
strated that the significant variables for this study were
information quality, system quality, support service quality,
work performance, and work relationship. These variables
are part of the second-order constructs of information sys-
tem performance and effort/benefit ratio, and they are
related to user satisfaction with information security prac-
tices, as shown in Fig. 1.

Studies of user satisfaction with information systems
present a high level of maturity, which allowed the develop-
ment of significant measurement items and constructs. The
conceptual model of Delone and Mclean (1992, 2002), for
example, provided consistency on user satisfaction research
related to the information systems field, supporting the usage
of quality dimension in this model. The recurrent use of
measurement items and constructs of user satisfaction

research provides consistency and validity. Several aspects of
the information system area had been measured in previous
studies, but there is a gap in research regarding information
security practices.

The studies of the socio-organizational aspects of infor-
mation security are recent, particularly those that use quan-
titative methods. The lack of measurement items and
constructs that are significant for information security is an
issue that becomes apparent in the information security
decision-making process (Goel and Chengalur-Smith, 2010).
The development and reuse of quantitative metrics that
support research on information security can increase the
problem evaluation and decision making accuracy level.

The model validation process allowed for the evaluation of
the proposed research hypotheses. The hypothesis H1
demonstrated a negative relation between information sys-
tem performance and user satisfaction. Existing literature
lacks quantitative research addressing the effects of security
practices while users are interacting with information sys-
tems; this information is important because it substantiates
the need to develop security policies that facilitate the utili-
zation of information systems. User dissatisfaction with se-
curity practices can be a risk for information systems
protection and, ultimately, represents a security threat for
organizations. One way to change this negative relation may
be through user participation in developing security practices.
Spears and Barki (2010) affirmed that user participation in
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Fig. 2 — Structural model.

managing information security risks is one way to avoid se-
curity problems. The development of consistent policies,
combining user and organization needs, and effectively
involving the people interacting with the information systems
can stimulate the adoption of security behaviors (Johnston
and Warkentin, 2010). Training users on the use of informa-
tion systems shortcuts can increase productivity while
maintaining information security.

The hypotheses evaluating the relation of information
system performance with the variables of information qual-
ity (H1la), system quality (H1b), and support service quality
(H1c) were supported. This reinforces the relation of the
quality dimension on user satisfaction studies and indicates
validity when evaluating user satisfaction with information

security practices. The importance of these variables to user
satisfaction research were indicated by Myers et al. (1997),
Tafti (1995), Au et al. (2008), Delone and Mclean (1992, 2002),
Ives et al. (1983), and Baroudi and Orlikowski (1988), and
these variables are now validated for the information secu-
rity field.

The hypothesis H2, which evaluated the relation of the
effort/benefit ratio with user satisfaction with information
security practices, was supported. This construct evaluated
the benefits received by the user compared to the necessary
effort required to use the information system with security
practices. Because security is viewed as inconvenient, as
noted by Ng et al. (2009), this result suggests that users
perceived a benefit in the information security practices,

Table 9 — Structural model statistics.

Structural relationship Non-standardized coefficient R? t-Values p?
Factorial weight Standard errors

1Q « DSI 1.274 0.116 0.691 11.021 0.001
SSQ « DSI 1.404 0.121 0.976 11.615 0.001
SQ « DSI 1.029 0.109 0.664 9.404 0.001
WP < REB 1.061 0.196 0.960 5.412 0.001
WR < REB 0.963 0.172 0.748 5.608 0.001
US < DSI —0.291 0.12 0.037 —2.415 0.016
US < RBE 0.306 0.124 0.041 2.469 0.014

R? of the SG factor = 0.08.

Goodness of fit indices: x%/df = 1.909; CFI = 0.940; NFI = 0.883; NNFI = 0.933; SRMR = 0.0528.

@ Significance.
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Table 10 — Analysis of research hypotheses.

Hypotheses Results

H1: Information system performance is
negatively related to user satisfaction
with information security practices.

Hia: Information quality is positively
related to the information system
performance.

Hib: System quality is positively related
to the information system
performance.

Hic: Service support quality is positively
related to information system
performance.

H2: Effort/benefit ratio is positively
related to the user satisfaction with
information security practices.

H2a: Work performance is positively
related to the effort/benefit ratio.

H2b: Work relationship is positively
related to the effort/benefit ratio.

p < 0.05 (supported)

p < 0.01 (supported)

p < 0.01 (supported)

p < 0.01 (supported)

p < 0.05 (supported)

p < 0.01 (supported)

p < 0.01 (supported)

leading to the conclusion that they understand the impor-
tance of such practices. The hypothesis H2a that proposed
work performance is related to the effort/benefit ratio
construct, and H2b, which related the work relationship with
the effort/benefit ratio, were also supported.

These results are important because they provide a
theoretical background to user satisfaction research, which is
necessary to establish consistency in these studies. The evi-
dence of the perceived benefits of information security
practices compared to efforts supports management initia-
tives that increase the usage of security practices. Most of
practices performed by users are not time-consuming, e.g.,
locking the computer when absent from it; password
etiquette; safe and secure use of e-mail; cautious use of the
Internet; and avoidance of software for file sharing
(Albrechtsen, 2007). Management can provide training on
security practices and promote effective awareness cam-
paigns. The formation of an information security culture may
reduce problems confronted by companies and losses from
security problems.

6.1. Academic and managerial contributions

From an academic point-of-view, this research provides a
conceptual model and a research instrument that relates in-
formation security and user satisfaction. The research model
explains the relations between the measurement items and
the constructs used in the research instrument. The variables
selected to measure user satisfaction with information secu-
rity practices were validated and a reliable research instru-
ment is provided to literature.

The socio-organizational security studies are recent,
particularly because of the technical nature of information
security. Therefore, quantitative studies that evaluate the
behavioral aspects of information security are important to
enhance the understanding of this subject. Instruments that

are consistent and repeatable are also an important contri-
bution to academia, and it is expected that they will be used in
future research.

From the managerial perspective, a known problem for
information security decision making is the lack of mea-
surement items that can help management. Quantitative
research about user satisfaction with information security
practices can help identify problems on information security
practices and indicate changes necessary to increase their
effectiveness. Applying this study to a specific organization
can identify gaps and contribute to the formulation of secu-
rity policies aligned with user and organizational security
needs. Finally, the quality of investments in information se-
curity may also be evaluated through the data generated
from such research.

6.2. Limitations and future work

This study was conducted with information systems corpo-
rate users from multiple organizations, and most re-
spondents worked in information technology, which can
limit the generalization of conclusions. The sample size was
another limitation of this research. The participation index
was 12%. In addition, this research was a cross-sectional
study, that is, the data analysis was based on one single
moment. This limitation is of importance in studies that
evaluate user satisfaction because expectation, one of the
variables in the expectation disconfirmation theory, cannot
be evaluated.

Future work can apply this research instrument to a single
company to evaluate how variables relate and analyze the
data gathered. This research instrument can also be applied to
larger samples, which will allow a more accurate study of the
effects among model constructs.

7. Conclusion

The development of studies on information security behavior
is important for increasing knowledge of this subject. The
results presented in this study provide an important contri-
bution to related information security studies. The model
development aggregates concepts and theories that helps
clarify the effects of security practices on user satisfaction.
The application of these concepts and theories provides a
strong background to build a research instrument, contrib-
uting to academic and managerial areas.

Whereas information security behavioral studies using
quantitative data are only beginning, information security can
generate financial losses to people and organizations. These
research results indicate that users understand the benefits of
information security practices, which suggests that aware-
ness programs are important instruments to promote security
practices within organization. The education of user on se-
curity practices required during information systems use can
enhance corporate security and is key to reduce security
incidents.
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Appendix

Final Research Instrument

User Satisfaction with Information Security Practices

% 8 E 3
J J BN
3 8 7 3
I am satisfied with the information security practices. 1 213 |4]5]6]|7
I am satisfied with the information security training. 1 2134|567
I am satisfied with the information security policy. 1 2134|567
Overall, I am very satisfied with information security. 1 1213 |4]5]6]|7

Information System Performance — Information Quality

Considering the information security practices, evaluate how they affect information quality of
corporate information systems.

of the information provided by the system.

=
% 3 = > g
" / <
Information security practices interfere with the accuracy 11213 1als5l6l7

of the information provided by the system.

Information security practices interfere with the reliability 11213 1alsle6l7

of the information provided by the system.

Information security practices interfere with the timeliness 1 l2131als5l6l7

of the information provided by the system.

Information security practices interfere with the relevance 11213 1als5l6l7

Information security practices interfere with the
presentation of the information provided by the system.
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Information System Performance — System Quality

Considering the information security practices, evaluate how they affect system quality of
corporate information systems.

<
g B g oS
> = Z o .20
> T
Information security practices interfere with response time 1|2 4 7
of the system.
Information security practices interfere with functionality 1|2 4 7
of the system.
Information security practices interfere with flexibility of 1|2 4 7
the system.
Information security practices interfere with user
. . 1|2 4 7
friendliness of the system.
Information security practices interfere with ease of 1|2 4 7
integration with other systems.
Information System Performance — Support Service Quality
Considering the information security practices, evaluate how they affect support service
quality of corporate information systems.
2z E
SR s
> T
Information security practices interfere with promptness of 1|2 4 7
the system service support.
Information security practices interfere with the reliability 1|2 4 7
of the system service support.
Information security practices interfere with 1|2 4 7
responsiveness of the system service support.
Information security practices interfere with technical 1|2 4 7
competence of the system service support.
Information security practices interfere with the attitude of 1|2 4 7
the system service support.
Information security practices interfere with provision of 1|2 4 7
training courses on the system service support.
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Effort/Benefits Ratio — Work Performance

For each statement about BENEFIT, evaluate EFFORT required to perform the task,
indicating whether BENEFIT is smaller, fair or greater than the EFFORT.

BENEFIT - Information systems add efficiency to my work.

Benefits Benefits
are much . are much
Fair
less than more than
input input

system with information security practices.

EFFORT - Amount of time required to learn to use the

1213|4567

EFFORT - Level of intellectual skills required to learn
to use the system with information security practices.

1 2 (3|4 |56 |7

system with information security practices.

EFFORT - Amount of physical effort required to use the

1 2 (31415167

Effort/Benefits Ratio — Work Relationship

For each statement about BENEFIT, evaluate EFFORT required to perform the task,
indicating whether BENEFIT is smaller, fair or greater than the EFFORT.

relationships with colleagues and customers.

BENEFIT - Knowing how to use information systems effectively allows me to establish better

Benefits Benefits
are much . are much
Fair
less than more than
input input

system with information security practices.

EFFORT - Amount of time required to learn to use the

1234|567

EFFORT - Level of intellectual skills required to learn to
use the system with information security practices.

1 12(3[4|5]6|7

influence on my coworkers.

BENEFIT — Knowing how to use information systems effectively allows me to have more

EFFORT - Level of intellectual skills required to learn to
use the system with information security practices.
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