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Cloud computing is one of themost popular information processing concepts of today's ITworld. The security of the
cloud computing is complicated because each servicemodel uses different infrastructure elements. Current security
risk assessment models generally cannot be applied to cloud computing systems that change their states very rap-
idly. In this work, a scalable security risk assessment model has been proposed for cloud computing as a solution of
this problem using game theory. Using thismethod, we can evaluatewhether the risk in the system should be fixed
by cloud provider or tenant of the system.
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1. Introduction

Cloud computing has been increasingly used in recent years by
organizations to deliver new services, enter new markets, get closer to
customers and decrease IT operation costs. Generally, cloud computing
is defined as usage of another computer's resources as a service that is
delivered using a network. Technological advances in broadband
connections made it possible to use for normal users of the Internet
for cloud computing.

Sincemore than one entity uses these computer resources, its security
becomes more important than normal IT resources that are used by one
entity. By the definition of the National Institute of Standards and
Technology (NIST), typically there are three different service models
presented as follows for cloud computing [1].

• Software as a Service (SaaS): Software delivery model using cloud
infrastructure. Since there is no need to install anything extra, users
can access to this service from anywhere where they have Internet.
Some examples are mail services, office applications, Customer
Relationship Management (CRM) and collaboration, etc.

• Platform as a Service (PaaS): In this service model, tenant gets a
platform where he/she can develop and run their application on.
Cloud provider provides complementary services and required
technological infrastructure to develop and run the application.
Google AppEngine, Force.com and Microsoft Azure are known
PaaS providers.

• Infrastructure as a Service (IaaS): In IaaS, cloud vendors provide
0 605 2205.
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the infrastructure to the tenant in the form of computing power
or storage. Infrastructure comes from the data centers which are used
virtualization to divide and distribute its resources. Rackspace Cloud,
Google Computing Engine and Amazon EC2 are some examples for
IaaS service model.

In each service model, different layers are needed to execute the
service stack. Since each service model requires different computing
resources, security measures which are used for each of these service
models may be varied. Some security measures in some service models
must be implemented by the cloud provider. However, the other security
implementations are not necessarily needed to be done by cloud
provider; instead, they must be implemented by the tenants. These
security precautions can be different depending on Service-level
Agreement (SLA) which is a negotiated agreement between tenant
and the cloud provider.

Security requirements for the service models that are defined by
NIST [1] are given in Table 1. However, a point to be made here is that
cloud computing does not consist of only three models. Apart from
the NIST defined models SaaS, PaaS and IaaS, there are other models
currently used by providers such as:

• Storage as a Service (STaaS or SaaS): In thismodel, the service provider
rents space in its infrastructure to another party or individual.

• Desktop as a Service (DaaS): Delivers a “virtualized” desktop to the
user; thus, all the programs, applications, processes and data are
kept on centralized server.

• Network as a Service (NaaS): This model includes application
accelerating, security measures or mobile device management, etc.

• Data a Service (DaaS): Providing data on demand to the tenant
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Table 1
Security requirements for cloud computing.

IT security requirements
(X requirement, * optional requirement)

Cloud deployment models

Public Private

Cloud service models

IaaS PaaS SaaS IaaS PaaS SaaS

Availability X X * X X X
Authorization X X X * * X
Confidentiality * * X * X X
Integrity X * X * X X
Authentication X * X X * X
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regardless of geographic or organizational separation of the provider
or tenant.

Security measures for these service models are different than each
other because of the requirements for different resources. For example,
availability requirement for NaaS is more important than the other
requirements. Because, it is the elementary need for that service to
provide bandwidth and the network. The cloud provider is not
responsible for ensuring confidentiality and integrity of the passing
data. But, since all computation is done by the provider in SaaS model,
all the security properties presented in Table 1 must be implemented
by the SaaS provider.

Network attackers are generally known as intelligent and rational
human beings. They consider the cost and profit of their attacks.
Defenders profit when a harmful attack is blocked by their security
systems. But, if such an attack doesn't happen, they can lose money
because of the unnecessary security measures. These properties make it
possible to model this behavior in game theory [14,15]. Like in network
security, there is an important game connection between attackers and
defenders in the cloud computing. Ideal defensive strategy and ideal
offensive strategy may be changed depending on each other.

Game theory techniques are used in economy, biology,mathematics,
psychology and other social and behavioral sciences. In computer science,
manyworks used game theory have been realized on intrusion detection
systems (IDS) [2], security scheduling [3] and network/cyber security [4,
15–20]. In the recent years, studies between game theory, economic
theory and computer science have given way to a new field, Algorithmic
Game Theory [5].

In this work, amodel has been proposed to determine defensive and
offensive ideal strategies using properties of defender and attackers that
are mentioned above and considered the security measures taken.
Strategies increasing gain or reducing damage are presented to the
corresponding players using this model. As a result, cloud computing
security staff can determine which security measures should be taken
depending on their gain or loss. The proposed model is a novel solution
for security of cloud computing. Evaluated security risks using proposed
method in the cloud computing system should be mitigated by a cloud
provider or a tenant of the system.

The rest of the paper is organized as follows: Section 2 includes
related works. Section 3 introduces the proposed model. Section 4
gives a brief practical example and discussion. Section 5 presents our
conclusions and future work.

2. Related works

Since risk assessment in cloud computing is a hot topic, most of
researches in this topic are built on grid computing infrastructure.
Research that is based on grid computing generally do not cover the
storage of data which is an important aspect of cloud computing because
most grids are used to solve a single task and do not cover storage of the
data, and alsomost of these research focuses on static risk assessments. In
ref [6], the FPVA model applies mostly to grid middleware which is used
to separate the work load of a program into more physical machines.
Although it seems similar to a cloud, because users create platform or
change the platform in IaaS and PaaS service models, FPVA model
becomes ineffective for such targets. Basically, this model first creates a
tree that consists of the interactions between applications and assets.
After, each node in this tree is analyzed for relationship with each other
and examined for the possible security vulnerabilities. Next, each node's
programming code is manually inspected by experts considering the
possible security vulnerabilities that tree relation presented. One of the
biggest problems of this model is that manually inspecting the cloud
APIs would take so much time considering the magnitude of IaaS and
PaaS APIs. Another problem is that even though cloud and grid technolo-
gies seem similar, the risk associated with them is different with each
other.

Peiyu and Dong proposed a three layered risk assessment model
summarized as follows using AHP in ref. [7].

• Level one: Formulates the problem in a hierarchical structure. The
overall objective is placed on the top of the level. In this model, it
corresponds to the overall assessment of the cloud computing system
platform.

• Level two: Includes eight attributes consisting of major factors
identified for assessing level one.

• Level three: The last level is for concrete assessment factors in the
decision framework. Thirty nine factors were identified corresponding
to higher levels and specific local conditions.

Implementation of the AHP requires three principles: decomposition,
pair-wise comparisons and synthesis of weights. Some advantages using
AHP process in cloud computing are:

• Able to break problem into heretical pieces,
• Able to quantify the decision-marker's experimental judgments,
particularly when the objectives lacked quantifiable data.

Decision makers evaluate the assessment considering the factors
defined in level three and each one is given a weight and put together
in a matrix to get a weight factor. The problem in here, decision makers
have tomanually change the vectors until assessments pass verification
of consistency.

J. Oriol Fitò and Jordi Guitart [8] proposed a semi-quantitative
approach to risk assessment for cloud computing. Decisions are made
by considering business level objects such as; maximizing profit and
user satisfaction. In this semi-quantitative approach, some risks even
turn into gain for the business. Impact of the risks changes between
two factors: benefit and threat. Before comparison, risks are grouped
considering the following factors:

• The probability of occurrence of a risk event: Takes values between 1
and 5. Expressed by means of very unlikely (1, e.g. once in 20 years),
unlikely (2, e.g. yearly), possible (3, e.g. monthly or weekly), likely (4,
e.g. daily), and frequent (5, e.g. at any moment).

• The impact of that event: Either a threat, a benefit, or both, semi-
quantified between very high (−5 or 5, for negative and positive
impact, respectively), high (−4/4), medium (−3/3), low (−2/2) and
very low (−1/1).

• The risk-level estimation: This is proportional to the probability of a
given event and its business level object in question.

In this method, probability of the risk is multiplied with the impact
of the risk to get risk level estimation which is between the values of
−25 and +25 [8]. Considering the impact of the risks (benefit and
threat), this is a narrow interval. In our method, considering the service
model of the provider and the value of the system, our interval size is
larger. Also, the proposed model does not take risks as a benefit in any
way in order to eliminate any problems that may occur in the future.

M. Kiran et al. [9] explained in their paper that most proposed risk
assessments in cloud computing considers heavily on user side of



Table 2
Some examples for classes of attack.

Category Definition C I A

DoS Denial of service 0 0 1
User Gaining user privilege 0.5 0.1 0.05
Data Non-permitted data access and write 1 1 0.2
Administrative Gaining administrator user privilege 1 0.1 0.05
Scan Getting information about the target system 0.3 0 0.2
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things. Both in their model and themethod proposed here try to look in
the perspective of the cloud provider. Even though ourmodels look into
the same thing, their paper separates cloud providers into two
categories: Service provider and infrastructure provider. Service pro-
viders are defined as the middle institution that borrows infrastructure
from infrastructure providers and use that base to build a service that
users canwork on. In this way, service providers and infrastructure pro-
viders can make risk assessment by giving different weights to certain
factors. This assessment continues by separating risks into different
categories. Next, elimination or mitigation of risks can be realized
by considering these categories.

3. Cloud computing risk assessment method using game
theory (CCRAM)

In IT security, an attack is defined as the interaction between the
attacker and the defense system that is used to protect the target. In
this situation, the defense system and the attacker are active players
that their outcomes change depending on their interaction with each
other. Game theory is an interdisciplinary approach to inspect the
behavior between two players or a group using its own attributes.
Game theory deals with finding optimal strategies, which increases
outcomeor decreases damage, in response to another group's or entity's
behavior. To choose the optimal strategy, some of assumptions presented
as follows are needed to be made.

• Each player is able to take two ormorewell-specified actions or series
of actions.

• Every action that players take leads to awell-defined end state, even if
the game seems continuous.

• Each player is associated with a specified payoff in each end state.
• Each player, whichmakes decisions, knows the rules of the game and
has the knowledge of other player's payoffs.

• Given two actions, it is assumed that players will strive to maximize
their payoffs (assumption of rationality and maximization).

The reason for game theory modeling is to explain why humans
behave in a specificway and to guesswhat action theywill take according
to their behaviors.

In the field of security, game theory can be used to help for choosing
optimal strategies for defending and attacking according to the probabil-
ity of actions that defender or the attacker will take [14,15]. Considering
the game's criteria, a utility function is defined for each player by the
game theory. These utility functions are used to show the outcomes of
the actionsmade by players. If a player chooses strategy A thatmaximizes
his outcome depending on the other person's or group's strategy B,
strategy A is called best response. If this is applicable to all the players,
in other words, if no player has an incentive to deviate from his/her
decision after considering opponent's choice, these profiles of strategies
are called Nash Equilibrium.

One of the important parts of the security model is to calculate the
risks factors in risk assessments. Therefore, following assumptions are
needed to be made:

• Attacker and the defender are the players of the game. If there is more
than one attacker, they are assumed that they cooperate with each
other. If there is more than one defender, they also are assumed to
cooperate with each other.

• Every attacker's skills are considered as equal. So, even on typical
attacks, attackers considered having the same attack possibility and
each threat poses an important risk on the provider.

• Every attack is considered as successful unless there is a security
measure for it.

• If the defender takes a security measure for that type of attack, every
attack in that type is considered to be detected and can be stopped.

 
 

 

CCRAM is an imperfect information non-cooperative non-zero static
game model. Certainly, the attacker and the defender do not have a
cooperative intent so the game is non-cooperative. The attacker's and
the defender's movements have a cost. So, just using gains in the utility
functions won't produce the outcome properly. Therefore, one side's
loss does not always become other side's gain. So the game is nonzero.
The main purpose of this model is to give the defender to choose a
defense strategy in the event of an attack which affects either the
provider's own systems or system's bought from another cloud provider.

Definition 1. G:(P,S,S)

a) P = (1,2,…,n) represents the players named as attackers and de-
fenders in the game. If there is more than one attacker or defender,
they are considered to cooperate with other attackers or defenders
respectively.

b) S= (s1,s2,…,sn) represents the strategy space of the players and ∀x∈
P, Sx ≠ ∅, Sx = (S1x, S2x, …, Smx ) is the strategy set of the player x.

c) U = (U1,U2,…,Un) is the utility function of the players in the game.

Definition 2. CCRAM is an imperfect information non-cooperative
non-zero static game model, which is defined as:

CCRAM ¼ a;dð Þ; Sa; Sdð Þ; Ua;Udð Þf g

where, a represents the attacker and d represents the defender. The set
Sa=(S1d, S2d,…, Sma ) is the strategy space of the attacker and sj

a is a strategy
that can be used by the attacker. Sd= (S1d, S2d,…, Smd ) is the strategy space
of the defender and sj

d is a strategy that can be used by the defender.
Ua and Ud are the utility functions of the attacker and the defender
respectively.

3.1. Attack and defense modeling

In the study of MIT Lincoln Laboratory, the impact on a host caused
by an attack cannot be expressed with a parameter. In response to
this, ourmethodwill use information securities core principles, namely,
confidentiality, integrity and availability to measure the impact on the
target system.

Confidentiality, Integrity and Availability (CIA) can be used to
calculate the impact of an attack on a system. National Vulnerability
Database [10] uses CIA as impact metrics in their CVSS v2 Vector Defini-
tions. Attack classification is done by considering what the attacker
want to do with that kind of attack. Considering the strategic objectives
of the attack, a weigh is given each point in the CIA between 0 and 1 to
differentiate with other type of attacks (Table 2).

Defensivemethods are separated into three types presented in Table 3
according to the time needed to apply the security measure and impact
that the security measure makes on the normal operation of the system.

3.2. Calculating the value of the system

The basis of the cloud computing is virtualization. Virtualization
is creating a virtual version of hardware (CPU, RAM etc.), network
resources (routers, switches etc.), operating systems or storage devices.



Table 3
Some examples for defense classes.

Category Definition Properties

Basic Change the configuration of a
virtual or a physical asset

Time needed to change
configuration is low and has no
effect on the system.

Mid-level Restarting machine, security
policy change, changing the
configuration using
administrative level account

Time needed to apply changes is
longer and requires professional
knowledge; system may need to
be stopped.

Advanced
Level

Heavy I/O operations like
scanning virus and backing up
system, or changing system
entirely i.e. upgrading the system

Time needed is longer than the
other three; system generally
needed to be stopped in order to
do such operations and generally
needed to be done by experts.
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Virtualization is done basically by splitting the asset into a different size
of assets to utilize them better. For example, traditionally a server's CPU
generally does not utilize more than %20 if it is doing a single job. Thus,
the %80 of it actually goes to waste. However, if the CPU is split into five
and each piece is given a job, the CPU utilizationwould become close to
%100.

If we inspect a system that is considered as a virtual machine
running on a hypervisor, there are a couple of things that need to
be considered before defining the value of that system. One of
these things is live migration of the system. Live migration is trans-
ferring a resource from a physical location to another physical loca-
tion without interrupting the service. This is done for a couple
of reasons such as; load balancing, some other virtual asset on the
system gets attacked or the physical system that hosts the virtual
one has a problem, etc.

The proposed model requires the value of the system in CIA form.
We can see that if the system in question livemigrates to another physical
location, its CIA values cannot stay the same. Each live migration changes
both the physical and virtual system's CIA value.

To solve this problem, each host's confidentiality, integrity and
availability values are stored in a database.When a newvirtualmachine
is created, a CIA value will be given to it depending on the service level
that the tenant requires and also the policies that the cloud provider
have. Thus, when it is given in the cloud infrastructure, it has a CIA
value given by the provider depending on the importance. When the
system migrates, its CIA value will change depending on the other
virtual systems on the physical location. By storing these values in a
database, the computer's importance which is changing over time can
be determined.

Considering the scale of cloud computing, it can be said that the size
of database will increase too quickly. Round Robin Database Tool (RRD
tool) can be used to solve this problem. What RRD tool does it as the
data gets older? It takes the average of a set of points and reduces that
average to a single point. Once the data is a year old, for example only
weekly average is needed instead of daily average from the old data.
Basically, seven points is reduced down to a single point. So, as the
data gets older and older, it may get less accurate, but we can still
retrieve enough information from it. And it most certainly is better
than no data.
Table 4
Benefit of the defender.

Strategy Benefit

sk
a, sld Bkl

d = (Rc − Lc) * Vc + (RI − LI) * VI + (RA − LA) * VA

sk
a, − sl

d Bkl
d = − ((LC * VC) + (LI * VI) + (LA * VA))

− sk
a, sld Bkl

d = 0
− sk

a, − sl
d Bkl

d = 0
3.3. Comparison of risks

Our model calculates the impact of risk as a quantitative value, so,
unlike other models, it can also be used to compare risks. This can be
used to determine which risk is more important than others. It is done
by using:

The value of the system in the hands of the provider as represented
in the CIA form (VC,VI,VA) multiplied by the impact of the risk on the
host in CIA form (LC,LI,LA). The total of the products is multiplied by
the exploitability sub score (Efac) which can be obtained from National
Vulnerability Database [11].

Impact of the risk on the system ¼ Efac � LC � VCð Þ þ LI � VIð Þ þ LA � VAð Þð Þ
ð1Þ

Using these quantitative values, the attacks on that target system
can be compared with each other. In addition, we can compare the
importance of same risks between cloud service models (SaaS, PaaS
etc.) with each other, for example, if risks are defined as v, w, x, y, z,
based on the magnitude of the risks. SaaS could take more damage
from x, y, z and PaaS could take more damage from v,z,w.

3.4. Calculating the payoff matrix

To calculate a player's payoff, cost and benefit should be considered. If
Ukl
a is assumed to represent the utility function of the attacker, Bkla becomes

the benefit of the attacker. The cost of attack is represented by Ckl
a .

Symbols k and l show that the attacker chooses the kth strategy in
the attacker's strategy space; correspondingly, the defender chooses
the lth strategy in the defender's strategy space. Likewise, Ukl

d represents
the utility function of the defender, Bkld represents the benefit of the
attacker and Ckl

d represents the cost of security measures. And again
symbols k and l show that the attacker chooses the kth strategy in the
attacker's strategy space; correspondingly, the defender chooses the
lth strategy in the defender's strategy space.

Definition 3. The player's utility functions are expressed as:

U ¼ B−C ð2Þ

So, the attacker's utility function becomes

Ua
kl ¼ Ba

kl−Ca
kl ð3Þ

The defender's utility function becomes.

Ud
kl ¼ Bd

kl−Cd
kl ð4Þ
3.5. Benefit of defender

In the attack classification, we propose that an attack can damage
the assets' CIA properties. If the level of the damage done to the asset
is represented by LC, LI, LA and the value of the asset in the eyes of the
cloud provider is represented by VC, VI, VA, then their multiplication
shows the how much value does the asset lose in the occurrence of an
attack.

If the asset is recovered by using a security measure, R is defined as
the value recovered from the attack by using a security measure,

Recovered Server Value ¼ RC � VCð Þ þ RI � VIð Þ þ RA � VAð ÞÞ ð5Þ

In Table 4, sld represents a successful defensive strategy against the sk
a

attack strategy. − sl
d represents an unsuccessful security measure or

no security measure for the sk
a attack strategy. No attack situation is

represented by− sk
a.



Table 5
Cost of the defender.

Strategy Cost

sk
a, sld Ckl

d = CP + CM + CC
sk
a, − sl

d Ckl
d = 0

− sk
a, sld Ckl

d = CP + CM + CC
− sk

a, − sl
d Ckl

d = 0

Table 7
Cost of the attacker.

Strategy Benefit

sk
a, sld Ckl

a = CE + CT + CPE
sk
a, − sl

d Ckl
a = CE + CT

− sk
a, sld Ckl

a = 0
− sk

a, − sl
d Ckl

a = 0
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3.6. Cost of defender

The security measures that are taken by the defender will have an
impact on the system. These costs change depending on the classes of
defense given in Table 5. These costs are:

• Process costs (Cp): Include time taken and computational resources
needed to take security precautions.

• Material cost (CM): Includes directmaterial cost needed to take security
measure or money.

• System continuity cost (CC): This costs covers the damage to availability
which happens when the system in question needed to be closed in
order to apply the security measures.
3.7. Benefit of attacker

The benefit of the attacker is the loss of the defender's system. In
other means, it is the loss of defender's asset's CIA value. But, not all
the loss of defender can be gained by the attacker. To express this, a
cofactor k∈[0,1] is defined to show how much of the loss is converted
into the benefit of the attacker. The benefit formula becomes as
Ba = − k * BD for the attacker (Table 6).

3.8. Cost of attacker

In order to execute the attack, the attacker needs to have some sort
of equipment (CE) or time (CT). In normal situations, the sum of these is
the cost of attacker. However, if a security measure implemented by the
defender detects the attack, the attacker would be exposed depending
on the attack type. The penalty of exposure is represented by CPE

(Table 7).

4. Experimental results and comparison

To demonstrate the proposed method, a case study is constructed
around two different cloud providers that use different types of service
models. It is considered the end use case of resources rented from the
providers to be used in database related work

A SaaS provider is responsible for nearly all of the security require-
ments, because in a SaaS model both data and the computation are
doneonprovider side.However, the IaaSprovider is generally responsible
for the availability of the resources not the security side of it. When a
security breach happens in IaaS model, if it does not spread to other
tenant's assets, it is the problem of the tenant whose assets are exploited.
Considering these facts, the CIA values for the resources (or simply virtual
machines) used in this experiment are given in Table 8.
Table 6
Benefit of the attacker.

Strategy Benefit

sk
a, sld Bkl

a = k((Rc − Lc) * Vc + (RI − LI) * VI + (RA − LA) * VA)
sk
a, − sl

d Bkl
a = k((LC * VC) + (LI * VI) + (LA * VA))

− sk
a, sld Bkl

a = 0
− sk

a, − sl
d Bkl

a = 0
4.1. Risk comparison

Five risks are compared with each other in different cloud service
models in order to see the importance level on different servicemodels.
These risks are actually real vulnerabilities that can affect a host in the
cloud. For the sake of this experiment, CIA damage levels are taken
from the example given in Table 2. Real vulnerabilities in daily life are
given for each type; DoS (CVE-2012-1820), user (CVE-2012-2752),
data (CVE-2012-4579), admin (CVE-2011-4005), and scan (CVE-2010-
1638). The exploitability sub score is taken for each risk from the
corresponding scoring pages. Results are shown in Table 9.

The order of importance of risks that can be seen in Table 9 for SaaS
model is different from IaaS model. For SaaS model, the data and admin
type of attacks aremore serious than the others. The order for importance
for SaaS is data, admin, scan, DoS and user. However, the order for
importance of risks for IaaS is DoS, data, admin, user and scan.

4.2. The risk game

For this case, it is assumed that both providers have CVE-2012-0116
vulnerability in their systems. As a basis, this vulnerability is considered
as a data attack presented in Table 2. Thus, its damage levels in CIA form
become LC = 1, LI = 1, LA = 0, 2. Some parameters are given in light of
the experience RC = 1, RI = 1, and Ra = 0, 4.

We consider the securitymeasure which can stop this attack to have
costs of CP = 60, CM = 70 and CC = 50. The attacker's costs becomes
CE = 25, CT = 5 for this type of attack. If the attacker is exposed due
to a security measure, he/she will pay as CPE = 50 punishment cost.

After calculating the utility functions for both the attacker and the
defender, result matrices are presented in Tables 10 and 11.

According to Nash equilibrium, every finite game has at least one
equilibrium point. The solution matrix for IaaS shown in Table 10 can
be solved using the best response. If the attacker chooses to execute
the attack, the defender will choose no measures because it benefits
more. If the defender chooses to take no security measures, executing
the attack would benefit the attacker more. (Because “No Measure” is
a dominant strategy for the Defender.) Since these strategies point the
same cell (A,NM) in thematrix, it can be said that this is a pure strategy
Nash equilibrium point.

In this type of games, there is either a pure Nash equilibrium or a
mixed Nash equilibrium. By taking a close look at Table 11, we can say
that SaaS solution matrix includes a pure strategy Nash equilibrium
(NA,NM). But, in this case the attacker and the defender won't make
anything. So, we will use the mixed strategy Nash equilibrium [12] to
determine the result of game. Using themixed strategy Nash equilibrium,
Eqs. (6) and (7) can be defined.

−168ð Þ � pA þ −180ð Þ � 1−pAð Þ ¼ −224ð Þ � pA þ 0ð Þ � 1−pAð Þ ð6Þ
Table 8
Asset value of the servers in different service models.

Confidentiality Integrity Availability

SaaS system 100 100 60
IaaS system 20 80 100



Table 9
Calculated effect of risks.

Attack type Total score for SaaS Total score for IaaS

DoS 330 550
User 245.7 89.7
Data 1441.6 326.4
Admin 971.8 283.8
Scan 420 80

Table 10
Solution matrix for IaaS model.

Defender

Take measures (TM) No measures (NM)

Attacker Attack (A) −100, −160 110, −140
No action (NA) 0, −180 0, 0

Table 11
Solution matrix for SaaS model.

Defender

Take measures (TM) No measures (NM)

Attacker Attack (A) −92, −168 194, −224
No action (NA) 0, −180 0, 0
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−92ð Þ � pD þ 194ð Þ � 1−pDð Þ ¼ 0ð Þ � pD þ 0ð Þ � 1−pDð Þ ð7Þ

where pA: Attacker's Attack (A) probability and pD: Defender's Take
Measure (TM) probability.

After solving Eqs. (6) and (7)we obtain pA=0,76 andpD= 0,68. So,
we can say that if the defender chooses the move “take measures”with
a probability of 0.68, the attacker's outcome does not differentiate
between attacking and taking no action. So, from the attacker's view
point, attacking and taking no action have the same outcome. Likewise,
if the attacker chooses to execute the attack with a probability of 0.76,
the defender's outcome won't change whether if it takes the measures
or not.

In other words, if the defender takes measure on %68 of the entire
system, the attacker would deviate from attacking. Likewise, from the
defender's view point, if let's say more than %76 of the entire systems
are attacked, taking security measures will cost more than taking no
action.

4.3. Annual loss expectancy

One of the most common methods to assess the risk is Annualized
Loss Expectancy (ALE). ALE represents the expected asset value loss
due to a risk over a year.

ALE ¼ SLExARO ð8Þ

ALE is the multiplication of the Single Loss Expectancy (SLE) and
Annualized Rate of Occurrence (ARO).

The system presented in Table 11 shows that taking security
measures on the %68 of the system, the attacker's outcome does not
change whether he/she attacks or not. We can use ALE to determine
the loss of the unprotected %32 of the system. If the unprotected
system's loss becomes bigger than the security measures' cost for that
system, the rest of the system may as well be taken under protection.

4.4. Comparison with other methods

We can separate each given service type in our method. So, cloud
services can be separated beyond the two types that are defined by
M. Kiran et al. in ref [7]. As mentioned before, there are more models
than the NIST defined ones such as; SaaS that is used for backing up
data, NaaS that is used for renting network assets and DaaS which
puts client's computing and data into the cloud and serve data to the
client when the client needs. If the service provider defined in ref [7]
is seen as a SaaS provider, the rest of the services is considered as an
infrastructure provider forced differences between IaaS and STaaS to
be ignored. In our method, we compare every service model, which
can be damaged from such a risk, with each other in a scalable manner.

Generally, methods of risk assessment take a long time and processed
slowly. Unlike other methods, our method creates a game out of the
effects of the risks which we can solve using game theory. Also using
the history of the provider, our method can determine which assets will
be attacked. Our model ensures fast and provider specific calculations.

5. Conclusion and future works

Rapid adaptation of the cloud computing also brings security
problems with it [13]. Today's risk assessment methods for cloud
computing do not put forward the cost and benefit of attackers and
defenders. Our work tries to solve the problem of deciding an ideal
strategy to take security measures when using cloud computing. The
proposed method uses game theory to model the outcome of the
defender and the attacker. We calculate the defender's ideal strategy
using the asset value in the eyes of the cloud provider and the risks
that can happen to the asset.

Ourmodel can be expandedby calculatingdifferent risks in the same
timeandputting thesenumbers into a solutionmatrix. Using thismethod,
we can calculate different security measures that can mitigate the same
type of risks. Also this way, if another security measure costs are less,
we can choose it. Parameters that make up the utility functions also
need some work to provide better answers. Especially, the history of the
CIA values that are given by the cloud provider is crucial because it
directly affects our model's effectiveness.
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