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tifying collusive traders.

In consumer-to-consumer (C2C) markets, sellers can manipulate their reputation by employing a large
number of puppet buyers who offer positive feedback on fake transactions. We present a conceptual
framework to identify the characteristics of collusive transactions based on the homo economicus assump-
tion. We hypothesize that transaction-related indicators including price, frequency, comment, and con-
nectedness to the transaction network, and individual-related indicators including reputation and age
can be used to identify collusive transactions. The model is empirically tested using a dataset from Tao-
bao, the largest C2C market in China. The results show that the proposed indicators are effective in iden-
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1. Introduction

Reputation systems are essential to consumer-to-consumer
(C2C) e-commerce. Because of the separation of payment and
delivery, transactions among geographically distant strangers are
inherently risky (Hawes and Lumpkin 1986, Friedman and Resnick
2001). Reputation mechanisms (Tirole 1996), which report users’
feedback on historical transactions, play crucial signaling and sanc-
tioning roles (Dellarocas 2005). Designed to deter frauds by users,
reputation systems are employed by the most popular online C2C
shopping websites such as eBay, Amazon, Yahoo Auctions and
Taobao. Indeed, numerous empirical studies have demonstrated
that, in many cases, reputations systems are effective in predicting
future performance of users and preventing online auction fraud
(Resnick and Zeckhauser 2002, Macinnes et al. 2005, Gregg and
Scott 2006).

Despite the widespread use of online reputation systems, a sig-
nificant amount of online fraud has been reported. According to the
2009 Internet Crime Report (Internet Crime Complaint Center
2009), “non-delivered merchandise and/or payment” and “auction
fraud” represented 30.2% of the 336,655 complaints filed in the US,
accounting for US$559.7 million in losses. In China, according to
the 2009 Online Shopping Report (iResearch 2009), 23.0% of the
21,657 complaints were online auction frauds. The increasing
number of deceptions in online shopping can be attributed to
weaknesses of current reputation systems, which include weak
authentication resulting in easy re-registration (Neumann 1997,
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Friedman and Resnick 2001, Dellarocas 2003), easily manipulated
ratings and comments (Ba 2003), moral hazard of misusing reputa-
tion credits for pseudonyms on the Internet, and the tendency not
to give negative feedback after completion of transaction (Baron
2002). Some scholars have noted these problems in reputation sys-
tems exist (Dellarocas 2000, Zacharia et al. 2000, Miller et al. 2002),
and have proposed improvements (Dellarocas 2002, 2005, 2006;
Dellarocas and Wood 2008). Josang et al. (2007) present an over-
view of existing and proposed systems for Internet transactions.
Nevertheless, to date, there is no perfect solution that completely
addresses all of the issues that have arisen related to reputation
systems.

At the same time, much scholarly effort has been made on
studying auction fraud, including the impact of forged sites
(Grazioli and Jarvenpaa 2000), the types of fraud (Grazioli and
Jarvenpaa 2003, Gregg and Scott 2008), the effects of online trading
communities on fraud detection (Chua et al. 2007), and motiva-
tions behind fraud (Utz 2005). Various methods of fraud detection
have been proposed, based on the classical classification methods
of neural networks, fuzzy logic, genetic algorithms, support vector
machines, regression, and decision trees. For a detailed overview of
the methods for fraud detection, please refer to Laleh and Azgomi
(2009). Nevertheless, only very limited attention has been paid to
collusive behaviors among users, in spite of the fact that it under-
mines the reliability of reputation mechanisms.

This paper proposes a novel approach to identify users’ collusive
behavior. Using the homo economicus assumption, we analyzed the
cost and benefit of each party involved in the collusion and
obtained six indicators, which include both individual-related
and transaction-related indicators. A detection model is also
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proposed to distinguish the collusive transactions from bona fide
ones. A dataset from the largest online C2C market, Taobao.com,
will be employed to illustrate the effectiveness of the proposed
detection model. Our study’s contributions have two aspects: (1)
We offer a new way of identifying the characteristics of collusive
behavior. The process of obtaining the indicators could be ex-
tended to other malicious behavior detection, such as smuggling,
money laundering, tax evasion, and drug trafficking. (2) We also
provide managerial implications on improving C2C websites.

The remainder of this paper is organized as follows. In the next
section, we discuss the related literature. In Section 3, we describe
the research context, and propose a number of corresponding
hypotheses. Section 4 describes the dataset we will use in our empir-
ical research. Section 5 presents the methodology and results. The
last section discusses the research findings with their implications
for practice, and proposes the future research possibilities.

2. Literature review
2.1. Collusion

Lian et al. (2007) defined collusion as a collaborative activity
within groups of users that aim to generate group member benefits
that are otherwise not available for individuals. It can be observed
in a lot of systems. Collusion is often observed in the field of insur-
ance, for instance. Little et al. (2002) quantitatively analyzed indi-
cators of collusion in the United States Department of Agriculture’s
Risk Management Agency’s national crop insurance program. Log
linear modeling analysis and deviance statistics were applied to
identify triplet and agent-producer doublets for possible collusion.
Subelj et al. (2011) proposed an expert system for detecting collab-
orating automobile insurance frauds. A novel assessment algo-
rithm, called the iterative assessment algorithm, was proposed
and demonstrated to be effective.

In the online context, researchers have also been working on
detecting collusive behavior. Lian et al. (2007) studied user collu-
sion that aims to gain unfair advantages over other users in Maze,
a large-scale peer-to-peer (P2P) file-sharing system with a point-
based incentive policy. By examining complete user logs, four
types of collusion detectors are proposed. They also found that col-
lusion patterns are similar to those found in Web spamming. Chau
et al. (2006) and Zhang et al. (2008) adopted the idea behind out-
lier detection, and considered both user level and network level
features for collusion detection in an electronic market. However,
the detection model was limited to only scenarios in which fraud-
ulent participants and their accomplices were created together and
assigned different roles to play. Wang and Chiu (2005, 2008)
adopted measurements from social network analysis and created
a collaboration-based recommendation system to suggest risks of
collusion associated with an account. However, group purchasing
behavior makes a single k-core value insufficient to distinguish in-
flated-reputation accounts from legal ones. A group of buyers
simultaneously buying from a set of sellers is a common phenom-
enon in group purchasing. This is because buyers in the group ben-
efit from extra discounts (Marvel and Yang 2008). As a result, more
relevant indicators need to be identified. Almendra and Schwabe
(2009) advocated the use of human computation (crowdsourcing)
to improve current fraud detection techniques. Yet before crowd-
sourcing can be employed, one has to first identify potential partic-
ipants who may create fraud. This is the goal of our study.

2.2. Social network analysis
Social network analysis is the mapping and measuring of rela-

tionships and information ows between people, groups, organi-
zations, computers or other information processing entities

(Hanneman and Riddle 2005). It quantitatively measures the inter-
actions among members of community. As a research paradigm, it
provides a new tool to understand the world. With the develop-
ment of the Internet, two data issues in traditional social network
analysis are being addressed, namely, difficulty in collecting large-
scale data and bias in survey-based data. The availability of Web
log data is facilitating the study on the structure and dynamics of
social networks, behavior of individuals, and patterns of interac-
tion (Albert and Barabasi 2001, Newman 2003).

Social network analysis focuses not on the attributes of individ-
uals, but on relationships between individuals. The basic compo-
nents are nodes and links. Nodes are abstractions for individuals,
organizations, or communities (Borgatti et al. 1998). Links can be
of various types of relationships based on contexts (Freeman
1979). After decades of efforts, measurements for describing net-
works on the global, subgroup, triad, dyad, and individual levels
have been well developed (Wasserman and Faust 1994, Scott
2000). The relationship between the attributes of individuals and
network structure has also been investigated (Grewal et al. 2006,
Schilling and Phelps 2007, Sofiapereira and Soares 2007).

Social network analysis has been widely applied in data mining
on crime and malicious behavior. Because criminals often develop
networks to carry out various illegal activities, identifying sub-
groups and key members, and their interaction patterns are usually
helpful in fighting crime (Chen et al. 2004). For example, Qin et al.
(2005) collected information of members of Global Salafi Jihad net-
work from multiple sources, and applied social network analysis to
the network and obtained an authority derivation graph of the
criminal network. Blume et al. (2006) used a dataset related to
the information forecasting market for the soccer championship
in Germany in 2005. This was also a context for the study of the
effectiveness of his approach to search for malicious accounts.
Ahmad et al. (2009) proposed another approach involving the
use of network features of illicit behavior patterns to identify “gold
farmers.” They are users who accumulate virtual wealth or “gold”
with the sole intention of selling it to other players. They also
found that the network structure of “gold farmers” is similar to
the network structure of drug traffickers. Subelj et al. (2011) uti-
lized four types of networks to represent the complex relationships
among entities and proposed an expert system for automobile
insurance collusion detection.

3. Research hypotheses
3.1. Research context

In this study, collusion to inflate reputation refers to the illegal
business that some shady organizations undertake for profit. Collu-
sive seller refers to the seller who wants to inflate his reputation
through collusion. The term puppet buyers refers to accounts set
up by illegal organizations for the sole purpose of conducting fake
transactions with collusive sellers. The whole process of reputation
inflation is presented in Fig. 1. After getting a payment from collu-
sive seller, an illegal organization will employ a large number of
puppet buyers who initiate multiple fake transactions (with no
delivery of goods), and then will give positive ratings and com-
ments. The theory of deception, proposed by Johnson et al.
(2001), defines deception as “a cognitive interaction between two
parties where one party, the deceiver, manipulates the environ-
ment of the other party, the target, so as to intentionally foster
an incorrect cognitive representation of the target’s situation and
urge a desired action which the target would be unlikely to take
without the manipulation.” So collusive transactions that mislead
potential buyers can be classified as undesirable instances of
deception.
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Fig. 1. Process of reputation inflation.

3.2. Cost-benefit analysis

Homo economicus, which depicts people as individualistic,
opportunistic and self-serving, is a fundamental assumption of
neo-classical economics. Sociologists criticized the pure economic
man assumption and tried to reconcile homo economicus with homo
sociologicus assumption (Ng and Tseng 2008). But most scholars
agree that confined to certain aspects of life, such as business
and politics, the homo economicus paradigm is crucial for survival
and success (Randels 1998).

Neo-classical economist, Gary Becker, proposed that criminals
make rational decisions (1968). In this view, criminals, as individ-
uals who willingly commit crime, do so because from their per-
spective, the benefits of their crime outweigh the cost such as
the probability of apprehension, conviction, and punishment. This
theory helps to understand the deviant behaviors and provides
some hints for prohibiting them. A similar idea can be found in Carl
Shapiro’s (1982) work too. He analyzed a monopolist’s behavior
weighed against the rewards of acting opportunistically when con-
sumers cannot observe all the relevant attributes of the monopo-
list’s product before purchase. In this study, collusion to inflate
reputation is viewed as a specific crime in the context of e-busi-
ness. Different from the electronic crimes resulting in financial loss
and criminal prosecution, collusion here is limited to malicious
behavior that violates public order and good morals. Based on
the idea behind the economics of crime, which treats all behaviors
as rational decisions, we will try to identify the features of collusive
transactions.

3.2.1. Cost of inflating reputation

From the view of the puppet buyers, two types of costs are in-
curred in the process of collusion: behavioral costs and economic
costs. Behavioral costs refer to the acts puppet buyers take to inflate
a seller’s reputation. As Verhallen (1984) suggested, behavior can
be further categorized into goal acts and instrumental acts. Goal
acts are defined as acts that lead to desirable outcomes, while
instrumental acts are performed in order to reach a goal. In the
C2C e-commerce context, registration is instrumental to becoming
a puppet buyer. Efforts made to carry out the process involved in a
malicious transaction, including selecting the merchandise,
making the payment, rating, and providing comments, are the goal
acts.

Buyer registration is usually simple. Typically a unique user
name and a valid email address are the sole requirements to obtain
a buyer identity. To set up an account, one is often required to acti-
vate the link that is sent by the online market to one’s registered
email box. The economic cost of becoming a buyer is close to zero
due to the free email services provided by numerous websites.
However, it takes time and effort to develop programs or to employ
people to sign up for and maintain a sufficient number of email ac-
counts from e-mail providers. The best way to minimize the cost in
this step is to be an active trader, and conduct as many transac-
tions as allowed by the market for each account. Activeness, as a
characteristic of fraudsters, was also noticed in Blume et al.
(2006)’s work. Thus, we propose our first hypothesis.

Hypothesis 1 (The Collusive Accounts Hypothesis). Collusive
accounts are more active than bona fide accounts.

The economic cost mainly refers to the time value of the money
held by escrow services that authorize payments only after the
buyer is satisfied. Escrow services provide institution-based trust,
which facilitates transaction success and has been widely utilized
in C2C markets (Pavlou and Gefen 2004). In collusive transactions,
the payment (which actually pays for nothing) from the puppet
buyer to the collusive seller has to be made through the escrow
service. Therefore, taking the time spent on delivery and checking
the merchandise into account, the payment is usually held by the
escrow service for two to five days, or even longer. Hence, if the
amount of money is large, the time value of money can be costly.
In order to cut this cost, collusive transactions tend to involve
cheap items. The less amount of money being held, the less it costs
for buyer.

Another concern is cost per transaction. Transactions of low-va-
lue merchandise are more economical, as they are as effective as
higher value ones in creating opportunities to inflate the reputa-
tions of collusive sellers. To gain as many positive ratings as possi-
ble with a certain amount of money, cheap items are the best
choice.

Another factor for the value of fake transactions is that the pay-
ment made by puppet buyers to the seller always comes from the
seller himself in the form of an advance payment to the puppet
buyers for the reputation inflation service. Collusion is illegal, so
the rights of the seller who paid first are not protected by law. Only
oral contracts between the seller and the puppet buyers, who are
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conducting illegal activities, are involved. Therefore, the seller, to
minimize his own risk, has an incentive to pay the lowest amount
possible for the collusive transactions.

The observation of cheap items for inflating reputation is also
mentioned in Chau et al. (2006). Taking all the above consider-
ations into account, we propose:

Hypothesis 2 (The Collusive Transaction Merchandise Value Hypoth-
esis). The average value of the merchandise in collusive transactions is
lower than that in non-collusive transactions.

Meanwhile, as the accounts were set up to solely conduct fake
transactions, to decrease the risks of being detected from website
operator, illegal organization regularly set up new accounts to en-
large the group of puppet buyers and use them right away, despite
the behavioral cost of setting up accounts. Thus, we anticipate that
newly-registered accounts are be more likely to be involved in col-
lusive transactions. We further propose:

Hypothesis 3 (The Buyer’s Short Account History Hypothesis). The
shorter the history the buyer’s account has, the more likely the
transaction is related to collusion.

3.2.2. Benefits of inflated reputation

The reasons why sellers in e-markets are pursuing high reputa-
tions lie in the correlation between high reputations and high prof-
it. Resnick et al. (2000) conducted an experiment on eBay
comparing sellers with high and low reputations selling the same
products. They found that the difference in the willingness-to-
pay of buyers was 8.1% of the selling price. Similar findings can
be found for music CDs, computer modems, software, Canon digital
camcorders, Harley-Davidson Barbie dolls among other studies (Ba
and Pavlou 2002, Kalyanam and McIntyre 2001, McDonald and
Slawson 2002). In addition, some researchers have found that a
higher reputation brings higher sales volume (Livingston 2005).
Li et al. (2008a) found that the good reputations of sellers have a
positive impact on their sales volume, but the marginal impact de-
creases sharply. Through an empirical study on a dataset from
eBay, Cabral and Hortagsu (2010) found that when a seller first re-
ceives negative feedback, the seller’s weekly sales rate drops from
a positive 5% to a negative 8%.

Aside from the reputation score accumulated by positive, neu-
tral, and negative ratings, the content of comments also contrib-
utes to the reputations of sellers. For example, spam review
detection has been a hot topic in the data mining field (Hayati
and Potdar 2009). Generally, the same positive rating has different
meanings to potential buyers. For example, some buyers prefer
sellers with quick delivery, whereas others may prefer sellers
who patiently introduce to the merchandise. Viewing the com-
ments provided by previous buyers provides more information to

potential buyers than the reputation score itself. For potential buy-
ers who want to purchase from specific sellers, detailed comments
for the seller are more valuable than simple positive ratings. From
our interviews with a number of buyers, we learned that in most
cases, when a buyer is willing to take time to praise the seller,
the seller must be good enough to be recommended. Therefore,
for fake transactions to be effective in raising the reputation of
the seller, buyers need to write informative comments. We infer
that:

Hypothesis 4 (The Detailed Comments and Collusion Hypothesis).
Collusion is positively related to the presence of detailed comments.

Identifying the weaknesses of existing rating systems and
improving them has been the focus of many researchers (Engel-
mann and Fischbacher 2009, Mathis et al. 2009, Fouss et al.
2010). According to the law of diminishing marginal utility
(Culloch and Huston 1977), we infer that one-point increase on
the reputation means differently to the sellers who own different
reputations in this community. The sellers who already have high
reputation should have less motivation to inflate their reputation
while the new sellers who are eager to be noticed and trusted pre-
fer a fast-growing reputation. That is to say, we hypothesize that
fake transactions and related positive score are more desirable
for new sellers than well-established ones. So the sellers with
low reputation are more likely to be involved in collusion:

Hypothesis 5 (The Seller’s Reputation and Collusion Hypothesis). The
higher the reputation of the seller, the less likely the seller will
participate in collusive transactions.

Accordingly, the research model of this study is composed of
both transaction-related indicators and individual-related indica-
tors. Fig. 2 presents the research model that guides the empirical
analysis.

4. Data
4.1. Data collection

Data for this study were collected from Taobao (www.taobao.
com), the leading online C2C website in China in terms of market
share, number of listed merchandise items, active users, and web-
site traffic (Li et al. 2008b). Taobao was founded in May 2003. In
2005, Taobao became the leader in China’s online shopping market.
According to the Development Report on China Online Shopping
Market conducted by iResearch (2010), the annual revenue in
China’s online shopping market reached US$38.7 billion (RMB263
billion) in 2009, with a growth rate of 105.2% over the previous
year. Taobao had a 79.2% share of this market. We obtained data
on fraudulent accounts specific to reputation inflation and related
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Fig. 2. Research Model.
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collusive transaction records from Taobao under a non-disclosure
agreement.

Taobao has made several efforts to detect collusion detection. In
the first stage before July 2009, collusion detection was mainly
complaint-driven. If complaints were filed about one specific seller,
Taobao would investigate the seller, require information on past
transactions, and look into reputation history, and registration
information. This was to see if the seller engaged in reputation-
inflation activities. The seller would be labeled as a reputation-
inflated account if the seller could not provide enough evidence
to explain the suspicious transactions. Between July and August
2009, with the emergence of shady organizations specializing in
reputation inflation as a business, Taobao sifted through all the
sellers and identified those whose reputation had grown rapidly
and could not provide proof of their actual delivery of the mer-
chandise. The dataset we obtained included collusive transactions
that were the result of both the complaint-driven investigation and
the all-seller investigations undertaken by Taobao.

In order to build a transaction network, we collected non-collu-
sive transactions by a self-developed screen-scraping program,
starting with the well-behaved buyers that had done business with
the collusive sellers identified by Taobao. The program parsed the
pages of these buyers to extract their transaction and evaluation
records. In this manner, we obtained information on a large num-
ber of non-collusive accounts that have been confirmed as well-
behaving by Taobao. The information includes the time of transac-
tion, final price, rating, counterparty comments, and trader
reputation.

The data collection was based on the users involved because the
sellers usually sell merchandise in multiple categories. For exam-
ple, we observed that a collusive seller who originally sold digital
cameras as his main business also sold computer mouse cushions.

There were a total of 680,150 transactions, involving 816 collu-
sive accounts and 23,434 non-collusive accounts from June 1, 2009
to June 30, 2009 that we used for analysis. This study uses the user
pair (buyer and seller) as the unit of analysis. There were 20,400
user pairs in all, in which 991 were collusive user pairs and
19,049 were non-collusive user pairs.

4.2. Key variables

The dependent variable in our empirical analysis is whether the
pair of traders (seller and buyer) is doing collusive transactions,
where “1” stands for collusion and “0” stands for non-collusion.
We employed the user pair as opposed to the transaction as the
unit of analysis because a single transaction without context is
insufficient for evaluating collusion.

To examine our proposed hypotheses, we constructed measure-
ments based on the context of this empirical study, Taobao.com.
The reputation system at Taobao is very similar to other C2C web-
sites, in that users can rate their trading partner after a transaction.
There is one notable difference: only buyers who pay through Ali-
pay, a payment system owned by the same parent company of Tao-
bao, can provide feedback to the seller. Alipay is similar to Paypal
(www.paypal.com) and Escrow (www.escrow.com), where a third
party authorizes payment only after the buyer receives and ap-
proves the merchandise (Hu et al. 2004). However, Alipay has a
distinctive feature that sets it apart from traditional escrow ser-
vices: it is free for all traders on Taobao.

In Taobao, each user’s profile consists of two scores, the reputa-
tion as a buyer, and the reputation as a seller. A positive, neutral,
and negative feedback will add 1, 0 and —1 to the reputation score,
respectively. According to a Taobao rule, within a period of four-
teen days, a member can only rate another member at most six
times for six different transactions. The more positive ratings users
receive from other users, the higher the reputation score.

4.2.1. Activeness

Illegal organizations conduct collusions as a business, for which
establishing new accounts is a significant cost. Therefore, they
maximize the activities of each account to the extent allowed by
the site. We can observe the overall activeness level of each ac-
count through the number of transactions in a given time window.
Activeness with one single seller can be measured by pair-wise
transaction frequency. Puppet buyers often buy a lot of different
kinds of merchandise from a seller within a short period. Limited
by the Taobao rule of not more than six ratings in fourteen days be-
tween any pair of users, a puppet buyer would have no motivation
to buy more than six items from a particular seller within any four-
teen-day window. If a number of buyers are set up to help inflate
the reputation of some specific sellers, we can observe them pur-
chasing from the same set of sellers simultaneously.

The best measure to identify the situation that a group of pup-
pet buyers purchase from a group of sellers simultaneously is an
indicator named k-core. The idea behind k-core was first proposed
by Seidman (1983). The formal definition is as follows (Batagelj
and Zaversnik 2003).

Let G=(V, L) be a graph, where V is the set of vertices and L is
the set of edges. We denote n=|V|, m=|L|, and introduce a sub-
graph H= (W, L/W) W is a k-core or a core of order k if Vve W:
degy(v) > k, and H is the maximal sub-graph with this property.
The term L|W denotes the edges related to the node set of W.
The degree function degy(v) can be in-degree, out-degree, or in-de-
gree and out-degree, depending on the research need. Here, we fo-
cus on linkages between traders, so both in-degree and out-degree
are considered. The k-core measure is frequently used to differen-
tiate strong ties among subgroups.

A transaction network is constructed by taking each account as
a node and the transactions between a buyer and a seller as a link
between the two nodes. The directed arrow from the buyer to the
seller means that the buyer purchases one or more items from the
seller. The two-core graph of part of the collusive transactions net-
work at Taobao is shown in Fig. 3. Each account is marked by a user
ID for our purpose (not the real ID at Taobao). Obviously, it is
highly likely that a large group of buyers (marked by blue circles)
are employed to serve the two sellers in the middle (marked by red
squares). Meanwhile, part of those buyers on the left also colluded
with thirteen other sellers simultaneously. Since players repeat
transactions but rarely with the same player in C2C market (Re-
snick and Zeckhauser 2002), especially in one-month time win-
dow, it is very unlikely that a group of buyers all bought from
exactly the same set of sellers in the same month. Hence, suspi-
cious sellers and buyers can be identified at the same time visually
from the figures like Fig. 3, or, equivalently, by the higher k-core
value of each user in the transaction network we constructed.

4.2.2. Rating and comments

There are three options when a buyer rates a seller at Taobao:
positive, neutral, and negative, which add 1, 0 and —1 to reputation
scores, respectively. In addition, one can also include detailed text
comments. In this study, from the view of benefit of sellers, we
used information of both ratings and comments as indicators. We
first differentiate three types of ratings, and then further divide
the positive rating into three subclasses according to Taobao rules.
First, if no rating is provided by a buyer after 15 days since the sell-
er evaluated the buyer (indicating that the transaction should be
closed), there will be a positive rating with the text “no comment
is good comment” appearing in the seller’s evaluation history,
assuming the buyer has nothing bad to say about the transaction.
We name this kind of situation as “no comment is a good com-
ment.” Second, if the buyer does not have specific comments for
evaluating the seller, the buyer can simply click the button for
“good” for comments and we will see “good!” in the evaluation
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Fig. 3. Two-core subgraph of some collusive transactions.

history of the seller. We call this “one-click good comment.” Third,
if user both provides positive rating and writes detailed comments
for the seller, we name it as “specific comments for the transac-
tion.” To sum up, we classify the evaluation part of each transac-
tion (rating and comments) into five groups (Table 1).

Recall that user-written comments are helpful for potential
buyers, thus, we assume that five types of comments add different
values to the reputation of sellers as follows: E<D <C<B<A.

Type C comments should be particularly noticed because of the
Taobao rule. As we mentioned earlier, the seller cannot obtain pay-
ment until the buyer approves. Type C comments only appear
when the buyer does not approve in fifteen days after the seller
has confirmed his delivery of the merchandise and has evaluated
the buyer. The rule is set to protect the seller in the situation where
the buyer who has received the merchandise is too busy to log in
and click the approval button. If the transaction is closed in this
way, the money is held by Alipay for a significantly longer time
than usual. Hence, still thinking about the time value of money
held by the escrow service, the collusive buyer would comment
on the seller as early as possible, that is, Type C comments should
rarely appear from collusive transactions. Thus, the indicators
about comment could be specified as “the percentage of each type
of comment”.

To sum up, the major independent variables are about the
transaction pattern of each pair of traders, including the number
of different items bought and sold during the month (transaction
frequency), the average price of items bought and sold, comments
for the seller, and connectedness to the transaction network. Aside

Table 1
Types of comments.
Type of rating Type of comment Class
Positive Specific comments for the transaction A
One-Click good comment B
“No comment is a good comment” C
Neutral D
Negative E

from transaction-related indicators, two individual-related indica-
tors are also involved, seller reputation and buyer age. Table 2 pre-
sents definitions of the variables and explanation of measurement.

4.3. Descriptive statistics

We start our analysis with descriptive statistics that provide a
first glimpse of the patterns of relationships. There are four trans-
action-related indicators of interest: average price, number of
transactions during the month (frequency), comments, and con-
nectedness. There are five types of comments presented in Table
1, and four dummy variables are involved. The type E comment
is the base type for comparison. The descriptive statistics of the
variables are presented in Table 3. The column “Mean” shows the
average value of the each variable. For example, the average price
of the goods sold in this month is RMB 74.81, and the most expen-
sive goods is sold at the price RMB 5200. (See the column “Max.”)
The column “S.D.” shows the standard deviation of the variable in
this dataset.

5. Empirical methodology and results
5.1. Empirical model

Logistic regression is suitable for building a fraud detection
model because the dependent variable is dichotomous (Gregg
and Scott 2006). Logistic regression does not assume a linear rela-
tionship between the dependent variable and the independent
variables, and has been used in predicting collusion (Abarca and
Armstrong 2000, Macinnes et al. 2005). It has been widely applied
in fraud detection in various areas (Matsumura and Tucker 1992,
Grazioli and Jarvenpaa 2000, 2003).

We employ a logit regression to test the proposed indicators.
The variables seller reputation score, buyer age, seller and buyer
k-core, price, and number of transactions during the month were
all transformed to their logarithmic equivalents. The transforma-
tions were necessary because of considerable skewness. The model
is as follows:
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Table 2
Data description.
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Variable name

Description

Code

Transaction-related indicators:

Transactions
frequency

Connectedness

Comment type

Number of transactions between
a pair of seller and buyer during a
month.

Measured by the k-core value
(see 4.2 for details)

Comment type was constructed
by the rating information and text
reviews. It reveals satisfaction

Integer number

Integer number

A = positive rating with
user-written
comments

with the transaction counterpart.
B = positive rating with
“one click good
comment”
C = positive rating with
“no comment is good
comment”
D = neutral rating
E = negative rating
Average price  Average price was constructed by = Real number
dividing the sum of the value of
all the items sold/bought
between a pair of seller and buyer
by the number of items.

Individual-related indicators:

Reputation Reputation at Taobao is Integer number
represented by the accumulated
positive(+1), neutral(0) and
negative(—1) ratings for sellers
and buyers. The higher the
reputation is, the more positive
ratings the user receives. Each
user has two parts of reputation,
One is the reputation as a buyer,
and the other is the reputation as
a seller
Age Number of days from user Integer number
registration at Taobao
Table 3
Descriptive statistics of key variables for collusive and non-collusive pairs.
Mean S.D. Min Max
Frequency 1.71 11 1 13
Price 74.81 162.03 0.01 5200
buyer_age 601.43 497.82 7 2243
buyer_k_core 1.39 1.75 1 19
seller_reputation 20067.07 69175.9 5 13,04,256
seller_k_core 6.89 3.88 1 22
comment_A 0.36 0.48 0 1
comment_B 0.42 0.49 0 1
comment_C 0.21 0.41 0 1
comment_D 0.01 0.08 0] 1

Likelihood of collusion = By + 8, - In Price + f, - In Frequency
+ B5 - In Comments + B, - InSeller’s k_core
+ Bs - In Buyer’s k_core
+ Bs - InSeller’s Reputation
+ B, - In Buyer’s Age.

A formal multicollinearity test was conducted before the
regression analysis. The results showed a tolerance value above
the threshold of 0.1 (Hair et al. 1995), which means that we can
proceed with further analysis without the concern about
multicollinearity.

5.2. Estimation results

The results of the estimation (shown in Table 4) exhibit a satis-
factory fit with pseudo R? = 0.676. The proposed indicators are all
significant at the 0.01 level. The positive coefficient of the variable
“frequency” (0.618) and “k-core value” of seller and buyer (1.085
and 2.071) indicate that activeness we discussed earlier is one of
the characteristics of collusion. Also, it validates the fact that pup-
pet buyer is active both with one seller and multiple sellers. The re-
sult supports the Collusive Accounts Hypothesis (H1). Similarly,
the negative sign associated with price and the likelihood of collu-
sion indicates that the Collusive Transaction Merchandise Value
Hypothesis (H2) is supported. It means that cheap items are more
involved in collusive transactions. The coefficient (—0.708) quanti-
tatively measured the impact of price increase on the possibility of
collusive user pair. As to the relationship between comments and
likelihood of collusion, the type A comment, positive rating with
user-written comments, also significantly affects the likelihood of
collusion. It supports The Detailed Comments and Collusion
Hypothesis (H4). Meanwhile, the individual-related indicators are
also effective in this model. Consistent with our expectation, the
puppet buyer accounts are newly created. To minimize their costs
of collusion, these puppet buyers often immediately started their
collusion efforts after registration as a new user. Thus, the Buyer's
Short Account History Hypothesis (H3) is supported. Likewise, the
sellers with lower reputation are more involved in collusion, which
is a support to the Seller’s Reputation and Collusion Hypothesis
(H5). To sum up, all the five hypotheses presented in Fig. 2 are
all supported in this empirical study, which is to say that the cost
and benefit analysis helped us to identify the effective indicators of
collusive transactions.

5.3. Detection model

Logistic regression is a good classification algorithm with re-
spect to mean error, mean rank of error rate and training time
(Lim et al. 2000). Thus, in this study, the logit model can also be ap-
plied as a collusion detection model. A receiver operating character-
istics (ROC) graph, first used by Spackman (1989), is a useful
technique for visualizing the performance of a classifier that
decouples classifier performance from class skew and error costs
(Fawcett 2006). In Fig. 4, the y-axis “sensitivity” means the true
positive rate (also called recall) and the x-axis “1-specificity” means
the false positive rate (also called false alarm rate). The diagonal line

Table 4
Likelihood of collusion: Logit regression estimation results.
Variables Collusion
In(price) —0.708"""
(0.0336)
In(frequency) 0.618™""
(0.107)
In(buyer_kcore) 2.0717"
(0.0969)
In(seller_kcore) 1.085""
(0.113)
comment_A 1.084™""
(0.118)
In(seller_reputation) —0.286"""
(0.0403)
In(buyer_age) -0.601"""
(0.0586)
Observations 20,040
Standard errors in parentheses.
LR chi2(9)=5331.83; Prob > chi2=0.000; Pseudo R2=
0.6756.
= p<0.01.
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Fig. 4. Cross-validated ROC curve for the detection model.

y = x represents the strategy of randomly guessing a class. Logistic
regression yields an instance probability that represents the degree
to which an instance is a member of a class. Each threshold pro-
duces a different point in the ROC space. The area under the ROC
curve (AUC) is calculated to measure the performance of the classi-
fier (Bradley et al. 1997). The result of cross validation (Fig. 4)
shows that the AUC of this logit model approaches 0.968 which
means that it is an effective model for collusion detection.

6. Discussion, limitations and future research
6.1. Conclusion

Table 5 shows the key findings of this study by summarizing the
empirical results and providing some explanation to result we ob-
tained. The initial goal of this paper was to present a framework to
obtain the features of collusive behavior in C2C markets. Based on
the labeled data from Taobao, the empirical study shows that the
indicators, both transaction-related and individual-related, are
effective in detecting the collusion. The malicious users are signif-
icantly different from bona fide ones. The process of obtaining
these indicators can be extended to other malicious behavior such
as smuggling and tax evasion.

Table 5
Key findings.

6.2. Implications for system designs

The results of this research provide some implications for C2C
online market designs. Reputation has been found to facilitate
transactions between stranger, and it becomes more reliable when
reputation-inflated traders can be identified promptly. The follow-
ing strategies are suggested to reduce reputation inflation.

First, raise the cost of entry. The simple email address require-
ment for registration as a buyer is far from a costly procedure.
Combining the real world identity with the virtual one in an on-
line shopping website can raise the cost of setting up a new ac-
count, while increasing the trustworthiness of sellers. Although
the strategy may drive away some potential users to other com-
peting sites due to the increased behavioral cost, the users in this
community are better protected. More in-depth requirements of
registration and authorization have been increasingly accepted
as an understandable cost to maintain a well-mannered
community.

Second, raise the cost of each reputation score. In current sys-
tems, no matter how much the merchandise costs and no matter
who is providing the rating, one point can be added to the reputa-
tion of the seller after a transaction, motivating fake transactions
involving cheap items by new entrants. The value of items bought
and sold, the reputation of the buyer, and decay with time should
all be taken into account when generating seller reputation (Wu
et al. 2008). Likewise, the transactions involving tangible goods,
as compared to digital goods, require more product delivery effort
on the part of sellers. Hence, the nature of the goods should also be
considered in a reputation mechanism.

Third, raise the cost of risk, which refers to losses if collusive
transactions are identified. E-business websites, such as Taobao,
should pay more attention to collusion detection, which could in-
crease the perceived risk for perpetrators. Meanwhile, more severe
punishments that make the costs far outweigh the benefits are also
necessary to deter would-be perpetrators.

Fourth, lower the benefits that reputation scores alone bring to
sellers. In current systems, sellers pursue higher reputation scores
mainly for the chances of being noticed and trusted by potential
buyers. A web site can promote alternative ways of establishing
trustworthiness. For example, the seller with low reputation can
participate in a consumer assurance program. If the consumer is
not satisfied with a flawed product bought from the sellers in this
program, Taobao will pay back the buyer and subsequently punish
the seller.

Independent
Variable

Empirical results

Explanation

Average price

Transactions
frequency
Comment type

Connectedness

Seller
reputation

Buyer age

As hypothesized, value of merchandise is an indicator for collusion
detection. The lower the price is, the greater is the likelihood of collusion
is. (The Collusive Transaction Merchandise Value Hypothesis, H2)

The pair with frequent transactions is more likely to be collusive. (The
Collusive Accounts Hypothesis, H1)

As expected, comment types are related to collusion. And presence of
Type A comment (positive rating with detailed praise) increases the
likelihood of collusion. (The Detailed Comments and Collusion
Hypothesis, H4)

The more connected the traders are to the collusion clique, the greater is
the likelihood of collusion. (The Collusive Accounts Hypothesis, H1)

As expected, the higher seller reputation is, the less likely the seller will
participate the collusion (The Seller’s Reputation and Collusion
Hypothesis, H5)

Newly-registered accounts are more likely to be involved in collusion.
(The Buyer’s Short Account History Hypothesis, H3)

As the price decreases, the same amount of money paid to the shady
organization brings back more positive ratings. It also decreases the risk
of pre-paid collusive seller

Being active with the same counterpart decreases the behavioral cost

Comment of type A (positive rating with detailed praise) brings greater
benefits to collusive sellers than the comments of other types

A group of buyers employed by shady organizations did fake transactions
with numerous collusive sellers simultaneously. The behavior forms a
clique and increases the k-core value of the traders involved

Sellers with higher reputation are established and cherish the reputation
it has gained, thus are less motivated to participate the collusion

Illegal organization employed puppet buyers and start the collusion right
after the registration
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6.3. Limitations and future research

The study has a few limitations. First is the scope of data collec-
tion. There might be some collusive accounts that survived in the
investigation conducted by Taobao. This kind of limitation is
shared across studies in all forms of deviant behavior, and it is
commonly accepted (Grazioli and Jarvenpaa 2003). Second, the
detection model of collusive transactions presented in this study
is based on the regulations of Taobao. Although Taobao shares
some similarities with eBay, there are still some differences on spe-
cific regulations (Li et al. 2008b). Hence, for other online shopping
sites with different regulations, the indicators might not all be
applicable, such as when the maximum positive points that a
buyer can give a single seller is only one regardless of the number
of transactions. For example, at eBay, the frequency of transactions
between a pair of traders is not indicative of collusive trading.
Although the reputation inflation detection model is only currently
effective for Taobao, the cost-and-benefit analysis procedure can
be generalized to other online C2C shopping sites. Third, the data-
set for the empirical study is limited to a one-month time window,
so we are not able to capture the whole process of reputation infla-
tion. Panel data covering all the transactions of each account since
its registration will provide more information for collusion
detection.

Further research should focus on the generalizability of the
method and detection model we proposed. More empirical data
need to be collected from other popular C2C markets to investigate
the cost and benefit of collusion in those settings and to test the
effectiveness of the model. Meanwhile, as the perpetrators of fraud
evolve their capabilities to fight the detection efforts of Taobao, a
more adaptive detection model might also be required. It will be
one of the directions of our further research.
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