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In the classical Feistel structure the usage of alternating keys makes the cipher insecure
against the related key attacks. In this work, we propose a new block cipher scheme, AKF,
based on a Feistel structure with alternating keys but resistant against related key attacks.
AKF leads constructions of lightweight block ciphers suitable for resource restricted devices
such as RFID tags and wireless sensor nodes.

Using AKF we also present a software oriented lightweight block cipher, ITUBEE, especially
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suitable for wireless sensor nodes. We show that ITUBEE has a better performance than
most of the ciphers which were compared in a recent work.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

Ubiquitous computing has been getting prominent be-
cause of the increase in daily life utilization. In this type of
applications resource constrained devices such as RFID tags
and sensor nodes are deployed. To meet the security and
privacy issues in the applications cryptographic primitives
which require less resources have been proposed under the
topic lightweight cryptography. A lightweight block cipher
is a main primitive in cryptographic requirements for ubiq-
uitous computation. The need for lightweight block ciphers
has triggered a lot of cipher constructions: PRESENT [1],
PRINTcIPHER [2], LED [3], Prince [4], HIGHT [5], KLEIN [6],
DESXL [7], KATAN [8], mCrypton [9], SEA [10], TEA [11]
and LBlock [12].
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Some of the proposed ciphers include novel ideas and
challenging rationales while some of them have standard
structures. One of the challenging rationale is the lack of
key schedules such as done in PRINTcIPHER which can be
included in Type 1A category introduced in [13]. Another
way is to use key alternating cipher designs addressed
in [14]. Key alternating ciphers are based on the Even-
Mansour Scheme proposed in [15]. The definition of the
scheme is Ef , k, = F(P ® k1) ® k; where F is a pub-
licly known permutation over n-bit strings, k1 and k; are
n-bit secret keys and P is a plaintext. Nowadays there has
been a lot of work on analysis of this scheme and iterated
Even-Mansour scheme (called also as key alternating ci-
pher) which is depicted in Fig. 1 [16-19] and there is a
recent work presented at FSE 2014 which is about on se-
curity analysis of key alternating Feistel ciphers (KAF) [20].

While some ciphers based on iterated Even-Mansour
scheme have been proposed such as LED and Prince, to
the best of our knowledge there is no cipher based on key
alternating Feistel scheme. GOST can be given as an exam-
ple cipher based on a Feistel structure and a key schedule
analogous to the key alternating cipher’s schedule [21].
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Fig. 1. A t-round key alternating cipher.

Usage of key alternating Feistel scheme gives some ad-
vances over performances of ciphers. Because of the Feistel
structure same program code can be used both for encryp-
tion and decryption operations which reduces the memory
usage. Also with the usage of no key schedule the mem-
ory and time requirements can be decreased. However, the
nonexistence of a key schedule or the usage of alternat-
ing keys in a Feistel structure makes the cipher insecure
against related key attacks [22]. In this study, we con-
struct a block cipher scheme, AKF, using a Feistel structure
with alternating keys in such a way that the security of
our newly proposed scheme may not be altered. AKF is
the first scheme which includes key alternating and Feis-
tel structure providing security against related key attacks
while key alternating Feistel ciphers are generally vulnera-
ble to related key attacks as in the case of GOST [22].

In addition, using this scheme we reintroduce a new
software oriented lightweight block cipher, ITUBEE. This
cipher is especially designed for microcontroller based re-
source constrained devices having a limited battery power
such as wireless sensor nodes. We have emulated the ex-
ecution of ITUBEE on the Atmel ATtiny45 8-bit microcon-
troller using Atmel Studio 6 and evaluated the energy con-
sumption and memory usage of the cipher. The results
show that ITUBEE consumes less energy than most of the
ciphers whose performance results were given in a recent
work [23]. Also, less memory requirement of ITUBEE is no-
ticeable.

The paper is structured as follows. In Section 2, we
introduce our novel cipher scheme AKF and analyze the se-
curity including the related key attacks. Then in Section 3,
we give the definition of ITUBEE with design rationale,
security analysis, and performance results. Section 4 con-
cludes the study.

2. A key alternating Feistel scheme (AKF)
2.1. Notation

Throughout the paper, we have used the following no-
tation. P; and Pg (C; and Cg) denote the left and right
halves of plaintext P (ciphertext C) respectively. We have
used || to show the concatenation operation of two bit
strings. i-th round key and round constant has been de-
noted by RK; and RC; respectively. k; represents the parts
of master key K where K = ko|lk1]|...||lkc(—1 and t is the
number of key parts.

2.2. Definition

AI(FrF'f,,.,,F, is an r-round block cipher based on a
Feistel structure with 2n-bit block size and t n-bit keys
(ko, ..., kt—1) where Fq, ..., Fo; are publicly known permu-
tations over n-bit strings. The encryption process is given
in Algorithm 1 and pictured in Fig. 2.
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Algorithm 1 AKFrF’fM F

1: X] =PL and X0=PR

2: fori=1tor do

3: Xig1 = Xi—1 © F2i(Ki—1) moat ® Fai—1(Xi))
4: end for

5: CL :Xr and CR = Xr+]

- encryption algorithm.

Algorithm 2 AKFrF’t encryption and decryption algorithm.

1: 1, (ko, k1, ..., ke—1), (p1, P2, ..., p2r) are input parameters.
2: X1l Xo=1.

3: fori=1tor do

4 Xiy1 = Xi—1 ® Fai(ki—1ymodt @ F2i—1(Xi))

5: end for

6: 0 = X[ Xry1.

7: Return O.

To use the same program code for encryption and
decryption operations, each permutation F; can be de-
rived from a permutation F by using a parameter p;
such as F; = F(p;) where p; can be regarded as a
round constant. In this case Algorithm 2 can be called
for encryption and decryption operations with the pa-
rameters {P, (ko,k1,....k¢-1)), (p1,p2,....,p2r)} and {C,
(Rr—1) mod > Kg—2ymod ts -+ Kr—tymodt)s ~ (P2r—1, P2r» -» P15
p2)} respectively.

For an encryption operation the input parameter [ of
the algorithm is a plaintext and the output parameter O is
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the corresponding ciphertext while for a decryption opera-
tion I is a ciphertext and O is the corresponding plaintext.

2.3. Security analysis

In this section, we give security analysis of AKF scheme.
We mainly focus on the related key attacks since Feistel
cipher without key schedules are vulnerable against this
type of attacks. We show that using AKF scheme it is easy
to construct ciphers secure against related key attacks con-
sidering the analysis results given in Section 2.3.1. Also, we
analyze the security of AKF with 2 keys, 3 keys and 4 keys
because the common key sizes of the ciphers are n, 3n/2
and 2n where n is the block size. We propose attacks on
5-round AKF with 2 alternating keys, 5- and 6-round AKF
with 3 keys and 7-round AKF with 4 keys. In addition, we
propose a general attack on (2t — 1)-round AKF with t keys
concluding that AKF with t keys is secure when the num-
ber of rounds is at least 2t where t > 4. We choose t as 4
or more because for t =1 and t = 2 there are basic attacks
and for t =3 there is an impossible attack on 6 rounds. In
the analysis we consider the permutations as black boxes.

As a conclusion, we observed that the proposed scheme
is secure considering the required number of rounds. We
claim that the 2, 3, 4 and t key versions of the scheme
are secure when the minimum number of rounds are 6, 7,
8 and 2t respectively. Therefore, AKF construction satisfies
enough security margin using relatively less rounds.

2.3.1. Related key attacks

In related key attack models, the attacker can have the
plaintext/ciphertext pairs under the secret key K and un-
der the key R(K) where R is a relation chosen by the
attacker. One of the mostly used related key attack tech-
niques is the related key differential attack. In this attack,
generally R(K) is chosen as K & AK where AK is a dif-
ference defined by the attacker. With the following propo-
sitions we show that AKF is resistant against related key
differential attacks.

Proposition 1. In a related key differential attack scenario, if
the two keys have a difference only on the key part k; then at
least one permutation in the i-th round will be active.

Proof. There are two cases: the left half of the round is
active or passive. If the left half is active then it is obvi-
ous that the first permutation is active. In the other case
the first permutation will be passive but after the first per-
mutation the round key addition will make the input of
the second permutation active because active and passive
word addition will result an active word. Thus the second
permutation will be active in this case. As a result if the
round key is active then at least one permutation will be
active on the round where active round key is used. O

Proposition 2. If there exists a difference in the key then at least
one permutation in consecutive t rounds will be active in the
related key attack.

Proof. When the key has a difference at least one key part
out of (ko,kq,...,kr—1) will have a difference. In consecu-
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Fig. 3. AKF>2.

tive t rounds all key parts are used. Thus, at least in one
round the active key part is used. Due to Proposition 1
there will exists at least one active permutation. 0O

Let the maximum probability of a differential for the
permutations be p. The minimum number of rounds on
which a differential trail usable in a differential attack
cannot be found is ﬁ. Thus the minimum number of
rounds could be decided considering this result.

2.3.2. An attack on 5-round AKF with 2 keys

In Algorithm 3 we present an attack on 5-round AKF
with 2 keys pictured in Fig. 3. For the correct key the con-
ditions in Step 6 and 8 in Algorithm 3 will be satisfied.
For a wrong key the probability that the conditions will be
satisfied is 273", Thus with a high probability we expect
that only the correct key is returned by Algorithm 3. The
attack algorithm uses only 2 plaintext-ciphertext pairs and
finds the correct key in time 2". The memory requirement
of the attack is negligible.

2.3.3. An attack on 5-round AKF with 3 keys

The round keys used in the first 2 rounds and last 2
rounds are kg, kq. ky is used only in the 3-rd round. Thus
guessing ko and ki the key k, can be calculated easily us-
ing a plaintext—ciphertext pair. After this about 23727 = 2n
keys will remain. To find the correct key the remained
keys can be tested using 1 plaintext-ciphertext pair. The
time complexity of this attack is 22" encryption operations
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Algorithm 3 An attack on AKF>-2,
1: A plaintext—ciphertext pair (P, C) is given
2: for kg =0to 2" — 1 do
3:  Perform the following computations:

o X2 < Xo® Falko ® F1(X1))

o X4 < Xe® Fro(ko ® Fo(Xs))
o X3 Fy(Fg (X2 ® Xa) @ ko)
L]
L]

Ky < F3(X2) ® F; ' (X1 ® X3)
K| < F7(X4) ® Fg ' (X5 & X3)

4:  if ki =k then

5: k] <« k/l

6: Test the key (ko, k1) using another (P, C) pair

7: If the test is ok then return the key as the correct key.
8: end if

9: end for

Algorithm 4 Impossible differential attack on AKF®-3,

1: m plaintext pairs (P, P’) and corresponding ciphertext pairs (C, C’) are
given where P @ P’ = (0, Aar) and C; & (] = Aa

2: for k, =0to 2" —1 do

3:  Compute X5 and X7 using C and C’ as follows:
o X5 < Cr@® Fra(ka ® F11(Cp))
o X, < CpoFra(ka® F11(C))

4:  if X5 = X; then

5: Remove k; from candidate list where at the beginning the list
contains all possible k, values.

6: end if

7: end for

because of the 2n-bit key guess. The memory and data re-
quirements are negligible.

2.3.4. An impossible differential attack on 6-round AKF with 3
keys

In this attack we use the following impossible differen-
tial characteristic [24] on 5-round Feistel cipher (0, Ax) ER
(0, A). The attack is given in Algorithm 4.

The required number of plaintext pairs in Step 1 can
be calculated as follows: For a wrong key the probabil-
ity that the key is not eliminated using a plaintext pair is
(1—27") because of the condition in Step 4. Using m pairs
this probability will be approximately (1—27")™. There are
2" possible keys so approximately 2" x (1 —2"")™ keys will
remain. This should be less than or equal to 1 since we
want to eliminate all wrong key candidates. We can find
the following inequality from 2" x (1 —27™")™,

m>nxlIn2x2"

Using n x In2 x 2" plaintext pairs we perform opera-
tions for 2" possible values of k, so the time complexity
of the attack algorithm is about 22" x n x In2.

2.3.5. An attack on 7-round AKF with 4 keys

This attack is similar to the attack given in Section 2.3.3.
After guessing ko, k1 and ky the key k3 used in the middle
round can be calculated easily using a plaintext-ciphertext
pair. The remained 242" = 22" keys can be checked us-
ing 1 or 2 plaintext-ciphertext pairs. The time complexity
of this attack is 23" encryption operations and the mem-
ory and data requirements are negligible. We cannot find
an attack on 8 or more rounds.

Algorithm 5 ITUBEE encryption algorithm.
1: X1 < PL®ky and Xo < Pgr & ko.

2: for i =1...20 do do

3: if i €{1,3,...,19} then

4: RK,‘ <~ ko

5: else

6: RK; < kq

7:  end if

8: Xit1 < Xi—1 ® F(L(RK; ®RC; ® F(X;))) where 16-bit round constant

RC; is added to the rightmost 16 bits
9: end for
10: Cp < X20® ko and Cr < X21 ©kq

2.3.6. Attacks on (2t — 1)-round AKF with t keys

For t > 3 we propose the following attack on AKF@?{—1-t,
The attack works as follows: Guess the keys kg, k1, ..., ki—>
and calculate the key k;—q which is used in the middle
round. Then check the remained 22" keys using 22
plaintext-ciphertext pairs.

For more than (2t — 1) rounds we could not find any
attack. We claim that AKF with t keys are secure if the
number of rounds is at least 2t.

3. A software oriented lightweight block cipher (ITUBEE)
3.1. Definition

ITUBEE introduced in [25] is an example cipher of
AKF?%2 with 80-bit block size. In addition to the AKF
scheme ITUBEE has also key whitening layers. The whiten-
ing keys at the top and bottom of the encryption process
are (ki|lko) and (ko|lk1), respectively. The permutations
used on the left hand side in the rounds are same while
the ones used on the right hand side differ from each other
because of the round constant addition.

Algorithm 5 presents and Fig. 4 illustrates the encryp-
tion process of the cipher.

The functions F and L used in Algorithm 5 are defined
as:

e S(alibliclidlle) = slallls[bllis[c]lIs(d]lis[e] where a, b, c,
d, e are 8-bit variables and s is the AES S-box [26].

e L(a|bliclidlle) =(e®a®b)l@adb@o)|bdced
(codoe)ddeda).

e F(X)=S(L(S(X))).

The constants given in Table 1 are selected as round
constants (RC;).

The decryption process is very similar to the encryp-
tion process. The only differences are on the order of the
keys and round constants. In the decryption operation, the
master key is (kq|lko) and the round constants are used in
reversed order.

We claim that the security level of ITUBEE is 80-bit.
Also, this security level is valid for the related key attack
model.

3.2. Design rationale

ITUBEE is especially designed for wireless sensor nodes
having limited battery power. The energy consumption is
directly related to the number of instructions in an encryp-
tion operation. Thus, constructing the permutations in AKF
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Fig. 4. ITUBEE encryption algorithm.

Table 1

Round constants of ITUBEE.
i RC; i RC; i RC; i RC;
1 0x1428 6 0x0£f23 11 Ox0ale 16 0x0519
2 0x1327 7 0x0e22 12 0x091d 17 0x0418
3 0x1226 8 0x0d21 13 0x081c 18 0x0317
4 0x1125 9 0x0c20 14 0x071b 19 0x0216
5 0x1024 10 0x0blf 15 0x061la 20 0x0115

scheme we tried to use minimum number of instructions.
Also we paid attention to minimize the memory usage in
the design of the cipher.

In a software oriented platform the easiest way for a
nonlinear operation is the usage of a substitution box be-
cause a good confusion can be satisfied with a few number
of operations. Since we target 8-bit platforms we preferred
to use an 8-bit S-box. Also, we used a cellular automaton
which can be implemented with just 15 XOR operations
for the diffusion layer.

We used the same F function in the rounds on the left
hand side to make the construction minimal. For permu-
tations on the right hand side we also used the same F
function including a round constant addition to prevent
the self-similarity attacks such as reflection [27], slide [28],
and slidex [16]. To reduce the number of operations we
used 16-bit constants instead of the whole block size done
in [2]. We didn’t prefer to use 8-bit constants since it may
cause the leakage of information as follows:

Proposition 3. If the inputs of the F function have the pattern
(a,b, b, a,c) wherea, b, c are 8-bit values then the output will
also have the same pattern.

Proof. The first S-box layer saves the pattern. The out-
put of the linear layer will be ((s[c] ® s[a] @ s[b])|(s[a] &
s[b] @ s[bD I (s[b] & s[b] & slaD | (s[b] @ sla] & s[cD (sla] &
s[c] @ slal)) = ((s[c] @ s[a] @ s[bD) [Is[allls[a]llls([b] ® s[a] ®
s[c]|Is[c]) which have the same pattern. As a result,
F saves the pattern. O

Proposition 4. If ITUBEE uses 1-byte round constants added
on the rightmost byte and the input and the key have the pat-
tern (a||b||b||lalc||d|lelle|ld]l f) then the corresponding cipher-
text will have the same pattern also.

Proof. If the input and the key have the pattern

(alibliblialiclidliellelid]l f)

then Py, Pg, K, Kg have the same pattern given in Propo-
sition 3. The key additions in the algorithm will not change
the pattern. In addition, F, L and S-box layers will not
change the pattern where the reason is given in Propo-
sition 3. The round constant only changes the rightmost
byte which does not effect the pattern. As a conclusion,
Cr and Cg will have the same pattern. Note that the num-
ber of rounds does not effect the result. O

3.3. Security analysis

3.3.1. Differential and linear cryptanalysis

Two of the mostly used cryptanalysis techniques are the
differential cryptanalysis [29] and the linear cryptanalysis
[30] which are a kind of statistical analysis. In these tech-
niques, ciphers are modeled as linear algorithms with a
probability replacing the nonlinear operations in ciphers
with linear operations. The probability of modeling the
cipher as a linear algorithm depends on the number of re-
placement of nonlinear operations with the probabilities
of the replacements. The effect of these cryptanalysis tech-
niques are strongly correlated with this probability. Thus,
maximizing the probability by minimizing the number of
replacement of nonlinear operations is a major work in
these cryptanalysis techniques.

The S-box is the only nonlinear operation in ITUBEE.
Thus, finding linear and differential trails which have less
number of active S-boxes is a main work in linear and
differential cryptanalysis, respectively. The number of ac-
tive S-boxes with linear and differential probabilities gives
the security of the cipher against the linear and differential
cryptanalysis.

We give the following propositions about the number
of active S-boxes and their probabilities.

Proposition 5. The minimum number of active S-boxes both in
a differential trail and in a linear trail for 3 consecutive rounds
is 16.

Proof. It is trivial to calculate the branch number of the F
function as 4 by searching all possible cases. That gives at
least 4 active S-boxes. For one round if the left half of the
input is active then we have 2 active F functions. Lets de-
note a Feistel round as (L'*1, R™*+1) = (G(L)) @ R!, L') where
LYIR" and L1 R are input and outputs of the round
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respectively and G is a function. If G is one-to-one then at
least 2 G functions are active for 3 consecutive rounds. For
ITUBEE the G function consists of 2 F and 1 L functions
with key addition and constant addition and therefore G
function is one-to-one. Thus for 3 consecutive rounds we
have at least 2 G functions consisting of 4 F functions and
so 16 active S-boxes. O

We found the following differential and linear trails for
G function where the number of active S-boxes is 8. By
using these trails 3-round trails can be constructed easily
where one out of three G functions is passive and the total
number of active S-boxes is 16. The differential and linear
trails are

S L
* (Aa|i0]0[0]I0) — (Ab[|0]|0]00) — (Ab|AD[|O]IO]
Ab) > (AcAC0[0]A) 5 (Ac|OAcllAC)O) >
L S
(Ad[0] Ad[|Ad]|0) = (Ad]|0]0]|0]0) = (Aal|0]|0]|0]|0)

and

S L
e (I"a[0]0]0]0) — (I"b[|0]|0]|0|0) — (I"bIIO|II"b|II"b]|
S L S
0) — Icl0li’c|Icl0)y — (IclllcloljofI"c) —
L S
(I"d|| I"d||0]|0||I"d) — (I"d]|0]|0]|0[|0) — (I"a]|0]|0|0]|0)

respectively.

ITUBEE uses AES S-box whose highest probability for
one input-output difference is 27¢ and the best bias for
an input-output mask is F2~*. Thus, the highest prob-
ability for a differential trail on consecutive 3 rounds is
(276)16 = 29 Similarly, the best linear bias for 3-round
linear trail is 21% x (32741 = 32749, According to these
results it seems that these trails are not usable in differen-
tial and linear attacks.

However, to prove a cipher’s resistance against differ-
ential and linear attacks computation of active number of
S-boxes is not enough because of the multiple differen-
tials and linear hulls. For linear hulls we left the theoret-
ical computations to the third party cryptanalysis and we
experimentally computed the bias of a linear trail for F
function where 4 S-boxes are active to see how the bias
changes. In the case of multiple differentials we gave some
theoretical and experimental results.

In a linear trail for F function the minimum num-
ber of active S-boxes is 4 as stated above. An exam-
ple of such a trail is (I"a|/0]|0]||0]|0) 3 (I'b||0]|0]|0]10) L

(I'b||0||I"'b|| ’'b||0) 3 (Ic||0|| c||Ic||0). In this trail when
the input-output masks of the S-boxes which have the
best bias (F2~4) are chosen, the bias of the linear char-
acteristic becomes 23 x (F274)* = 32713, The masks can
be chosen as I'a = 0x10, I'b = 0x65 and I'c = 0xa3. We
tested the bias of this linear characteristic using 2%® ran-
domly chosen inputs and computed the bias as about 2711,

With the following proposition we give an upper bound
for the probability of a differential on F function.

Proposition 6. The maximum probability of a differential for F
function is less than 2~17.

Proof. There are 3 different cases which lead to 4 active
S-boxes. Let Aa, Ab, Ac, Ad, Ae denote 8-bit differences
and 0 denotes 8 bits which don’t have any difference. Then
these cases can be written as:

S L
1. (Aaf0]0[0]0) — (AD[I0]0[I0]0) — (AbllAb]I0]IO]|
Ab) > (Ac|| Ad||0]j0]| Ae).
Note that changing the place of Aa is not important
because of the symmetric structure of the L layer.
S L
2. (AallsAbIIOIIOIIO) — (AcllAc]|0]10]10) — (O[0]lAcl|O]]
Ac) = (0]|0]|Ad||0]|Ae).
S L
3. (Aa||AbJIO]|Acll0) — (Ad]||Ad||0]|Ad]|0) — (O||0]|O]|
S
Ad||0) = (0]|0]|0]| Ae]|0).

The probabilities of the cases can be calculated as:

1. Y. ap Pr(Aa = Ab) x Pr(Ab = Ac) x Pr(Ab > Ad) x
Pr(Ab > Ae) < (276)4 x 27 = 2717 because the maxi-
mum probability of a differential for the AES S-box is
276 and there are 127 possible Ab for a given differ-
ence Aa. s s s

2. Y acPr(Aa = Ac) x Pr(Ab = Ac) x Pr(Ac = Ad) x
Pr(Ac> Ae) < (276)4 x 27 = 2-17,

3. YA Pr(Aa > Ad) x Pr(Ab > Ad) x Pr(Ac = Ad) x
Pr(Ad > Ae) < (276)4 x 27 =2-17,

As seen for all the cases which leads to 4 active S-boxes
the differential probabilities are less than 2717, For the
other cases it is trivial to see that the probabilities of the
differentials will be less than 2717, O

We observed that the upper bound given in Proposi-
tion 6 is not tight because in the proof of the proposition
the probabilities of input-output differences for the S-box
were chosen as 2% while the probability is 27 for most
of the input-output differences. By using the difference
distribution table of the S-box we computed the proba-
bilities of the following 3 trails searching all the possible
values of Aa, Ab and Ac differences. Note that these 3
trails covers all possible trails activating 4 S-boxes.

1. (Aaf0[0]00) > (Ab[0]0[0[0) 5 (Ab]Ab]O[O]
ADb) 3 (Ac||Ac||O]|0]|Ac).

2. (AallAal|0]0]0) > (Ab]Ab[0[0[0) = (00| Ab[O]
Ab) 3 (0|0l AcllOf|Ac).

3. (AdllAalj0Aal0) > (Ab]Ab[0JAbI0) 5 (0]0[O]
AbJj0) > (0|0]|0]| Ac(|0).

We found that the best probability is 272151 (when Aa =
0x75 and Ac = 0xd8 we got the probability). We tested
the multiple differential effect using 228 randomly chosen
inputs and setting the input-output differences for F as
(0x75]|0]|0]|0]|0)-(0xd8]|0xd8]|0]|0]|0xd8) and observed that
the probability is close to the theoretical value 272151,

To analyze the multiple differential effect on G func-
tion we also computed the highest probability for the trails
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Table 2
Performance results of some lightweight ciphers.

Cipher Block size Key size Memory code/RAM Clock cycles Clock cycles Cycle x Memory
[bits] [bits] [bytes] per one enc. per one byte

AES [23] 128 128 1659/33 4557 284 479676
DESXL [23] 64 184 820/48 84602 10575 9179100
HIGHT [23] 64 128 402/32 19503 2437 1057658
IDEA [23] 64 128 836/232 ~ 8250 1031 1101108
KASUMI [23] 64 128 1264/24 11939 1492 1921696
KATAN [23] 64 80 338/18 72063 9007 3206492
KLEIN [23] 64 80 1268/18 6095 761 978646
mCrypton [23] 64 96 1076/28 16457 2057 2270928
NOEKEON [23] 128 128 364/32 23517 1469 581724
PRESENT [23] 64 80 1000/18 11342 1417 1442506
SEA [23] 96 96 426/24 41604 3467 1560150
TEA [23] 64 128 648/24 7408 926 622272
LBlock [12] 64 80 not given 3955 494 -
ITUBEE cycle opt. 80 80 716/20 2607 261 192096
ITUBEE memory opt. 80 80 586/20 2937 294 178164
AES 128 128 1028/41 3818 238 254422

on G function given above and found that the highest
probability is about (273°86) (when we take Aa = 0x08
we obtained this probability). According to this result for
a 5-round differential the maximum probability is about
(273>86y3 — 210758 \which cannot be used in a differential
attack.

3.3.2. Meet-in-the-middle type attacks

In the basic meet-in-the-middle (MITM) attacks the ci-
pher is divided into two parts. The effects of the key bits
are separated from each part so that a check point is de-
rived in the middle. In the case of ITUBEE, in consecutive
3 rounds all key bits are used and each output bits of 3
rounds is affected by each bit of the key. Thus, more than
6-round ITUBEE because of the confusion property cannot
be attacked using the basic MITM type techniques.

In recent years, there have been new attack techniques
based on MITM such as multidimensional meet-in-the-
middle attack [31], the biclique attack [32]. For the bi-
clique cryptanalysis of the cipher, let the whitening keys
do not exist. A biclique can be constructed on at most 2
rounds and the number of F functions computed for the
whole key is about 32 for the meet-in-the-middle step of
the attack. Therefore, a biclique attack complexity is about
% ~ 279678 As a result, biclique type attacks cannot
significantly reduce the security level of the cipher.

The multidimensional meet-in-the-middle attack is only
applied on a cipher if the key length of the cipher is big-
ger than the block size. The block size and key length of
ITUBEE are equal. Thus this attack cannot affect the secu-
rity level of the cipher.

3.3.3. Related key differential attacks

By Proposition 2, the number of active F functions for
10 rounds is 5. The maximum differential probability for
one F is about 217, Thus for 10 round the maximum
probability is about (2717)> =278, As a result there is not
a 10-round differential which is usable in an attack.

3.3.4. Impossible differential attacks

Impossible differential attack [33] is one of the mostly
applied attacks on lightweight block ciphers especially
suitable for software platforms [34-39]. The maximum
number of rounds on which an impossible characteristic
exists is 5 because of the Feistel structure [24]. Thus this
attack technique does not threat the security level of the
cipher.

3.3.5. Self-similarity attacks

In self-similarity attacks [27,28,16] the similarities be-
tween round functions are used. The round functions of
ITUBEE are very similar. However, the usage of round con-
stants prevents the application of these type of attacks on
the cipher.

3.4. Emulation results

We implemented ITUBEE encryption algorithm in as-
sembly and emulated the execution of the implementa-
tion on the Atmel AVR ATtiny45 and ATmega128(L) micro-
controllers using Atmel Studio 6. ATmega128(L) microcon-
trollers are included in Mica2 motes which are commonly
used sensor nodes. These microcontrollers are RISC (Re-
duced Instruction Set Computing) based and have an 8-bit
Harvard architecture. In the Harvard architecture the in-
struction and data memory are separated. ATtiny45 has an
instruction and data memory of 4-kB Flash and 256-byte
static RAM, respectively.

In the implementation of the cipher, 8-bit S-box is
stored in the instruction memory. In the emulation we
evaluated the memory usage of the cipher and the num-
ber of clock cycles for an encryption. The results are the
same for the two microcontrollers and given in Table 2
with some other ciphers’ results obtained by a recent work
[23] where the implementations also were done on an
ATtiny45 microcontroller. In Table 2 we also give the num-
ber of clock cycles per one byte. To have a fair comparison
we implemented AES using the same methods we used for
ITUBEE.
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From the table it can be extracted that ITUBEE requires
less clock cycles for an encryption than the other ciphers.
According to [40,23] the number of clock cycles is strongly
correlated to the energy consumption. Thus, combining
these two results we conclude that ITUBEE consumes less
energy than the other ciphers. Also, the table shows that
the memory reduction of the proposed cipher is remark-
able.

4. Conclusion

The usage of alternating keys facilitates to design
lightweight ciphers because of the lack of a key schedule
inducing less memory usage and fewer operation (energy)
requirement. Also, using a Feistel structure gives the ad-
vantage of using the same program code for encryption
and decryption processes. This reduces memory usage.
However, using a Feistel structure with alternating keys
could make the cipher insecure against related key attacks
as in [22]. To palliate this weakness we have proposed a
new design strategy and using this rationale we have pre-
sented a Feistel based key alternating scheme, AKF.

We also introduce a software oriented lightweight block
cipher, ITUBEE, based on AKF. We have emulated the
execution of the cipher on the 8-bit ATtiny45 and AT-
megal28(L) microcontrollers where ATmegal28(L) is in-
cluded in widely used Mica2 motes. The emulation results
show that ITUBEE consumes less energy than most of the
ciphers whose performance results were given in a recent
work [23]. Also the reduction in memory requirement of
the cipher is remarkable.

The utilization of AKF scheme enables us to develop a
new block cipher (ITUBEE) whose memory usage and en-
ergy consumption is less than most of the existing block
ciphers.

Appendix A. AES S-box

E7, C8, 37, 6D, 8D, D5, 4E, A9,
6C, 56, F4, EA, 65, 7A, AE, 08
BA, 78, 25, 2E, 1C, A6, B4, C6,
E8, DD, 74, 1F, 4B, BD, 8B, 8A
70, 3E, B5, 66, 48, 03, F6, OE,
61, 35, 57, B9, 86, Cl, 1D, 9E
E1l, F8, 98, 11, 69, D9, 8E, 94,
9B, 1lE, 87, E9, CE, 55, 28, DF
8Cc, Al, 89, 0D, BF, E6, 42, 68,
41, 99, 2D, OF, BO, 54, BB, 16
}

Appendix B. Test vectors for ITUBEE

Table B3
Test vector 1.
Plaintext 00000000000000000000
Key 00000000000000000000
Ciphertext 471330577984cbecf6c8
Table B4
Test vector 2.
Plaintext 01000000000000000000
Key 00000000000000000080
Ciphertext 761b8299b3f6a99£0838
Table B5
Test vector 3.
Plaintext 6925278951fbf3b25ccc
Key c538bd9289822bed3363
Ciphertext c42e0£48cd5a87d0055f
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