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LBlock is a new lightweight block cipher proposed by Wu and Zhang (2011) [12] at ACNS
2011. It is based on a modified 32-round Feistel structure. It uses keys of length 80 bits
and message blocks of length 64 bits.

In this letter, we examine the security arguments given in the original article and we show
that we can improve the impossible differential attack given in the original article on 20
rounds by constructing a 22-round related key impossible differential attack that relies

Keywords: on intrinsic weaknesses of the key schedule. This attack has a complexity of 270 cipher
Analysis of algorithms operations using 247 plaintexts. This result was already published in Minier and Naya-
Cryptography Plasencia (2011) [9].
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1. Introduction Table 1
Comparison table of cryptanitic results against LBlock.

During the last five years, many lightweight block ci-

8 ¢ Attack Nb rounds In Time complexity
phers for constrained environments have been proposed. F—— ” 2] 7
We could cite: PRESENT [1], HIGH [6], DESL [7], CGEN [10], Intl:;gral ' 20 [12] 2637
KATAN & KTANTAN ([3], SEA [11], LED [5], KLEIN [4] and RK Imp. Diff. 22 This paper 270

LBlock [12].

Even if some cryptanalytic results (see [2,8] for ex-
ample) have already appeared concerning the security of
those particular block ciphers, it still remains necessary to
intensively study their security and their efficiency. More-
over, when designing lightweight block ciphers, the design
of the key schedule must be carefully studied. The reason
is that it is not always possible to store the round-keys

In this paper, we focus on the security evaluation of
the new lightweight block cipher LBlock [12]. We show
how the original impossible differential attack proposed in
the LBlock article can be extended by two rounds (up to
22 rounds in all) using a related key impossible differen-

generated by the key schedule on small platforms due to
their limited memory. In that case, the round-keys must
be generated “on the fly”. This problem has been carefully
addressed in the case of CGEN [10].
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tial attack. Of course, an attack in the related key security
model is much weaker than an attack in the secret key
setting but this result provides a better understanding of
the LBlock security evaluation, namely concerning its key
schedule. (See Table 1.)

This paper is organized as follows: Section 2 gives a
brief description of the LBlock lightweight block cipher,
Section 3 describes the related key impossible differential
attack on 22 rounds of LBlock. Finally, Section 4 concludes
this paper.
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Fig. 1. On the left: Overview of one modified Feistel round of LBlock. On the right, the permutation P seen at nibble level.

2. Description of LBlock

LBlock is a new lightweight block cipher presented by
Wu and Zhang at ACNS 2011 [12]. It uses 80-bit keys and
64-bit blocks and is based on a modified 32-round Feistel
structure (see Fig. 1).

The round function F first computes X; & k; and then
applies a transformation S (composed of 8 parallel applica-
tions of 8 different 4-bit bijective S-boxes) and a permuta-
tion P (that exchanges the places of the nibbles as shown
on Fig. 1).

The key schedule takes as input a master key K seen
as a key register denoted at bit level as K = K79K7g - -- Ko
and outputs 32 round subkeys k;. It repeats the following
steps for i =1 to 31 knowing that ky is initialized with the
32 leftmost bits of the key register K:

1. K «29.

2. [K79K78K77K76] = S9[K79K78K77K7¢] where Sg is the
ninth S-box.

3. [K75K74K73K72] = 58[K75K74K73K72] where 58 is the
eighth S-box.

4. [K50K49Ka8K47] = [K50Ka9K48K47]1 @ [il2

5. ki1 is selected as the leftmost 32 bits of the key reg-
ister K.

3. Related key impossible differential attacks on 22
rounds of LBlock

The attack described in this section is a related key im-
possible differential attack. This analysis takes advantage
of a 15-round impossible differential path and of some
weaknesses of the key schedule. In this section, we first
introduce the used related key differential sets and the im-
possible differential path. We then provide the complete
description of the attack.

3.1. Related key sets

The details of the related key sets are given in Ap-
pendix A. The main properties of those related keys come
from some intrinsic properties of the key schedule. First,
when a low weight difference is introduced in a pair of
keys, those differences do not cross the S-boxes every
round but in average only every 9 rounds (among 32).
Moreover, an injected difference will appear in average
only every three subkeys, creating low weight differential
paths. Thus, we are able to construct related keys differen-
tial paths with a very low general weight (the ones pre-
sented in Appendix A have only between 12 and 15 active
nibbles on all the 32 subkeys). In summary, the diffusion

is not sufficient to correctly spread the differences in the
LBlock key-schedule.

However, the four related key differential paths given
in Appendix A do not work for all possible values of the
bits K75, K74, K73, K72 of the key. But, from those four re-
lated key paths, we are able to have a complete partition
of all possible values. This is due to the small size of the
S-boxes that work on nibbles. Moreover, those differentials
cross almost always the same S-box sg leading to always
the same differences.

Thus, it will be always possible according to the value
of 5 bits (see details in Appendix A) of the master key K
to build a second key K’ = K & AK with AK equal to 0
everywhere except on the nibble K75, K74, K73, K72 which
takes the value 2 or 4.

3.2. Impossible differential path

In the original paper describing LBlock, the authors give
the following 14-round impossible differential:

(00000000, 00ct00000)
after 14 rounds could not give (08000000, 00000000).

As the differences injected through the subkey additions in
our related key sets have really low weight, we are able to
continue to construct 14-round and 15-round impossible
differentials even taking into account the differences com-
ing from the subkeys. For example, the following 15-round
impossible differential (starting at the beginning of round
5 and ending after round 19) cannot happen:

(00000000, 0000000cx)
after 15 rounds cannot give (00000000, 00000000).

The fact that the output difference could be completely
null comes from the injection of differences coming from
the subkey additions.

The complete details of this impossible differential are
given in Fig. 2. This impossible differential works for all
the related key paths presented in Appendix A. As we just
said, this impossible differential is taken from the fifth
round until the 19th round and combined with the first
four rounds at the beginning as shown on Fig. 3 and with
the last four rounds in the end as shown on Fig. 4.

3.3. The attack description for 22 rounds
If we consider Figs. 3 and 4 we see which differences

will have the extended impossible differential path in the
first and in the last round. In Fig. 3 we show a case that
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Fig. 2. The impossible differential used in the attack. Nibbles marked in grey symbolize some non-zero differences in the subkeys and in the backward sens.
Checkerboard hashed nibbles symbolize some non-zero differences in direct sens. Vertically hashed nibbles mean that differences could be null in direct
sens. Diagonally hashed nibbles are for differences that could be null in the backward direction.

works for 2 out of the 4 possible differential paths, being
similar for the other two.
The procedure of our attack is as follows:

e For each one of the 4 possible differential paths in the
key schedule, we find m good pairs of input messages
that satisfy the extended differential path. This can be
done by the limited-birthday approach with a com-
plexity of about m - 21223223 — ;. 221 35 the size of
differences in the output is of 12 bits. As the partial
keybits will be determined only in a second step, we
need to build the m set and repeat the following pro-
cedure for all the 4 possibilities of the differential path
in the key schedule.

e For each of the m good pairs (and for the 4 possible
differential paths) we check if the conditions of getting
from the input pair to the beginning of the impossible
differential, and from the output to the end of the im-
possible differential, can be verified by some values of
the keybits that intervene in these conditions. In total,
we have 57 keybits involved.

e The keybits that make both transitions possible for at
least one of the m good pairs will be filtered out of the
possible key guesses as otherwise they would imply
that the impossible differential had occurred. We will
compute next which size must m have so that we filter
all the wrong key guesses.

e From Fig. 3, we can see that there are 7 nibble condi-
tions for erasing the active nibbles and obtaining the
differential configuration at the input of the impossi-
ble differential. The involved keybits are K77 to Kgs,
Kg3 to Kag, Kas to K41, K34 to K31, K6 to K19 (44 in
total).

e From Fig. 4, we can see that there exist 3 nibble
conditions for obtaining from the output, the differ-
ential configuration of the end of the impossible dif-
ferential. They involve keybits K7¢ to K73, K55 to Ksp,
K47 to Kg4, K3 to Ky7, Kig to K15 and Kg to K3 (24
in total and just 13 not included in the previous
set).

e As the probability that for a good pair, the 7+ 3 =10
nibble conditions are verified is 2740, for each key
guess the probability that none of the m good pairs
verifies all the conditions is

P=(1-27)"

e We have 2°7 possibilities for the involved keybits,
which means that if we choose m = 247, and so
P ~ 2718466 e will filter out all the wrong key
guesses but the correct one. We can expect that
218466457 _ »—127.66 \rong guesses remain. So, we
find the correct key with a very high probability.



M. Minier, M. Naya-Plasencia / Information Processing Letters 112 (2012) 624-629 627
x, IR [(EEE %

S —cS

?{ 3 nibble conditions
Value to know I X, m]] E-]]] X

[<f]

Ky El]]:. g_g 2 nibble conditions
x, [TTTTTH [T
[<d<e]

e

x, [ITT1TH
[<e]
 Em:

[TITITH X,

Fig. 3. The initial rounds.

Difference I

H X

1 nibble condition

X

1 nibble condition

X LTI

%o [T (I

[ ]

ko [TTNTTT] »
X (0 [T

1
[
e [T »

®

Value to know I

Difference I
X W (TP
]
ko T T ] D
% TN W >
Fig. 4. The final rounds.
The complexity of the attack, where we recover 57 key- erage 2°7740 = 213 syuch values that verify the 10 nibble

bits (and then the remaining ones with much lower com-
plexity) is then

conditions for the 57 keybits.

4. 247421 | 4 94795740 1, 570 4. Conclusion

We have provided in this letter a more detailed anal-
ysis of related key impossible differential behaviors of the

where the first term represents the complexity of obtain-
ing the 247 pairs with the wanted input-output differences

for the 4 differential paths of the key schedule, and the
second term comes from the fact that, for each of the
247 pairs of messages, and for the 4 possible key sched-
ule paths, we filter out all the partial keys that verify the
conditions. For each one of the m pairs, we have on av-

new lightweight block cipher LBlock. We take advantage
in the proposed related key impossible differential attack
of some particular weaknesses of the key-schedule that
could produce differential paths with really low weight
for an initial difference carefully chosen. The complexity
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AK: 020000000000 | AK: 040000000000
00000000 00000000

AK: 020000000000 | AK: 040000000000
00000000 00000000

ASK;: 02000000 | ASK;: 04000000
ASK>: 00000000 | ASK,: 00000000
ASKs: 00000008 | ASKs: 00000010
ASKy: 00000000|ASK,: 00000000
ASKs: 00000000 | ASKs: 00000000
ASKs: 00000400| ASKg: 00000800
ASK.: 00000000 |ASK, 00000000
ASKs: 00000000 | ASKs: 00000000
ASKy: 00020000 | ASK,: 00040000
ASKyp: 00000000 | ASKye: 00000000
ASK;;: 00000000 | ASK;;: 00000000
ASKp: 06000000 | ASKp,: 02000000
ASKj3: 00000000 | ASK;3: 00000000
ASKj;: 00000018 | ASKiy: 00000008
ASKis: 00000000 | ASK;s: 00000000
ASKis: 00000000 | ASKie: 00000000
ASKiz: 00000c00 | ASKy;: 00000400
ASK;s: 00000000 | ASK;s: 00000000
ASK: 00000000 | ASK;g: 00000000
ASKsx: 00060000 | ASKs: 00020000
ASKy: 00000000 | ASKy: 00000000
ASKa: 00000000 | ASKyw: 00000000
ASKy: 05000000 | ASKy: 03000000
ASKy: 00000000 | ASKy: 00000000
ASKs: 00000014 | ASKss: 0000000
ASKax: 00000000 | ASKy: c0000000
ASKy: 00000000 | ASKy: 00000000
ASKyp: 00000b40| ASKs: 00000700
ASKa: 00000000 | ASKsx: 00000000
ASKsp: 00000000 | ASKs: 00000000
ASKs: 0005a000| ASKs: 00038000
ASKa: 00000000 | ASKas: 00000000

ASK;: 02000000]| ASK;: 04000000
ASK,: 00000000|ASKs: 00000000
ASKs: 00000008 | ASKs: 00000010
ASKy: 00000000|ASKy,: 00000000
ASKs: 00000000|ASKs: 00000000
ASKg: 00000400 | ASKs: 00000800
ASK,: 00000000|ASK;: 00000000
ASKs: 00000000|ASKg: 00000000
ASKy: 00020000|ASKe: 00040000
ASK: 00000000 | ASKp: 00000000
ASK;;: 00000000 | ASK;;: 00000000
ASKp: 02000000 | ASKpe: 06000000
ASKj3: 00000000 | ASKy;3: 00000000
ASKj;: 00000008 | ASKis: 00000018
ASKys: 00000000 | ASK;s: 00000000
ASKis: 00000000 | ASKie: 00000000
ASK;z: 00000400 | ASKy;z: 00000c00
ASK;s: 00000000 | ASK;z: 00000000
ASKj: 00000000 | ASKye: 00000000
ASKs: 00020000 | ASKs: 00060000
ASKy: 00000000 | ASKe: 00000000
ASKy: 00000000 | ASKe: 00000000
ASKs: 02000000 | ASKsy:: 01000000
ASKs: 00000000 | ASKe: 00000000
ASKs;: 00000008 | ASKos: 00000004
ASKy: 00000000 | ASKe: c0000000
ASKy;: 00000000 | ASKe: 00000000
ASKs: 00000400 | ASKeg: 000002c¢0O
ASKs: 00000000 | ASKs: 00000000
ASKs: 00000000 | ASKs: 00000000
ASKs;: 00020000 | ASKs: 00016000
ASKa: 00000000 | ASKs: 00000000

Fig. 5. The four related key differentials used in the attack presented in Section 3 that provide a complete partition on all possible key values. Note that
the differential trails from Subkey23 and Subkey26 respectively could have different values from the ones given here.

of the described attack is 270 cipher operations requiring
247 plaintexts.

Finally, we have been able to give the best attack
known on LBlock, that works up to 22 rounds, while the
analysis for the biggest number of rounds in the original
article worked on 20 rounds. We believe that our analysis
can still be improved because the overall complexity is far
from the cost of the complete exhaustive key search.

Appendix A. Related key differences used in the related
key impossible differential attack

There are four cases of related key differentials that
depend on the value of the five bits K76 and (K75, K74,
K73, K72). According to the values of those bits, the differ-
ence that must be injected in the key is 2 or 4 on Kis.
The table in Fig. 5 give those differentials on the keys and
on the subkeys. We then obtain 4 related key differentials
that could be used whatever the 5 bits values are. The four
differences are chosen according to:

o If the key bits (K75, K74, K73, K72) take the values O,
1, 4 and 5 and if K7¢ =0, then the good related key
differential is the second one given in Fig. 5, else if

K76 =1, the good related key differential is the fourth
one given in Fig. 5.

o If the key bits (K75, K74, K73, K7,) take the values 2, 3,
6 and 7 and if K76 = 0, then the related key differen-
tial is the fourth one given in Fig. 5, else if K76 =1, the
good related key differential is the second one given in
Fig. 5.

o If the key bits (K75, K74, K73, K72) take the values 8,
9, 10 and 11 and if K76 = 0, then the related key dif-
ferential is the first one given in Fig. 5, else if K76 =1,
the good related key differential is the third one given
in Fig. 5.

o If the key bits (K75, K74, K73, K72) take the values 12,
13, 14 and 15 and if K76 =0, then the related key dif-
ferential is the third one given in Fig. 5, else if K76 =1,
the good related key differential is the first one given
in Fig. 5.

As shown in Fig. 5, the key schedule algorithm does not
provide a sufficient diffusion of differences.
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